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� is report describes a study that analysed the national defence strategies of 34 countries 
and the process of dra� ing those strategies. � e report highlights both good practices and 
the complexities of this process, therefore providing evidence-based input for developing 
Estonia’s comprehensive national defence strategy and the strategy-dra� ing process.
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private enterprises and civil society. � e internal security component of this national 
defence approach should focus on ensuring societal stability and resilience and on 
preventing critical threats, including cyberattacks, the spread of disinformation, and hybrid 
threats.

� e report emphasises that the success of a comprehensive national defence strategy 
depends on an integrated and synergistic approach that involves all levels of society. � e 
lessons learned from international practices provide Estonia with an opportunity to shape 
an e� ective and resilient national defence system that can adapt to current and future 
security threats.
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5EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

This report examines the design and implementation of comprehensive defence strat-
egies by different countries in the field of internal security. In doing so, it supports an 
evidence-based approach to the further development of Estonia’s national defence strat-
egy (hereinafter, also referred to as its comprehensive defence strategy). By focusing 
on international practices, the report identifies effective approaches to comprehensive 
defence as well as additional complexities that arise for different states as a result of their 
specific security needs.

The comparative analysis of different states’ strategic documents and implementation 
practices provides a basis for assessing Estonia’s specific needs as a small-sized Euro-
pean country facing contemporary geopolitical threats and developing a comprehen-
sive defence framework to meet those needs. In addition to supporting national mili-
tary defence, internal security institutions and policies are responsible for safeguarding 
societal stability and resilience and preventing critical threats such as cyberattacks, the 
spread of disinformation and hybrid threats. Accordingly, the aim of the study is to sup-
port a comprehensive approach to Estonian national defence, which, in addition to mil-
itary defence, must involve internal security, the civilian sector, private enterprises and 
civil society.

When assessing Estonia’s national defence practices, it is vital to take into account the spe-
cifics of its security situation, including the state’s geopolitical position, security threats 
and societal needs. Reflecting this, the report first examines the models of comprehen-
sive defence implemented by other, similarly small-sized European countries. To ensure 
that the valuable lessons that can be drawn from other kinds of states are not overlooked, 
the sample is then expanded to include several larger, as well as non-European, states.

The report is based on an exploratory study that mapped the comprehensive defence 
strategies of 34 countries, including the processes for developing these strategies and the 
approaches applied. The sample includes Finland, Sweden, Denmark, Norway, Latvia, 
Lithuania, Poland and a range of other European and worldwide examples. The study 
draws on publicly available online sources that provide evidence on national security 
strategies and strategy development processes. These sources include national stra-
tegic documents, legislation, reports, analyses, press releases and academic literature. 
The report highlights key strategic trends in and components of border security, cyber
security, hybrid threats, the spread of disinformation and misinformation, civil–military 
cooperation, crisis resilience, evidence-based planning, and international cooperation. 
For several countries, there was no publicly available description of the strategy devel-
opment process. Nonetheless, it was still possible to identify and provide an overview 
of their approach to national defence and its main focus areas from the perspective of 
internal security.
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The key findings of the study are as follows:

•	 The status of Estonia’s eastern border as an external border of the European Union 
makes its protection strategically significant. In this context, many countries stress 
the need to develop infrastructure and effective surveillance systems to counter 
irregular migration and other hybrid threats.

•	 In digitally advanced countries such as Denmark and Norway, ensuring cyber
security is a priority. Cooperation between the public and private sectors, as well 
as the use of artificial intelligence, is essential for protecting critical infrastructure.

THE INVOLVEMENT OF DIFFERENT LEVELS OF SOCIETY AND THE CLEAR DIVISION OF ROLES ARE 
KEY TO THE SUCCESS OF A COMPREHENSIVE NATIONAL DEFENCE STRATEGY.  
PHOTOS: PEXELS.COM 
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•	 Several countries, including Lithuania and Poland, prioritise strengthening societal 
resilience against disinformation and hybrid threats. This is achieved through stra-
tegic communication and by raising public awareness.

•	 The experiences of Denmark and Norway show that the involvement of all societal 
groups is essential to crisis preparation and response. Civil–military cooperation 
should involve state institutions, the private sector and volunteer organisations.

•	 In various countries, crisis preparedness training, engaging local authorities and 
developing innovative solutions in cooperation with research institutions and the 
private sector have proven effective components of comprehensive defence strat-
egies. For example, Sweden and Norway have long invested in evidence-based 
approaches, including planning and international cooperation, to ensure that their 
security policies are sustainable. Scenario analysis and risk assessment are also 
important as they are necessary to best understand future trends and their poten-
tial impacts.

The recommendations of the report take into account the specificities of Estonia’s geo-
political locale and build on international good practice. These recommendations are 
intended to support the development of Estonia’s internal security capabilities and enable 
the Ministry of the Interior and its agencies to fulfil their comprehensive defence respon-
sibilities, including in wartime. The recommendations are as follows:

•	 Strengthening border security: Develop technologies and increase the Border 
Guard’s readiness for countering hybrid threats, including by involving reserve 
personnel.

•	 Protection of critical infrastructure: Establish a cybersecurity centre based on 
public–private cooperation to strengthen resilience to digital threats.

•	 Mechanisms for evidence-based planning: Work with research institutions to 
develop data analysis and cooperation models that support evidence-based input 
into internal security strategies.

•	 Public engagement and involvement: Organise crisis-preparedness training for 
the general public and introduce crisis-management subjects into school curricula.

•	 Scenario-based strategy: Apply scenario analysis to take account of dynamic secu-
rity threats and identify flexible solutions.

The report concludes that the success of a comprehensive defence strategy depends on 
having a holistic and synergistic approach that involves all levels of society. The lessons 
from international practice offer Estonia an opportunity to develop an effective and resil-
ient national defence system capable of adapting to current and future security challenges.

The authors thank Dr. Erik Männik for guiding the joint research project of the Estonian 
Military Academy and the Estonian Academy of Security Sciences, for his valuable con-
tributions to the study and for his constructive feedback on the initial drafts of the report.
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INTRODUCTION

This research report provides an overview of how different countries approach national 
defence, including comprehensive defence. It focuses on the foundations and principles 
for developing a comprehensive defence strategy, particularly in the context of internal 
security. The concept of comprehensive national defence (hereinafter, also referred to 
as comprehensive defence) has a long tradition. However, as the diversification of mod-
ern threats forces states to address increasingly multi-dimensional security risks, it has 
become central to international debate and security practices. In contrast to the widely 
used military defence model, comprehensive defence encompasses both civilian and mil-
itary elements and depends on the involvement of state institutions, private enterprises 
and civil society. The aim of the study described here was to identify principles for devel-
oping a comprehensive defence strategy in the context of internal security based on the 
approaches taken by different states. Based on these principles, as well as the country’s 
specific needs, the report provides an evidence-based perspective on the development of 
a comprehensive defence framework for Estonia. The report focuses primarily on inter-
nal security, which has received comparatively less attention in the literature than the 
military and external security components of national defence.

Estonia’s current national defence strategy is based on the comprehensive national defence 
concept (translated in Estonian as “lai riigikaitse käsitlus”), meaning that it involves all 
state agencies and society as a whole, not only military defence (Ministry of Defence, 
2024). In comprehensive defence, the role of internal security is not only to support mil-
itary defence functions but also to support and maintain societal stability and resilience. 
This includes addressing both routine and critical threats, as well as border security and 
related aspects of internal security. 

In 2023, the Riigikogu (Estonia’s national parliament) approved 
the most recent version of the National Security Concept of Esto-
nia. This document recommends that Estonia take a compre-
hensive approach to national defence that accounts for all trends 
and factors affecting national security. Consequently, the state 
has subsequently implemented a security policy that takes into 
account society as a whole and the state as a whole (Government 
of the Republic of Estonia, 2023, p. 2).

Estonia’s geopolitical position on the eastern border of the European Union and in prox-
imity to Russia is a significant factor in determining the direction of its security strategy. 
In addition, Estonia’s security is also affected by global challenges such as hybrid threats, 
cyberattacks, the spread of disinformation across media channels and economic depend-
ence on international supply chains. Areas of internal security that require special atten-
tion in the context of comprehensive defence include the following.

The report highlights how 
international practice can offer 
Estonia, a small European country, 
important lessons for developing 
internal security capabilities in the 
context of comprehensive national 
defence tasks.
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•	 Border security: Estonia’s eastern border is also the external border of the Euro-
pean Union. Therefore, the security of that border must be a strategic priority.

•	 Domestic security: This requires the protection of Estonia’s constitutional order, 
including against domestic threats such as terrorism, extremism and societal 
polarisation.

•	 Public order and community engagement: This refers to ensuring everyday soci-
etal stability and safety, including the involvement of volunteers and communities 
and safeguarding all residents.

•	 Economic, technological and resource security: This encompasses cybersecurity, 
the protection of critical infrastructure, ensuring the continuity of essential ser-
vices, the availability of food and energy, access to health and social services, the 
stability of international supply chains and economic networks, and societal resil-
ience, including countering related threats such as the spread of disinformation in 
media channels.

•	 Cooperation between civilian and military organisations: This includes mutual 
cooperation in peacetime and crisis situations. Such cooperation includes both sit-
uations where civilian organisations work with the military in national defence con-
texts and situations where the Defence Forces support society during major crises 
with resources, equipment and specialists. This concept is broader than classical 
civil–military cooperation (CIMIC), which, from the perspective of military organ-
isations, focuses primarily on cooperation aimed at achieving military-strategic 
objectives in peacetime, during crises and during conflicts.

•	 Civil protection: This encompasses the state’s preparedness to ensure the pro-
tection and safety of the population during major extraordinary events, including 
natural disasters, large-scale accidents, armed conflicts, hybrid attacks and other 
similar incidents.

The report assesses comprehensive defence strategies and prac-
tices across a diverse range of states, including the Nordic and 
Baltic countries, North America and the Asia–Pacific region. 
The report highlights important lessons that Estonia can take 
from international practice with regard to the development of 
its internal security capabilities in the context of comprehensive 
national defence tasks. The exploratory study of different states’ 
security strategies and their implementation practices provides 
an evidence-based foundation for further comparative study and 
input relevant to the assessment of Estonia’s needs and the devel-
opment of its comprehensive defence framework. The report 
pays particular attention to international practices for increas-
ing population-wide crisis preparedness, strengthening cyber
security and promoting cooperation at the local level, all of which 
could be adapted to the Estonian context.

The guarantors of national security for small states are usually 
based on alliances with major powers and membership in international organisations 
(Thorhallsson & Wivel, 2006). One approach to analysing Estonia’s comprehensive 
defence needs would have been to base that analysis in “small state theory” and compare 
Estonia only with other small states – i.e. states in which security and defence processes 
are similarly constrained by limited administrative capacity and scarce resources, yet, 

The report highlights important 
lessons that Estonia can take from 
international practice with regard 
to the development of its internal 
security capabilities in the context 
of comprehensive national defence 
tasks. The exploratory study of 
different states’ security strategies 
and their implementation practices 
provides an evidence-based 
foundation for further comparative 
study and input relevant to the 
assessment of Estonia’s needs 
and the development of its 
comprehensive defence framework.
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where those processes can operate more quickly as lower levels of bureaucracy allow com-
paratively direct cross-sectoral communication (Randma-Liiv & Sarapuu, 2019). Indeed, 
Wrange et al. (2024) consider comprehensive defence to be a phenomenon typically 
employed by (but still not limited to) small states. However, since the aim was to identify 
best practices that might inform Estonia’s national defence strategy, and these may not be 
limited to those implemented in small states, this study took a diverse, global sample of 
states. This provided a broader basis for analysis grounded in the comparison of not only 
the defence approaches of states within the European security space but also those of other 
states whose sovereignty, security and internal stability are threatened by a major or neigh-
bouring power, a terrorist or criminal organisation, internal political tensions, or adverse 
environmental conditions and resource conflicts caused by climate change. 

The concept of national defence based on joint and mutually supporting contributions 
across different sectors has been described in various terms, both internationally and in 
the domestic context. In Estonian, lai riigikaitse käsitlus, lai riigikaitse and laiapindne 
riigikaitse are all used. English equivalents include comprehensive defence, comprehensive 
national defence and whole-of-society defence, all of which can be traced back to the con-
cept of total defence.

Total defence refers to an approach to national security aimed at increasing the resources 
to deter potential adversaries and successfully resist aggressive actions by involving soci-
ety as a whole. This approach requires both military and civil defence preparations as well 
as institutionalised/organised cooperation among government ministries, civil society 
organisations, the private sector and the general public. The direct participation of civil 
society distinguishes total defence from conventional military deterrence and defence 
practices.

The concepts of societal resilience and territorial defence are frequently used in conjunc-
tion with total defence in international strategy and policy documents (Wither, 2020, 
p. 62). Resilience refers to a society’s capacity to withstand and recover from shocks and 
stress quickly and effectively. This encompasses civilian, economic, commercial, security 
and law enforcement factors. Territorial defence refers to the military dimension of total 
defence. It is typically characterised as a defensive military posture aimed at respond-
ing to provocation through deterrence. The measures used for this purpose can include 
extensive mobilisation through conscription, preparations for both conventional and 
unconventional warfare, large-scale civil defence preparation, and readiness for active 
and passive resistance in the event of occupation (Wither, 2020, p. 62)

The concept of total defence is not new – during the Cold War, for example, the national 
defence policies of Switzerland, Finland, Sweden and Yugoslavia all mentioned the term 
(independently of each other). It is also not specific to Europe; for example, Israel and 
Singapore also follow total defence policies (Wither, 2020, p. 62). However, terminolog-
ical similarities do not imply that national defence strategies are identical, nor do termi-
nological differences necessarily indicate significant divergence. With that in mind, the 
following analysis considers both terminological and substantive differences between the 
various states’ defence strategies.

METHODOLOGY
The study described in this report employed the exploratory study method, whereby the 
aim of an exploratory study is to map, describe and provide a foundational analysis of a 
phenomenon that has not yet been examined in detail (Swedberg, 2020) and, relatedly, 
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could not be fully explained by an approach grounded purely in existing theory (Stebbins, 
2001).

To assess how different states have used the concept of comprehensive defence in their 
national defence strategies, a search for strategy documents and explanatory materials 
referring to or defining comprehensive defence was conducted on Google Search and 
Microsoft Bing. The search used the following English keywords and phrases: total 
defence, comprehensive defence, comprehensive national defence, whole-of-society defence, 
national defence strategy, national defence planning strategy, internal security strategy, 
internal security and national defence, strategy development process for national security 
and internal security, and state security process.

The main part of the study was an analysis of publicly available online sources. This sam-
ple consisted of texts that explain national security strategies and strategy development 
processes, including national strategic documents, legislation, reports, analyses and press 
releases, as well as relevant academic literature. Document collection took place between 
September and December 2024. Reflecting the use of solely English keywords, the anal-
ysis was primarily based on English-language materials. The total number of documents 
included in the study was around 120, most of them strategic security documents. This 
report, firstly, describes and explains how the concept of comprehensive defence is rep-
resented in each country’s defence strategies and the key themes that emerged from that. 
Secondly, it presents a comparative analysis of the results of the study.

Given that the study used only publicly available sources, it is also important to note that 
public discussion of national security strategies and the accessibility of strategic docu-
ments can both be viewed as elements of national defence strategy. For example, India’s 
national defence documents do not contain a unified statement of its strategies but do 
emphasise that several states – Pakistan, Russia and others – have made theirs public. In 
other words, the public disclosure of national defence strategies and strategic documents 
(often including English translations of framework documents) may form part of a state’s 
deterrence strategy. Both the existence and the absence of public documents can there-
fore be interpreted indirectly as components of a state’s national security strategy.

To meet the aims described above, the study addressed the following research questions:

1.	 How is the concept of comprehensive defence defined and used in the strategic 
documents of different countries?

2.	 What processes do these states follow when developing their comprehensive 
defence strategies, including those components that pertain to internal security?

3.	 What lessons or recommendations can Estonia take when developing the internal 
security component of its own comprehensive defence strategy?

The study involved the following research tasks:

1.	 Analysing the concepts, development processes and scope of the comprehensive 
defence strategies of the states included in the study.

2.	 Comparing those countries’ approaches to comprehensive defence from the per-
spective of internal security and strategy development.

3.	 Identifying recommendations for Estonia with regard to its strategy develop-
ment process and the internal security component of its comprehensive defence 
strategy.
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The study examined the following countries:

1.	 EU Member States and Nordic countries: Sweden, Finland, Denmark, Norway, 
Iceland, Latvia, Lithuania, Poland, Austria, Spain, Germany, Italy, Greece.

2.	 Other European countries: the United Kingdom, Switzerland.

3.	 Other countries: the United States, Canada, Japan, South Korea, Singapore, Indo-
nesia, Taiwan (Republic of China), Australia, New Zealand, India, Pakistan, Saudi 
Arabia, the United Arab Emirates, Israel, Türkiye, the Republic of South Africa, 
Brazil, Mexico, Argentina.

All the non-European countries selected for inclusion in the study employ a compre-
hensive defence strategy that builds on or resembles the original Nordic total defence 
approach (sometimes described as total or whole-of-society defence) – for example, 
Indonesia, Singapore and Taiwan. This selection of states was also intended to reflect 
the defining characteristics of the world regions they are situated in, taking into account, 
among other factors: strategic and geopolitical position (for example, the presence of a 
neighbouring state that threatens a state’s sovereignty), type of governance, and the role 
of the military. The aim of using such a broad sample of states was twofold: first, to pro-
vide as complete a picture as possible of the practices of states that apply comprehensive 
defence concepts. Second, to identify factors that a comparison of only small states, simi-
lar to Estonia, might miss, yet that would be important to recognise, analyse and consider 
in specific fields.

For each of the countries included, the study considered the following factors:

1.	 Does the state have a comprehensive defence strategy, and what are the main doc-
uments currently regulating national defence?

2.	 How is the concept of comprehensive defence interpreted by that state? (This also 
includes the interpretation of other terms. In some states, the English-language 
terms comprehensive or total defence are used in their comprehensive defence con-
cepts. In the latter case, the term may refer not only to comprehensiveness in the 
sense of including more than the military dimension but also to a situation where 
the military has “total” control or responsibility for national defence.)

3.	 What are the key areas of internal security in that state? Are they explicitly distin-
guished in strategic documents, and if so, how? 

4.	 What are the processes through which that state’s comprehensive defence strat-
egy is developed, implemented and improved? How are risks and threats trans-
lated into priorities? What are the principal areas of focus (pillars) in that strategy? 
Which authority is responsible for delivering these objectives, and how are they 
defined? At what intervals is the strategy updated? Does the electoral cycle affect 
the development and revision of the strategy? (For example, in some states, strate-
gies are developed independently of the electoral cycles, while in others, they have 
a significant impact on the process and timelines for developing key strategies and 
priorities.)

5.	 Does the state employ an evidence-based approach to developing its strategies, and 
how is this represented in strategy and strategy development processes?

6.	 Does the state have a system of alternative service? If so, what does this entail, and is 
that service (particularly in Europe) understood as part of comprehensive defence?
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7.	 What additional findings and possible recommendations can be identified for 
Estonia?

In addition to the qualitative study described above, a quantitative analysis including 
Estonia and all 34 countries from the sample was conducted to identify common indi-
cators among states that implement comprehensive defence strategies. The depth of this 
analysis varied between states, depending on the extent to which their national security 
strategy documents are publicly accessible.
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1. A MAPPING ANALYSIS 
OF NATIONAL DEFENCE 
STRATEGIES

NORDIC AND BALTIC STATES
Finland

Finland is often regarded as an exemplar of the modern total defence model. Finland was 
early to recognise that political independence would be durable only if underpinned by 
defence self-reliance. During the Cold War, Finland developed its national defence eco-
system in such a way that it became an integral part of societal functioning more broadly. 
This remained the case after the Cold War. The armed forces retained largely the same 

structure as before, and the concept of total defence continued 
to be of central importance to the state. This approach persists 
today, and Finland’s model of total defence based on coopera-
tion across different sectors and engaging society as a whole in 
national defence is both widely recognised and, in many respects, 
unique internationally (Wither, 2020, p. 64).

Today, Finland’s defence strategy (kokonaismaanpuolustus, “total 
national defence”) includes establishing detailed operational 
plans and policy measures for maintaining and improving internal 
security. These were outlined in the 2016 report Valtioneuvoston 
selonteko sisäisestä turvallisuudesta, which identifies citizens’ 

societal disengagement, integration, digitalisation, cybersecurity, infrastructure security, 
energy security, infectious diseases, food security, environmental security and natural 
disasters as the principal internal security factors (Sisäministeriö, 2016, p. 53). The need 
to counter hybrid threats is also acknowledged. In this regard, a key strategic objective is 
to strengthen the Finnish Border Guard, which is the only institution in Finland with both 
the capacity and the legal mandate to address both internal and external threats. Recom-
mendations include amending the legal framework to grant the border guard additional 
capabilities, reinforcing the eastern border, increasing staffing levels (the human factor is 
considered irreplaceable and there are plans to create a crisis reserve force consisting of 
retired border guards) and modernising surveillance, including AI-enabled systems (Sis-
äministeriö, 2016, pp. 40, 51–52). To strengthen the state’s disaster-prevention capabili-
ties, meanwhile, the document recommends improving coordination between emergency 

The main factors identified 
as affecting Finland’s internal 
security include citizens’ societal 
disengagement, integration, 
digitalisation, cybersecurity, 
infrastructure security, energy 
security, infectious diseases, food 
security, environmental security and 
natural disasters.
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medical services and fire and rescue services, which, among 
other things, would demand investment in upgrading com-
munication systems and organising relevant training exercises 
(Sisäministeriö, 2016, pp. 42–44).

A second report published by the Finnish Ministry of the 
Interior in 2016, Sisäisen ja ulkoisen turvallisuuden keskinäis-
riippuvuus, analysed the relationship between the coun-
try’s internal and external security needs. The recommenda-
tions included increasing the flow of information between 
the authorities responsible for internal and external security 
(Tiimonen & Nikander, 2016, pp. 71, 80); identifying shared 
interests and objectives between these authorities (Tiimonen 
& Nikander, 2016, pp. 19, 82); developing flexible models for 
cooperation between internal and external security agencies (Tiimonen & Nikander, 
2016, pp. 25, 76, 80); increasing the flexibility of decision-making processes (Tiimonen & 
Nikander, 2016, pp. 82–83); modernising training by including joint inter-agency exer-
cises; and updating the corresponding legal framework (Tiimonen & Nikander, 2016, 
pp. 77, 83). In 2017, the Finnish Ministry of the Interior published the security strategy 
document Hyvä elämä – turvallinen arki, which sets making Finland the safest country 
in the world as the strategic objective and identifies seven trends in Finland’s internal 
security relevant to achieving that goal (Sisäministeriö, 2017, pp. 30–33):

•	 Social polarisation;

•	 Fragmentation of “shared values”;

•	 Immigration;

•	 Extremism;

•	 Technological development;

•	 Shrinking public resources;

•	 Global crises.

The following strategies for responding to these trends are recommended (Sisäminis-
teriö, 2017, pp. 35–49):

•	 Improve Finland’s internal security analysis capabilities, including establishing a 
new unit that would collect, analyse and report information relevant to internal 
security as well as monitor internal security threats.

•	 Enhance the capabilities of agencies engaged in internal security. This would include 
relevant legislative measures; establishing police and border guard reserves; rais-
ing the minimum competency levels among internal security personnel; procur-
ing necessary systems and equipment; increasing border control and surveillance; 
developing new operational models and scenarios (including with the involvement 
of private companies); conducting an audit of the Ministry of the Interior’s civil 
defence capacity; developing strategic communications; and opening new commu-
nication channels that would engage civilians in internal security.

•	 Streamline cooperation between the justice system and public services. This would 
include developing operational models to prevent crime resulting from social 
exclusion, especially among young people; promoting data sharing between the pri-

Seven trends affecting Finland’s 
internal security (Ministry of the 
Interior, 2017, pp. 30–33):
•	 Social polarisation;
•	 Fragmentation of “shared values”;
•	 Immigration;
•	 Extremism;
•	 Technological development;
•	 Shrinking public resources;
•	 Global crises.
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vate and public sectors; involving older people in internal security; and maintaining 
good relations between communities.

•	 Improve crisis resilience. This would include creating an action plan for improving 
the crisis resilience of the population through cooperation with NGOs; develop-
ing operational models for individuals and institutions; improving the crisis resil-
ience of young people; and developing research capabilities in the field of terrorism. 
Modernise security systems through establishing an internal security innovation 
programme in cooperation with the private sector and innovations in the prepara-
tion of state-funded projects for the private sector.

•	 Improve management processes in internal security, including setting inter-agency 
goals and developing more efficient procedures for recruiting specialists.

•	 Develop internal security at the local level. This would include drafting recommen-
dations for incorporating internal security into local government strategy docu-
ments; identifying appropriate measures of internal security at the local govern-
ment level; and developing internal security cooperation bodies at the municipal 
level that would include local governments, private companies, educational institu-
tions and non-governmental organisations.

•	 Improve monitoring capabilities, including developing an internal security infor-
mation system led by the Finnish Ministry of the Interior that would function as 
a cooperation platform for security experts, state authorities, entrepreneurs and 
NGOs.

In 2019, the Finnish Ministry of the Interior published an implementation report sum-
marising the activities to that date undertaken to achieve the objectives laid out in the 
2017 strategy document (Sisäministeriö, 2019).

Based on the information available, it appears that Finland has no specific deadlines 
in place for updating public strategies related to internal security. Instead, documents 
are updated on an ad hoc basis, considering evaluations of the results of previous pro-
grammes or strategies.

While none of the strategies examined here discussed the Finnish alternative service, 
the Estonian Academy of Security Science’s 2023 report Application of Substitute Service 
to the Goals of Estonia’s Defense and Crisis Capability explains that in Finland, alterna-
tive service is mandatory for those who do not complete (military) conscription. Those 
who enter alternative service must undergo basic national defence training so that they 
become competent to contribute to the state’s total defence activities. Alternative ser-
vice can be carried out at almost all state bodies, including local governments, religious 
institutions, social services, and most NGOs, including professional associations. The 
most common service placements are at kindergartens, nurseries, libraries, universities, 
nursing homes, ministries, churches, cultural institutions, schools and hospitals (Koort 
et al., 2023, pp. 7–8).
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Recommendations for Estonia based on Finland’s example:

•	 Integrate impact assessments and analyses of the results of previous programmes 
and action plans into the preparation of new strategies to ensure continuity and the 
use of lessons learned in future policymaking.

•	 Establish or strengthen a dedicated unit that would collect and analyse internal 
security data and contribute to evidence-based decision-making and strategy 
development.

•	 Improve analysis and monitoring capabilities, establish formats for regular coop-
eration with universities and research institutions to support evidence-based deci-
sion-making and strategy development.

•	 Enhance the processes for regular information exchange between internal and 
external security agencies, for example, by establishing joint databases or cooper-
ation platforms to reduce information gaps and improve hybrid threat detection.

•	 Develop clear but flexible procedures for cooperation between internal and exter-
nal security agencies that can be dynamically updated in response to the evolving 
threat landscape.

•	 Grant Estonia’s border guard broader powers to respond to hybrid threats and 
strengthen surveillance and personnel capacity on the eastern border, including 
creating opportunities for reserve personnel – for instance, by engaging retired 
border guards.

•	 Improve hybrid threat detection and rapid-response capabilities, including by 
deploying artificial intelligence and developing innovative technological solutions.

•	 Establish or reinforce cooperation platforms for local authorities, NGOs, educa-
tional institutions and the private sector that would focus on risk and crisis preven-
tion at the local level.

•	 Prioritise the problem of social exclusion among young people and develop opera-
tional models to target it – for example, cooperation platforms for social workers, 
the police, educational institutions and NGOs that enable early identification of 
risk groups and intervention points.

•	 Provide regular crisis preparedness training for the general public to build compre-
hensive readiness to respond to crisis situations. This should involve state authori-
ties, civil society organisations and NGOs.

•	 Include crisis preparedness subjects in school curricula, require school leaders 
to have basic security-related knowledge, and teach crisis management and risk 
awareness skills from an early age.

•	 Establish an internal security innovation or development programme that pools the 
resources of public authorities, the private sector and potential funders to develop 
new solutions for strengthening internal security.

•	 Incentivise project-based cooperation between the public and private sectors in the 
field of internal security by allowing the private sector access to funding sources for 
the development of specific solutions.

•	 Create a cross-government platform that brings together internal security informa-
tion, projects, studies and news, thereby enabling rapid information sharing, feed-
back and faster cooperation processes.
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Denmark

Denmark’s comprehensive defence approach centres on Totalforsvaret, “total defence”, 
which remains an ongoing priority in Danish defence policy. Denmark’s total defence has 
four main pillars: the Danish Armed Forces, the Danish Home Guard, the police and the 
emergency services (Theussen, 2023).

The origins of Danish total defence can be traced to the Second World War, when it 
became evident that national defence could not be ensured by the military alone, but 
had to include other sections of society as well (Theussen, 2023). Danish total defence 
has evolved from relatively narrow civil–military cooperation in the early 2000s into a 
genuine comprehensive approach that was formally incorporated into Danish policy 
planning in 2010 with the establishment of the Peace and Stabilisation Fund, led by the 
Inter-Ministerial Steering Committee (IGSC). As a result, traditional territorial defence 
became less central, and attention shifted towards international operations to protect 
Denmark from unconventional threats. In 2016, the Taksøe Report identified three key 
objectives for Denmark’s comprehensive strategy: the coordination of foreign policy, 
foreign and security strategy; government decision-making through the creation of a 
national foreign and security policy forum or council; and the inclusion of parliament in 
related decision-making processes (Theussen, 2023).

Denmark’s defence policy is governed by two principal documents:

•	 Danish Defence Agreement 2024–2033 (adopted June 2023)

•	 Danish Security and Defence towards 2035 (adopted September 2022)

The Danish Defence Agreement 2024–2033 is a framework agreement that builds on the 
National Compromise on Danish Security Policy 2022 to set out political guidelines and 
the financial framework for the next ten years of defence policy. Under the agreement, the 
governing parties committed to developing a ten-year framework that enables a dynamic 
response to evolving demands placed on Danish defence and security. It was also agreed 
that no single party could veto decisions taken by the defence agreement group.  Fur-
thermore, the parties to the agreement committed to guaranteeing that, throughout its 
duration, the strategic direction of Denmark’s defence and security policy will be contin-
uously adapted to changes in the security environment and in accordance with a long-
term planning horizon (Danish Ministry of Defence, 2023).

The detailed implementation of the agreement is to be discussed on an ongoing basis 
throughout the term of the agreement, with specific measures to be adopted in separate 
partial agreements. These measures should be considered within the framework of the 
agreement’s ten-year horizon and should combine long-term defence planning with the 
flexibility needed to make political decisions in response to changes in the circumstances 
and requirements of Danish defence during that period. Such conditions may include 
shifts in the wider security environment or technological developments that alter the 
nature of the battlefield and thus the operational needs of the Danish Armed Forces. 
Implementation of the agreement demands continuous analysis of defence and secu-

rity policy and rapid decision-making. To this end, each partial 
agreement will specify where immediate investment decisions 
are required and which areas call for detailed analysis that would 
provide a substantive foundation for future investment decisions 
(Danish Ministry of Defence, 2023).

The defence agreement has been criticised for being limited in 
various ways compared to the approaches of other Nordic coun-

The origins of Danish total defence 
can be traced to the Second World 
War, when it became evident that 
national defence could not rely solely 
on the military and that broader 
societal involvement was needed.
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tries. In particular, criticism has focused on the approach’s basis in sectoral responsibility, 
whereby each sector and its respective agencies must guarantee their preparedness to 
maintain critical infrastructure and societal functions during cri-
ses or conflict. As a result, the governing structure depends on ad 
hoc relationships among ministers rather than a dedicated organ-
isational framework. A further point of criticism is that, while the 
Danish Security and Intelligence Service (PET) advises individual 
sectors based on its threat assessments, there is no overarching 
coordination structure. Only the Prime Minister’s Office and its 
emergency management group can redirect the planning and 
priority-setting of individual ministries (Theussen, 2023).

The current defence agreement also addresses how to strengthen 
national emergency management to make full use of available 
national resources and capabilities. Emergency services previously operated under sep-
arate political agreements; their inclusion in the current defence agreement therefore 
signals the growing importance of a comprehensive, society-wide approach to mod-
ern security challenges. The agreement also brings cyber threats in both the public and 
private sectors within the purview of total defence. Since Danish society is among the 
most digitalised in the world, it is also a prime target for cyberattacks on both public- 
and private-sector systems, as well as individuals. Such attacks can serve political and 
economic purposes and, in general, they represent a serious threat to the foundations 
of democracy. In this regard, the agreement acknowledges that effective cyber defence 
requires closer cooperation between the public and private sectors to protect critical 
national infrastructure, including telecommunications, energy, healthcare, finance and 
transport (Theussen, 2023).

SEVERAL DEFENCE STRATEGIES ALSO INCLUDE ENSURING THE CONTINUITY OF STRATEGIC 
RESOURCES, INCLUDING CRITICAL INFRASTRUCTURE, FUEL AND COMMUNICATION SYSTEMS. 
PHOTO: PEXELS.COM

The current approach is based on 
sectoral responsibility, where each 
sector and its respective agencies 
ensure preparedness to maintain 
critical infrastructure and societal 
functions during crises or conflict. 
The prevailing structure relies more 
on a set of ad hoc relationships 
among ministers than on a dedicated 
organisational framework.
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Since 2015, Denmark has also had a separate national information and cybersecurity 
strategy. The current aim of that strategy (as revised in December 2021) is to strengthen 

Denmark’s cyber capability (in line with the defence agreement) 
through four strategic objectives: protecting essential soci-
etal functions, enhancing and prioritising skills and leadership, 
strengthening public–private cooperation, and participating 
in international operations to counter cyber threats (Theussen, 
2023).

The development of the second document governing Denmark’s 
defence policy, Danish Security and Defence towards 2035, included an analysis of Den-
mark’s foreign and security policy across ten different domains (The security policy anal-
ysis group, 2022):

1.	 The international community

2.	 Global climate change

3.	 Technological development

4.	 The nature of conflict today and in the future

5.	 Societal resilience

6.	 European and transatlantic security

7.	 The Baltic Sea

8.	 The North Atlantic and the Arctic

9.	 Vulnerable and less developed states

10.	 Asia and the Pacific

The principal goal of the analysis was to develop a framework for understanding present 
and future threats and challenges and, on that basis, to set priorities for Danish security 
and defence policy. To ensure accuracy and depth, the analysis was based on background 
documents and expert group discussions, with a focus on respected economic, demo-
graphic and climate forecasts concerning factors that can be predicted within a certain 
degree of confidence over the coming decades. The analysis distinguished between mili-
tary threats, non-military security challenges (such as irregular migration) and risks that 
may develop into threats over time. To help determine their potential impact, different 
scenarios were each given a probability grade, from unlikely to very likely. This catego-
risation scheme could then be used as a comparative measure to help define strategic 
priorities in defence and security.

Although its principal focus is on the development of military capabilities, Danish Secu-
rity and Defence towards 2035 is explicit that societal security and effective threat miti-
gation fundamentally depend on the organisation, responsibility and mutual cooperation 
of different authorities.

Based on the information available on Denmark’s comprehen-
sive defence, it can be concluded that Danish strategic planning 
is informed by evidence-based research incorporating a range 
of scientific methods.

No information is available on alternative services in Denmark.

Only the Prime Minister’s Office 
and its emergency management 
group can redirect the planning 
and priority-setting of individual 
ministries.

Effective societal security and 
threat mitigation depend on the 
organisation, responsibilities and 
mutual cooperation of different 
authorities.
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Recommendations for Estonia based on Denmark’s example:

•	 When implementing long-term national security objectives, dynamically adjust 
defence and security strategic directions on an ongoing basis to reflect changes in 
the security environment and in accordance with a long-term planning horizon.

•	 Employ evidence-based analyses from different sectors as a framework for under-
standing present and future threats and challenges when determining long-term 
security and defence policy priorities.

•	 Strengthen critical national infrastructure protection (for example, in telecommu-
nications, energy, healthcare, finance and transport) through closer public–private 
cooperation and additional investment in cyber capabilities.

Norway

Norway’s defence policy is based on the long-term defence plan outlined in The Nor-
wegian Defence Pledge: Long-term Defence Plan 2025–2036 (Norwegian Ministry of 
Defence, 2023b). The document proposes adopting a comprehensive approach to defence 
built around four major goals: enhancing situational awareness capabilities, creating a 
new naval fleet, strengthening air defence and increasing the size and capabilities of both 
land forces and the Norwegian Home Guard (Heimvernet). Norway follows the princi-
ple that strengthening societal resilience to military and non-military threats requires a 
whole-of-government framework – a total defence approach that involves international 
cooperation and coordinated efforts between government authorities, businesses and the 
population. Civil–military cooperation is therefore an integral part of Norway’s defence 
posture (Norwegian Ministry of Defence, 2023b).

The Norwegian Home Guard is one of the six territorial branches of the Norwegian 
Armed Forces and has a central role in managing Norway’s comprehensive defence. Its 
principal task is to support operational forces in defending the national territory, and its 
core responsibilities are:

•	 Protecting territorial integrity;

•	 Safeguarding critical infrastructure;

•	 Supporting institutions responsible for national crisis management;

•	 Strengthening military presence in Norway’s sphere of interest in the Arctic (Marek, 
2020).

The Home Guard also serves as a key link between the armed forces and civil society. 
Civil–military cooperation operates through municipal-level defence advisory com-
mittees, which have additional responsibilities related to civil and military planning, 
preparedness and implementation processes in the regions (Marek, 2020).

Another component of Norway’s defence infrastructure is the Norwegian Defence 
Research Establishment (FFI), which works specifically on total defence. Its purpose is 
to develop security and preparedness solutions for society and provide research-based 
support for defence and security measures. Thanks to its research, the FFI plays a crucial 
role in developing integrated defence and national societal security. It also advises pub-
lic authorities and stakeholders across the full crisis spectrum, within and beyond the 
defence sector (Norwegian Defence Research Establishment, [s.a.]).
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Norway’s long-term perspective on comprehensive defence is reflected in the document 
Future Acquisitions for the Norwegian Defence Sector 2023–2030 (adopted in May 2023), 
which outlines the key focus areas for Norway’s defence industry over the corresponding 
time horizon (Norwegian Ministry of Defence, 2023a).

During the Cold War, Norway followed a total defence model designed to mobilise 
civilian resources for military and civil protection in the event of war with the Soviet 

Union. To that end, by the 1980s, around one million citizens 
had been assigned to relevant roles, divided evenly between 
military and civil functions. Plans also existed for large-scale 
military requisition of private vehicles, buildings, vessels and 
aircraft. After the Cold War ended, the military was reduced 
in size and restructured, and the focus of total defence shifted 
towards societal vulnerability and peacetime civil protec-
tion. Since 2014, the Norwegian total defence concept has 
once again expanded and now encompasses both territorial 
defence and civil protection, with an emphasis upon mutual 
support between the military and society (Wither, 2020, p. 66). 
Although this model involves fewer people and resources than 
before, civilian support for the Norwegian Armed Forces in 

both crises and wartime remains at its core (Wither, 2020, p. 67). The principal goal is to 
establish the capabilities to address a changing security environment where the bound-
aries between peace, crisis and war have become blurred. This includes having the capa-
bilities to respond to the diverse range of threats and challenges in the contemporary 
security environment, including increased migration flows, major terrorist attacks, more 

frequent extreme weather events and cyberattacks. A key mode 
of cooperation involves partnerships and contracts with logis-
tics companies, industry and other business sectors, designed to 
function across a broad range of crisis scenarios, from natural 
disasters and pandemics to security crises and war.

The updated concept focuses on strengthening crisis prepared-
ness and building greater societal resilience, particularly in criti-
cal areas of societal functioning. One example of this is a cyber-
security centre based on cooperation between the public and 
private sectors, which was established in 2019 under the Norwe-
gian National Security Authority. The centre’s task is to increase 
Norway’s digital resilience and respond to serious cyberattacks 

targeting critical digital infrastructure (Saxi, 2023). 

Norway does not have a formal alternative service scheme. However, individuals who 
cannot complete military service for ideological, ethical or political reasons are assigned 
to roles in the civil defence sector, where they undergo a three-week training programme. 
Subsequently, they participate in additional annual exercises that last a few days each 
(Koort et al., 2023, pp. 9–10).

Recommendations for Estonia based on Norway’s example:

•	 Strengthen integrated defence and national societal security by incorporating 
evidence-based research. Research organisations should provide expert advice 
across the full crisis spectrum, both within and beyond the defence sector, to sup-
port the development of more effective defence and security measures for the 

The principal goal is to establish the 
capabilities to address a dynamic 
security environment where the 
boundaries between peace, crisis and 
war have become blurred. This includes 
having the capabilities to respond to the 
diverse range of threats and challenges 
in the contemporary security 
environment, including increased 
migration flows, major terrorist attacks, 
more frequent extreme weather events 
and cyberattacks. 

Norway holds that strengthening 
societal resilience to military and 
non-military threats requires a 
whole-of-government approach 
– the total defence concept – 
involving international cooperation 
and coordinated efforts between 
government authorities, businesses 
and the population. Civil–military 
cooperation is therefore an integral 
part of Norway’s defence posture.
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armed forces and civil society, including measures related to civil–military and 
cross-sectoral cooperation.

•	 Establish capabilities suitable for a dynamic security environment in which the 
boundaries between peacetime, crisis and war have become blurred. This includes 
addressing a diversifying range of threats and challenges, such as increased migra-
tion flows, major terrorist attacks, more frequent extreme weather events and 
cyberattacks. A key form of cooperation should be partnerships and contracts with 
logistics companies, industry and other business sectors to ensure the functioning 
of state systems across crisis situations, from natural disasters and pandemics to 
security crises and war.

•	 Modernise crisis preparedness concepts in critical societal functions. For example, 
in the field of cybersecurity, establish a centre based on public–private cooperation 
to strengthen digital resilience and address serious cyberattacks targeting critical 
digital infrastructure.

Sweden

Sweden was one of the earliest adopters of the comprehensive defence concept, alongside 
Finland and Norway. In Sweden, it is conceptualised as “total defence.” Under Swedish 
law, “total defence” is defined as “all activities that prepare society for a state of war” and 
encompasses both military and civil defence (Wither, 2020, p. 65). In Sweden, as in Nor-
way, the end of the Cold War led to the restructuring of the armed forces and a significant 
reduction in resources allocated to national defence. However, in 2015, Sweden’s defence 
policy shifted, as the Ministry of Defence began modernising the nation’s total defence 
concept.

Today, Sweden’s total defence continues to comprise two components: military defence 
and civil defence. Civil defence covers the whole of society and aims to build collective 
resilience in situations of war or the threat of war. Sweden’s resilience is strengthened 
through preparedness among individuals, government agencies, municipalities, regions, 
private enterprises and non-profit organisations (Government Offices of Sweden, [s.a.]b).

By 2017, several major challenges to modernising Sweden’s total defence concept had 
been identified. Central among those: how to mitigate the impact of the growing depend-
ence on electricity supply, information and communications technology (ICT), com-
munication systems, transport, fuel and financial services to maintain essential societal 
functions in the event of war – including ensuring the availability of food, drinking water, 
energy and medicines (Wither, 2020, pp. 65–66).

A 2018 government report confirmed that efforts to restore total defence had been 
underway since 2015 but stressed that work had to begin “from scratch”. Restoring total 
defence will, therefore, be a long-term project faced with many challenges. Reactive, 
incident-driven crisis management must be replaced with strategic civil defence plan-
ning that covers multiple scenarios and contributes to improving the effectiveness of 
total defence. Total defence relies on the population’s willingness to defend the country, 
their commitment in peacetime, and their resilience and ability to resist under wartime 
conditions.

At the end of 2024, the Swedish government presented the updated Total Defence Bill for 
the period of 2025–2030 and the Defence Resolution for 2025–2030. The latter identifies 
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significantly strengthening Sweden’s comprehensive defence capabilities, which would 
bolster both Sweden’s and NATO’s security, as a key objective.

The decision adopting the resolution noted that the Russian Federation’s war of aggres-
sion against Ukraine, in which deliberate attacks on civilian infrastructure and popula-
tions have been a consistent feature, is a clear indicator of the kinds of threats facing Swe-
den and its allies. As a result, Sweden’s current national defence goals include improving 
its capabilities to address and respond to a wide range of threats, including cyberattacks 
and hybrid attacks.

The explanatory memorandum to the Defence Resolution for 2025–2030 states that the 
2015 and 2020 Defence Resolutions provided an overarching framework. In contrast, the 
2024 resolution itself sets out to define concrete capabilities across the entire defence sys-
tem, with special focus on increases in the defence budget to strengthen deterrence and 
defence capacity. This includes rapid growth in personnel, higher training volumes, an 
increased number of conscripts completing service, and the procurement of equipment 
such as air defence systems and ammunition stocks (Ministry of Defence, 2024).

The resolution for 2025–2030 also calls for reinforcing the operational capacity of the mil-
itary throughout the implementation period. The strategic objectives include completing 
and building upon the measures adopted in the previous resolution, while new measures 
for the forthcoming period include strengthening air and naval forces, and enhancing 
intelligence and military security service capabilities, as well as a plan to increase digital-
isation, innovation and research.

Sweden’s national defence plan places strong emphasis on contributing to NATO deter-
rence and collective defence, which will, in turn, contribute to the development of Swe-
den’s own capabilities. This could include, for example, establishing interoperability with 
NATO’s command structure or enhancing Sweden’s capabilities to detect, counteract and 
actively prevent hostile actions.

The role of Sweden’s Home Guard in supporting mobilisation and protecting military 
sites, base areas and public services makes it an essential part of the country’s com-
prehensive defence strategy. Other vital responsibilities include maintaining local ties 
and sustaining high levels of public support for national defence. The goal for 2030 is 
to increase the number of Home Guard members and to diversify and modernise unit 
equipment (Government Offices of Sweden, [s.a.]a; Swedish Ministry of Defence, 2024).

Drawing on lessons from the war in Ukraine, Sweden is also taking steps to reinstate civil 
conscription. Initially, it will be possible to fulfil alternative service obligations in munici-
pal rescue services, with expansion into additional sectors planned to follow later (Koort 
et al., 2023, pp. 7, 9).

Alongside national capability development, Sweden has a longstanding tradition 
of research and development in national security, centred on the Swedish Defence 
Research Agency (FOI), and its national defence strategy is, in general, developed using 
evidence-based research and future-oriented forecasts.

The following features of the Swedish model stand out:

1.	 Systematic and integrated approach: The Swedish model relies on a multidisci-
plinary methodology that combines academic research with analysis by experts in 
the field.

2.	 Society-wide preparedness: Sweden’s comprehensive defence framework gives 
equal weight to public-sector roles and wider societal preparedness.
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3.	 Critical progress analysis: Continuous, systematic monitoring of the state of 
comprehensive defence and a readiness to present results publicly and explain areas 
for development are central components of the Swedish model.

Recommendations for Estonia based on Sweden’s example:

•	 Create a long-term strategic planning system. Estonia should institute methods 
similar to Sweden’s to analyse global and regional trends and their impact on Esto-
nia’s security.

•	 Based on Sweden’s practice of analysing the progress of developing critical compre-
hensive national defence capabilities, Estonia should develop a systematic approach 
to identifying capability gaps and explaining them to the broader public.

•	 Raise public awareness as a means of increasing transparency.

•	 Integrate academic and international cooperation into the development of national 
security decisions and policies.

•	 Develop cross-sectoral planning processes that provide an integrated approach to 
addressing human development, resources, the economy, governance and conflicts.

Iceland

Iceland has a distinctive defence strategy, characterised by the absence of a standing 
army and a strong reliance on international cooperation (NATO Parliamentary Assem-
bly, 2023). National security policy is coordinated by the relevant national bodies, and 
Iceland’s practical defence capabilities are limited to the Icelandic Coast Guard, an armed 
police unit, and contributions to peacekeeping operations.

The main pillars of Iceland’s security and defence are its alliance with NATO and the 
1951 bilateral defence agreement between Iceland and the United States (Government 
of Iceland, [s.a.]a). The country places particular emphasis on a comprehensive, multi-
lateral approach to security, premised on the idea that security extends beyond territo-
rial defence. Central to this approach is the view that no state can, acting alone, prevent 
or manage challenges such as the proliferation of weapons of mass destruction, terror-
ism, international crime, environmental degradation, threats to financial stability, cyber 
threats, human trafficking, the negative effects of climate change, or poverty. These trans-
national risks can only be addressed through active international cooperation (Govern-
ment of Iceland [s.a.]a).

In 2016, the Icelandic parliament, Althingi, approved Iceland’s national security policy. 
It spans foreign policy, defence policy and public security policy, and provides for the 
creation of a National Security Council (Government of Iceland, [s.a.]b). The council 
must regularly assess Iceland’s security situation and outlook, monitor implementation –  
including with regard to the comprehensive approach set out in defence policy – and 
review the policy at least every five years (Government of Iceland, 2023).

Responsibility for functions related to national security rests with government minis-
tries. Ministries, agencies, and public bodies are required to submit reports or data on 
security-related matters to the National Security Council, as well as information on new 
developments or other factors affecting Iceland’s national security policy or overall secu-
rity. Government officials and employees of ministries, public institutions and compa-
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nies, as well as individuals and representatives of legal entities, are required to attend 
meetings of the National Security Council if requested (Government of Iceland, [s.a.]b).

The Parliamentary Resolution on a National Security Policy for Iceland No. 26/145 sets 
out twelve national security objectives. Most concern the development and maintenance 
of international cooperation (for example, ensuring that Icelandic authorities participate 

actively in Nordic, European, and international cooperation 
activities to deepen and further develop Nordic collaboration 
in security and defence) (Government of Iceland, 2023). The 
resolution also emphasises that Iceland should maintain the 
structures, equipment, capabilities and expertise required to 
address security and defence issues and to meet its interna-
tional obligations. It sets aims of promoting the protection 
and uninterrupted functioning of critical infrastructure and 
strengthening societal resilience to a wide range of threats. It 
highlights the need to consider risks associated with climate 
change, natural disasters, food security, health security and 
epidemics; to mitigate climate-related disruptions to living 
conditions and habitats; to participate actively in international 

cooperation to combat climate change; to promote digital sovereignty; and to enhance 
cybersecurity and information security across all sectors through coordinated measures 
and cooperation with other states. In addition, the objectives include ensuring that gov-
ernment policy accounts for threats such as terrorism, organised crime, and threats to the 
constitution, government administration, and telecommunications – including connec-
tions with other states – as well as energy security, financial stability and economic secu-
rity. The resolution also declares Iceland and its territorial waters a nuclear-weapon-free 
zone, intended to support disarmament and peace (Government of Iceland, 2023).

The National Security Council reports annually to the parliament on the implementation 
of national security policy. If it finds that amendments are necessary, it submits cor-
responding proposals to parliament. It also informs the parliamentary Foreign Affairs 

Committee of matters likely to affect national security policy 
and its implementation (Government of Iceland, 2016).

Iceland’s national security policy covers foreign policy, 
defence policy and public security policy, and provides for 
the creation of a National Security Council. The council must 
regularly assess Iceland’s security situation and outlook, mon-
itor implementation – including with regard to the compre-
hensive approach set out in defence policy – and review the 
policy at least every five years.

The Parliamentary Resolution on a National Security Policy for 
Iceland No. 26/145 emphasises that Iceland should have the 
structures, equipment, capabilities and expertise necessary 
for addressing security and defence issues and for meeting 

its international obligations. It also sets the aims of promoting the protection and 
uninterrupted functioning of critical infrastructure and strengthening societal resil-
ience to all types of threats.

Iceland’s national security policy 
covers foreign policy, defence 
policy and public security policy, 
and provides for the creation of a 
National Security Council. The council 
must regularly assess Iceland’s 
security situation and outlook, 
monitor implementation – including 
with regard to the comprehensive 
approach set out in defence policy – 
and review the policy at least every 
five years.

The Parliamentary Resolution 
on a National Security Policy for 
Iceland No. 26/145 emphasises that 
Iceland should have the structures, 
equipment, capabilities and 
expertise necessary for addressing 
security and defence issues and for 
meeting its international obligations. 
It also sets the aims of promoting 
the protection and uninterrupted 
functioning of critical infrastructure 
and strengthening societal resilience 
to all types of threats.
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Latvia

Latvia frames its national security approach around comprehensive defence. The key doc-
ument is the National Defence Concept (NDC). Parliament approved the current NDC 
in 2020; it outlines the strategic direction for the country’s national security institutions. 
Under the NDC, Latvia’s comprehensive defence rests on eight pillars (Latvijas Repub-
likas Aizsardzības ministrija, [s.a.]a):

•	 Maintaining essential state functions;

•	 Societal resilience;

•	 Protection of the information space;

•	 Sustainability of the national economy;

•	 Engagement of non-governmental organisations and religious institutions;

•	 Civil resistance;

•	 Cybersecurity;

•	 Youth education.

Latvia continues to develop and refine its comprehensive defence approach. Under the 
Law on National Security, the Cabinet of Ministers must submit a proposal for the NDC 
to parliament no later than 1 October of the second year of each parliamentary term. 
Article 29 of the same law obliges the Ministry of Defence to draft the new NDC based 
on the assessment of current military threats. This planning and policy document defines 
the strategic goals, principles, priorities and measures for three phases: peacetime, esca-
lation and war. It also specifies necessary operational measures and sets resourcing pri-
orities for the development of national armed forces, alongside preparedness measures 
for other government authorities, agencies and private individuals across these phases. 
Implementation of the NDC is highly decentralised: the national armed forces imple-
ment the plan based on the resources and capabilities available to them as defined by 
law, while other authorities are responsible for effecting the aspects of the NDC that fall 
within their respective mandates (Bērziņš, 2023).

The first NDC was approved in 1995, one year after the negotiated withdrawal of Russian 
armed forces from Latvia. The second version was adopted in 2001 and identified Latvia’s 
principal security challenges as geopolitical factors, economic 
development, historical foreign relations, education and culture, 
military and civil defence capabilities, and the environment. The 
2020 NDC identified the four core components of Latvia’s defence 
as its national armed forces, the comprehensive defence system, 
NATO collective defence and international cooperation (Bērziņš, 
2023).

Latvia’s comprehensive defence strategy has two goals: societal 
resilience in peacetime and national defence during conflict. It 
is based on the premise that society, together with national eco-
nomic structures, must help the armed forces to ensure the conti-
nuity of essential state functions, including by providing material 
support for the armed forces (Latvijas Republikas Aizsardzības 
ministrija, [s.a.]b).

In 2016, Latvia began preparing and implementing the compre-
hensive defence system strategy set out in the document About the 

Latvia’s comprehensive defence is 
based on eight pillars:
•	 Maintaining essential state 

functions;
•	 Societal resilience;
•	 Protection of the information 

space;
•	 Sustainability of the national 

economy;
•	 Engagement of non-governmental 

organisations and religious 
institutions;

•	 Civil resistance;
•	 Cybersecurity;
•	 Youth education.
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Implementation of the Comprehensive Defense System in Latvia. This document defines 
seven main strategic objectives and the core responsibilities of the sectors and stakehold-
ers deemed relevant to achieving those objectives (Bērziņš, 2023).

Under the NDC, the Ministry of Defence is responsible for identifying sector-specific 
threats and for assessing and managing the corresponding processes at the level of sectoral 
ministries. Sectoral representatives must cooperate with the ministry in developing and 
approving threat-assessment methodologies and planned policy initiatives. All ministries, 

the government office and the Cross-Sectoral Coordination Cen-
tre must assess and specify the actions and bottlenecks involved 
in implementing the comprehensive defence model within their 
respective sectors. Public participation must be as broad as pos-
sible when shaping these assessments, including sector-specific 
public discussions and other forms of consultation, for example, 
with the Association of Local and Regional Governments, the 
Employers’ Confederation of Latvia and other non-governmental 
organisations (Latvijas Republikas Aizsardzības ministrija, 2023).

On 19 April 2023, the State Defence Service Law No. 75 entered 
into force. The law reinstated compulsory national service, which 
had been abolished in 2006, and introduced regulations concern-
ing alternative service and voluntary service. The motivation for 
taking this step was the war in Ukraine and the corresponding 
need to strengthen national defence capabilities. The law estab-
lishes two forms of conscription: military service and alternative 

LOCAL DEFENCE INDUSTRY DEVELOPMENT IS HIGHLIGHTED IN SEVERAL DEFENCE STRATEGIES, 
BOTH TO ENSURE MILITARY SECURITY AND TO STIMULATE INDUSTRIAL AND ECONOMIC GROWTH. 
PHOTO: PEXELS.COM

All ministries, the Government 
Office and the cross-sectoral 
Coordination Centre must assess and 
specify the actions and bottlenecks 
involved in implementing the 
comprehensive defence model 
within their respective sectors. 
Public participation must be as broad 
as possible when shaping these 
assessments, including sector-
specific public discussions and other 
forms of consultation, for example, 
with the Association of Local and 
Regional Governments, the Latvian 
Employers’ Confederation and other 
non-governmental organisations
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(state) service. The latter consists of an eleven-month service within certain institutions 
under the Ministry of Defence for conscripts who, for religious, ideological or other rea-
sons, cannot perform regular military duties (Article 3(2); Article 20) (Fremer, 2023).

TABLE 1. COMPREHENSIVE NATIONAL DEFENSE GOALS IN LATVIA (COMPILED BY THE AUTHORS 
BASED ON THE LITERATURE)

Strategic objective Related sectors/
stakeholders

Task

Develop military capabi-
lities and define the 
defence strategy

Defence sector; National 
Armed Forces

Develop military capabilities and defence 
strategies; increase individual preparedness 
to contribute to national defence and resist 
occupation

Establish closer co- 
operation between 
the public and private 
sectors

Whole of government Identify and mitigate threats through 
whole-of-government measures; cooperate with 
non-governmental organisations and ensure their 
participation in national defence; develop national 
and local volunteer networks; organise annual 
defence training for professionals and experts 
across sectors; develop the national defence 
industry and increase its role in national defence

Defence education in 
schools and raising 
public awareness of 
defence issues

Education and research; 
defence sector; other 
government bodies

Implement the national defence curriculum; intro-
duce defence-related subjects in higher education 
and applied sciences; strengthen the relationship 
between the state and society

Civil protection and 
disaster management

Internal security; national 
and local government 
bodies; legal persons and 
private individuals

Implement the seven NATO baseline requirements 
for civil resilience; strengthen civil–military rela-
tions; increase public preparedness to cope with 
disasters or the initial stages of war

Psychological defence Government office; 
defence sector; educa-
tion and research; culture; 
other government bodies

Increase societal resilience to influence oper-
ations, information operations and psycho-
logical operations; strengthen social cohesion; 
enhance social participation in domestic and social 
processes; establish direct channels of communi-
cation with religious organisations

Strategic communication Government Office; other 
government bodies

Encourage the population to act in accordance 
with the comprehensive defence model; manage 
government crisis communication; increase resil-
ience to information activities targeting Latvia

Economic sustainability Finance; economy Guarantee the provision of essential government 
services in crises and war; establish national-level 
stockpiles of essential goods; ensure continuity 
of operations during crises and war; safeguard 
economic security

Recommendations for Estonia based on Latvia’s example: 

•	 Establish rules to ensure that there is a continuous process of developing and 
improving Estonia’s comprehensive defence.

•	 Require all ministries, the Government Office and cross-sectoral coordination cen-
tres to assess and identify the actions and bottlenecks involved in implementing the 
comprehensive defence model within their respective sectors.
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•	 Strengthen preparedness among stakeholders involved in national defence by 
organising annual defence training for professionals and experts across different 
fields.

•	 Develop the national defence industry and increase its role in national defence.

Lithuania

The core principle of Lithuania’s defence policy is total defence. This includes the devel-
opment of military capabilities and the preparation of state institutions and citizens for 
potential crises through mobilisation planning, cybersecurity measures, and efforts to 
strengthen the societal will to defend. Under Lithuania’s concept of total defence, all 
resources and instruments – military and non-military – are mobilised to defend the 
state (Ministry of National Defence of the Republic of Lithuania, 2023):

•	 Lithuania is defended by the military and other institutions forming part of the 
defence system.

•	 National defence efforts are reinforced by collective defence – the military defends 
Lithuania alongside NATO allies.

•	 All civil authorities contribute to defence by supporting the armed forces and 
ensuring the continuity of essential state functions.

•	 Citizens defend the country with arms and participate in unarmed civil resistance.

Lithuania’s two main current defence documents are the National Defence Enhance-
ment and Development Programme (2024) and the National Defence Plan, adopted on 
6 November 2023. The National Defence Plan covers armed defence, mobilisation and 

civil resistance. In addition to military issues, it also defines the 
involvement of public servants, non-governmental organisa-
tions, businesses and all citizens in Latvia’s defence (Morwinsky 
et al., 2024)

Since 2014, Lithuania’s approach to defence readiness has 
undergone three conceptual phases. From 2014 to the end of 
2015, the dominant narrative was that of hybrid warfare. This 
was followed by debates on the Suwałki Corridor. From 2018 
onwards, the concept of total defence has gained momen-
tum and become increasingly central in both debate and pol-

icy (Bankauskaitė and Šlekys, 2023). The shifts since 2014 can be broadly grouped into 
political-legal, political-military, international lobbying (including countering informa-
tional threats) and political-administrative areas (including cyber and energy). The cur-
rent consensus is that total defence encompasses more than preparing for conventional 
warfare – the best defence is achieved by striking a smart balance between military capa-
bility, strong alliances and a society that stands firmly behind its armed forces (Bankau-
skaitė & Šlekys, 2023).

In Lithuania, those who do not complete compulsory military service must perform 
alternative service (Koort et al., 2023, p. 7).

Recommendations for Estonia based on Lithuania’s example:

•	 Increase the involvement of civilian authorities in defence activities, supporting the 
armed forces and ensuring the performance of the state’s vital functions.

The current consensus is that total 
defence encompasses more than 
preparing for conventional warfare. 
The best defence is achieved by 
striking a smart balance between 
military capability, strong alliances 
and a society that stands firmly 
behind its armed forces.
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•	 Create a balance between the state’s military capabilities, strong alliances, a 
defence-supportive military and society.

•	 The current consensus is that total defence encompasses more than preparing for 
conventional warfare. The best defence is achieved by striking a smart balance 
between military capability, strong alliances and a society that stands firmly behind 
its armed forces.

THE REST OF EUROPE
Poland

Poland’s most recent comprehensive defence strategy document, 
the National Security Strategy of the Republic of Poland 2020 
(Strategia Bezpieczeństwa Narodowego), was adopted in 2020. Its 
central aim is to build a comprehensive defence system that links 
the national government and local authorities with educational 
institutions, businesses, NGOs and citizens, thereby ensur-
ing Poland’s protection against both military and non-military 
threats. Supply-chain security is identified as a tactical priority. 
To prepare for future epidemics, developing diagnostic capabil-
ities and cooperating with the private sector to ensure access to medical supplies are 
key goals. Poland also plans to develop a comprehensive civil protection law. Goals also 
include increasing resilience in the areas of energy supply, food supply, communication 
networks, warning systems and transport infrastructure (National Security Bureau, 2020, 
pp. 15–17).

Recommendations for Estonia based on Poland’s example:

•	 Increase the resilience of supply chains and critical infrastructure, and treat 
supply-chain security as a strategic priority. Enhance cooperation at both domestic 
and international levels to secure logistics, food, energy, medical and other essential 
supply chains. Establish flexible systems for managing emergency reserves, ensure 
local production capacity (including medical and protective equipment), and intro-
duce digital solutions for supply-chain monitoring and management.

•	 Engage the private sector and research institutions in improving crisis preparedness 
by strengthening medical and diagnostic capacity through public–private coopera-
tion. Deepen collaboration with biotechnology, pharmaceutical and medical-sector 
companies and with research and development institutions to build long-term 
capabilities for rapid crisis response, domestic production of essential protective 
equipment and the deployment of innovative solutions such as rapid diagnostic 
systems.

•	 Develop a unified approach to total defence law (civil protection and national 
defence law) and have in place comprehensive civil protection legislation that forms 
a legal basis for addressing military and non-military threats. Consider updating 
or expanding the relevant legal framework to ensure clear roles, action plans, and 
rights and obligations in crisis situations. A coherent normative framework would 
support more efficient response management in the event of different threat-types 

Poland’s central aim is to build a 
whole-of-society defence system 
that links the national government 
and local authorities with 
educational institutions, businesses, 
NGOs and citizens, thereby ensuring 
Poland’s protection against both 
military and non-military threats.
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(e.g. military, health-related, cyber, natural disasters) manifesting simultaneously 
or consecutively.

•	 Increase resilience in the areas of energy, communications and transport infrastruc-
ture by prioritising these sectors and increasing investment in enhancing network 
systems (e.g. energy, communications and transport) and improving warning sys-
tems. Diversify energy sources, put in place backup generators, secure communi-
cation channels (including cybersecurity measures), and reliable warning and noti-
fication systems, and develop the capacity to transport essential goods and people 
even in emergencies. As a digital state, Estonia should pay particular attention to 
cyber resilience and ensure the continuity of business-critical services even during 
major incidents.

Switzerland

Switzerland’s most recent security policy document, La politica di sicurezza della 
Svizzera, was drafted in 2021 (preceded by the 2016 edition) and sets out nine strategic 
objectives, two of which are unique to Switzerland. The remaining seven are potentially 
relevant to other states as well (Consiglio federale svizzero, 2021, pp. 29–42):

•	 Increase measures to ensure quicker threat identification;

•	 Prioritise hybrid threats;

•	 Improve the accuracy of public information;

•	 Strengthen cyber defence systems and processes;

•	 Secure supply chains;

•	 Enhance disaster response capabilities;

•	 Increase cooperation between (local) governments and crisis-management bodies.

On the operational side, Switzerland aims to increase the speed of threat identification 
by developing satellite capabilities (in cooperation with major powers, especially France), 
optimising information analysis and assigning specialised personnel from Bern to embas-

sies. To detect hybrid threats, Switzerland is upgrading its airspace 
surveillance systems; revising the structure of infantry and upgrading 
equipment to reorient infantry units for urban-conflict readiness, as 
well as improving cooperation between infantry units and the local 
authorities that they may need to support in such a situation; increas-
ing military cyber capabilities; and accelerating the procurement pipe-
line for weaponry, particularly high-technology systems. To ensure the 
accuracy of public information, the federal government is expanding 
data collection related to potential influence activities (Consiglio fede

rale svizzero, 2021, pp. 5, 29–33)

To improve the effectiveness of its cyber defence, Switzerland requires all service pro-
viders to report cyber incidents and is increasing cooperation with operators of strategic 
infrastructure. To secure supply chains, Switzerland intends to analyse which products 
imported during the COVID-19 pandemic could be produced domestically, introduce 
export controls on strategic goods, and establish a legal framework for screening for-
eign investments. To enhance its disaster-response capabilities, Switzerland intends 
to map the needs for new civil protection facilities, update civil protection plans (e.g. 

To secure supply chains, 
Switzerland intends to 
analyse which products 
imported during the COVID-19 
pandemic could be produced 
domestically.
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for nuclear, chemical and biological incidents), and work with 
existing climate-change scenarios to identify emerging threats. 
To enhance cooperation between (local) governments and 
crisis-management bodies, Switzerland aims – drawing on les-
sons from the COVID-19 pandemic – to reassess institutional 
roles and responsibilities; improve the integration of private and 
academic sectors into national crisis management; and better 
integrate conscripts into crisis-management structures (Con-
siglio federale svizzero, 2021, pp. 5, 33–41).

Recommendations for Estonia based on Switzerland’s example:

•	 Consider cooperation with international (e.g. European Space Agency, NATO 
Allies) or regional partners to gain access to real-time satellite intelligence and 
improve air surveillance. Additionally, Estonia should increase its rapid-response 
capabilities in both airspace and maritime intelligence.

•	 Strengthen data exchange platforms used by national intelligence and analysis 
agencies and implement artificial intelligence and machine learning tools for rapid 
detection of threat indicators.

•	 Consider strategically deploying security, intelligence and analysis specialists to 
embassies to improve operational information exchange and early detection of 
threat indicators.

•	 Develop the capabilities of Defence Forces infantry units to operate in both urban 
environments and dispersed hybrid operations. Modernise weapons, equipment, 
training programmes and unit structures to meet contemporary hybrid threats.

•	 Expand cooperation with local governments to ensure the integration of civil and 
military forces in crisis situations, which would strengthen the protection of the 
population and their readiness to respond quickly.

•	 Increase the capacity of state institutions to monitor disinformation, hostile propa-
ganda and influence activities by cooperating with civil society and the media.

•	 Develop a clear, unified strategy for rapidly debunking disinformation, strengthen-
ing official communication channels, and providing training for media professionals.

•	 Deepen partnerships with the energy, communications, transport, water and food 
supply sectors to establish a common cybersecurity standard and regular exercise 
programmes simulating crises.

•	 Map strategic goods and materials that are difficult to procure from abroad dur-
ing pandemics or crises and assess whether they could be produced in Estonia or 
through intra-EU cooperation.

•	 Develop mechanisms enabling the state to control exports of strategic goods and 
to screen foreign investment, to prevent critical infrastructure or technology from 
falling into hostile hands.

•	 Update civil protection plans, including in the fields of nuclear, chemical and bio-
logical protection, and consider creating new facilities or repurposing existing ones.

•	 Include climate-related risks (such as flooding) in national security policy and 
ensure preparedness to manage their impacts.

To enhance its disaster-response 
capabilities, Switzerland plans to 
map the need for new civil protection 
facilities, update civil protection 
plans (e.g. for nuclear, chemical and 
biological incidents), and work with 
existing climate-change scenarios to 
identify emerging threats.
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•	 Drawing on experience from COVID-19, review institutional roles in crisis man-
agement to improve coordination between national, regional and local levels.

•	 Deepen cooperation with businesses and research institutions to draw on specialist 
expertise in preventing and managing crises.

•	 Assess options for engaging conscripts as support personnel in emergencies, for 
example, in logistics, medical assistance or infrastructure restoration.

Austria

As outlined in the document Austrian Security Strategy 2024 (Österreichische 
Sicherheitsstrategie), Austrian security policy prioritises “the protection of the Austrian 
population through a comprehensive approach to security” (“Sicherstellung des Schut-
zes der österreichischen Bevölkerung im Sinne eines umfassenden Sicherheitsverständ-
nisses”) (Bundeskanzleramt, 2024, p. 17). The principal threats identified in the strategy 

include attempts by authoritarian states or terrorist groups to use 
migration as a weapon, cybercrime and cyberattacks, disinforma-
tion campaigns (including AI-based campaigns), and corruption. 
To prevent hostile actors from manipulating migration, Austria 
combines active participation in Frontex and improved domestic 
strategic communications to counter disinformation and manip-
ulation on migration-related issues. To combat cybercrime, Aus-
tria is modernising software and databases across government 
institutions, recruiting additional IT specialists for the police and 

making increasing use of AI – all of which will help strengthen cooperation between the 
private sector, universities and ministries.

To prevent cyberattacks, Austria is introducing minimum cybersecurity requirements 
for government bodies. The development of cybersecurity solutions is being expanded 
through greater involvement of the private sector and universities. To ensure a pool of 
qualified personnel, Austria supports the training of women in cybersecurity in particular.

Recommendations for Estonia based on Austria’s example:

•	 Increase investment in strategic communication to detect and counter disinforma-
tion early in both traditional and social media channels. This is particularly impor-
tant for preventing disinformation campaigns in sensitive areas such as migration.

•	 Reduce the impact of hostile influence activities through regular outreach and 
training programmes to raise public awareness, including media literacy training in 
schools, universities and public-sector institutions.

•	 Establish minimum cybersecurity requirements for state and local authorities, cov-
ering both technical standards and regular staff training.

•	 Strengthen cooperation with IT companies, start-ups and research institutions to 
develop and test innovative cybersecurity solutions. This may include joint pro-
jects, research and development programmes, and national support measures for 
new technologies, including AI-based security solutions.

•	 Increase the use of AI-based tools to prevent cyberattacks, detect anomalies and 
track the patterns of cybercriminals.

The principal threats identified 
include attempts by authoritarian 
states or terrorist groups to use 
migration as a weapon, cybercrime, 
cyberattacks, disinformation 
campaigns (including AI-based 
campaigns) and corruption.
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•	 Introduce a clear ethical and legal framework for the use of AI, taking into account 
personal data protection requirements and human rights.

•	 Support training in cyber defence, strategic communication, AI and international 
security in universities, and through continuing and retraining programmes.

•	 Emphasise increasing women’s participation in cyber- and IT-security fields by 
offering targeted scholarships, mentoring schemes and educational initiatives that 
promote gender balance and expand the pool of qualified specialists.

France

France’s White Paper on Defence and Security (Livre Blanc sur la Défense et la Sécurité 
Nationale) (2013) sets out the country’s defence and security strategy during the period 
until the publication of the next white paper. It defines five strategic functions for national 
defence: anticipation, protection, prevention, deterrence and intervention. At the core of 
France’s defence and security strategy are the protection of 
the population and territory and the maintenance of the 
state’s essential functions.

Accordingly, French ministries are required to carry out tac-
tical cooperation activities with local authorities and with 
strategic public and private companies to safeguard civil-
ians on French territory. The framework for such coopera-
tion is laid out in an inter-ministerial agreement (between 
the ministries of the interior, foreign affairs, environment, 
finance, health and agriculture), which assigns each minis-
try clearly defined responsibilities for crisis situations. The 

INTERNATIONAL COOPERATION THAT PROVIDES ACCESS TO REAL-TIME SATELLITE INTELLIGENCE 
AND ENHANCES AIR SURVEILLANCE IS VITAL FOR STRENGTHENING SMALL STATES’ DEFENCE 
CAPABILITIES. PHOTO: PEXELS.COM

French ministries are required to carry out 
tactical cooperation activities with local 
authorities and with strategic public and 
private companies to safeguard civilians 
on French territory. The framework 
for such cooperation is laid out in an 
inter-ministerial agreement between 
the ministries of the interior, foreign 
affairs, environment, finance, health and 
agriculture, which assigns each ministry 
clearly defined responsibilities for crisis 
situations. 
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agreement will be followed by a full audit and, where necessary, procurement processes. 
In addition, the Ministry of the Interior has made it a priority to strengthen cooperation 
between local authorities and strategic service providers to develop crisis-response strat-
egies. France has also established an interministerial staff structure with national defence 
functions (l’état-major interministériel), and plans are in place to increase its personnel 
(Ministère de la Défense, 2013, pp. 111–112, 133–135).

Recommendations for Estonia based on France’s example:

•	 Conclude clear agreements between ministries (for example, the ministries of the 
interior, foreign affairs, environment, finance, social affairs and rural affairs) that 
define each ministry’s role in emergencies. Such agreements should ideally be 
legally binding or, at a minimum, formal memoranda that ensure responsibilities, 
procedures and coordination mechanisms are known in advance, and duplication 
is avoided. Based on these agreements, carry out regular audits to assess readiness 
and, where needed, make additional procurements to support crisis preparedness.

•	 Establish permanent cooperation frameworks to ensure that local authorities have 
a clear understanding of how to act in crises and how to cooperate with national 
agencies and strategic service providers (for example, in the energy, telecommuni-
cations and transport sectors).

•	 Develop guidelines, simulations and training exercises for local authorities and 
strategic service providers to ensure operational readiness.

•	 Consider creating or strengthening regional crisis management centres to serve 
as coordination hubs between the central government, local authorities and pri-
vate-sector partners.

•	 Establish a permanent, standing interministerial staff with a permanent core team 
responsible for coordinating defence- and security-related activities both in rou-
tine conditions and during crises. The role of this staff would include aggregating 
information, assessing risks, coordinating the actions of different stakeholders and 
responding to rapidly evolving security conditions. Additionally, it should be possi-
ble to expand it as needed in the event of an emergency. 

Spain

Spain’s updated national security strategy, Estrategia de Seguridad Nacional (2021), sets 
out three strategic national defence objectives (Ministerio de Defensa de España, 2021, 
pp. 70–71):

•	 Improve the crisis-response model, with greater emphasis on developing early-
warning systems and strengthening inter-agency coordination.

•	 Increase the focus on the security dimension of strategic economic sectors, includ-
ing initiating R&D projects to enhance cyber, health and food security and to 
advance work on AI.

•	 Improve hybrid-threat prevention, deterrence, identification and response 
capabilities.
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The strategy’s implementation plan is set out in Chapter 5 of the security strategy, which 
focuses on the national security system. Its cornerstone is the National Security Council, 
whose decisions are executed by the Situation Committee and supported by specialised 
subcommittees. Spain’s national security system is organised around the concept of resil-
ience, which should be central to crisis management at all levels. 
Coordination between the central government, regions and local 
authorities is essential, as is cooperation between ministries, the 
private sector, universities and civil society. The Situation Com-
mittee is responsible for ensuring the capabilities to respond to 
attacks, particularly hybrid attacks, according to the principles of 
comprehensive defence.

The Department of National Security, which operates under the 
National Security Council, gathers information on threats from 
all competent bodies. When a threat is identified, a coordinating 
unit is formed, consisting of representatives of relevant ministries 
and security agencies. The security strategy calls for more frequent 
exercises to test the national security system. It also proposes creating a dynamically 
updated catalogue of strategic resources, compiled through public–private cooperation, 
to identify necessary resources that could be made available in crises, as defined by the 
National Security Council. Spain also aims to develop a multi-indicator early-warning 
system to accelerate national-level responses to threats, integrate threat assessments with 
strategic analysis, and ensure that essential information is accessible to all relevant stake-
holders. To improve coordination across the system, Spain plans to establish a new body 
responsible for the secure exchange of classified information among national security 
actors. Additionally, regions and local authorities are to be more fully integrated into the 
national security system (Ministerio de Defensa de España 2021, pp. 104–108).

Recommendations for Estonia based on Spain’s example:

•	 Strengthen strategic planning and governance by creating a high-level council body 
that would coordinate Estonia’s security policy, make strategic decisions, and intro-
duce guidelines. The council could include representatives from ministries and local 
authorities, and its decisions would be implemented by specialised working groups.

•	 Establish a central coordinating unit (e.g. a situation committee) capable of rap-
idly implementing the council body decisions and involving multiple sectors and 
agencies.

•	 Develop a multi-indicator early-warning platform drawing on both national and 
international data to enable faster threat detection and response.

•	 Create a joint system for analysis and information exchange that enables early iden-
tification of and coordinated responses to hybrid threats (for example, cyberattacks, 
disinformation, and threats to critical infrastructure).

•	 Conduct regular cross-sectoral security exercises to test the reliability of Estonia’s 
national security system and the responsiveness of different stakeholders to identify 
and address security weaknesses at an early stage.

•	 Compile and regularly update a catalogue of strategic resources (including critical 
infrastructure, medical supplies, food, fuel and communications equipment) that 
would be readily available and thereby reduce response times in crisis situations.

Spain’s national security system 
is organised around the concept 
of resilience, which should be 
central to crisis management at 
all levels. Coordination between 
central government, regions and 
local authorities is essential, as is 
cooperation between ministries, 
the private sector, universities and 
civil society. 
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•	 Increase the integration of local authorities into security policymaking through 
training, briefing days and simulations that would raise awareness and improve 
local authorities’ ability to work with state structures.

Germany

The primary strategic priority in Germany’s most recent national defence strategy, Weiß-
buch zur Sicherheitspolitik und zur Zukunft der Bundeswehr (updated in 2016), is the 
assurance of comprehensive national security (Gewährleistung gesamtstaatlicher Sicher-
heitsvorsorge). The document states that internal and external security can no longer be 
clearly distinguished, as crises tend to emerge at their intersection points. Accordingly, 

Germany’s aim is to strengthen cooperation between the state, citi-
zens, private owners of strategic sites, telecommunications operators 
and the media. Its guiding principle is resilience (Resilienz), which is 
understood as the ability to withstand hazardous situations – natural 
disasters, system failures or deliberate attacks – without compromis-
ing the functioning of the state, economy or society (Bundesministe-
rium der Verteidigung, 2016, pp. 48–49). To achieve these objectives, 
Germany is building an inter-agency network that improves informa-

tion flows, increases personnel exchanges between institutions and organises exercises 
involving both state bodies and the private owners of strategic assets (Bundesministe-
rium der Verteidigung, 2016, pp. 58–59).

Recommendations for Estonia based on Germany’s example:

•	 Create or enhance central information and coordination centres that link state 
agencies, defence institutions and the owners of strategic assets, ensuring that crit-
ical information reaches decision-makers and crisis responders without delay.

•	 Promote staff rotation between ministries, agencies and the defence forces to 
improve mutual understanding and support more joint-up crisis-management 
practices.

•	 Regularly map critical infrastructure (e.g. energy, transport, communications, 
banking, and the health system) and develop clear cooperation processes between 
the state and infrastructure owners. Establish additional security measures and 
contingency plans.

•	 Encourage citizens to participate in voluntary rescue organisations, crisis exercises 
and digital-hygiene programmes to build awareness and foster a societal “security 
network”.

•	 Conduct large-scale simulations involving state authorities, municipalities, com-
munications companies and utility providers to test information-exchange chan-
nels, decision-making chains and contingency arrangements.

Germany’s aim is to strengthen 
cooperation between the 
state, citizens, private 
owners of strategic sites, 
telecommunications operators 
and the media.
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Italy

Italy’s national defence strategy, Libro bianco per la sicurezza 
internazionale e la difesa (2015), focuses on preventing kinetic, 
hybrid and proxy attacks on Italian territory and against Italian 
citizens. Italy’s primary method for implementing this strategy is 
international cooperation aimed at ensuring a stable external envi-
ronment. In civil defence, Italy prioritises cyber defence and the 
development of robust cybersecurity systems and capabilities (Il 
Ministro della Difesa, 2015, p.  17). Like France, Italy also prioritises safeguarding the 
security of its supply chains. This includes identifying which production capabilities are 
vital for the state and ensuring that they remain under national oversight “independently 
of ownership structures” (“independentemente dagli assetti proprietary”) (Il Ministro 
della Difesa, 2015, p. 60).

Recommendations for Estonia based on Italy’s example:

•	 Thoroughly map Estonia’s critical industrial, food, energy and digital supply chains.

•	 Develop mechanisms to ensure that essential production capabilities and the rel-
evant expertise remain under national oversight, even if ownership structures 
change.

•	 Promote the competitiveness of domestic companies in strategically important 
sectors and develop state-supported schemes to reduce excessive dependence on 
external partners.

The United Kingdom

The United Kingdom’s National Security Strategy and Strategic Defence and Security 
Review (2015) sets out the country’s strategic goals, which – alongside safeguarding the 
UK’s global influence and economic security – prioritise the protection of the population. 
The principal components of this strategy include military deterrence (including nuclear 
deterrence), counterterrorism, counter-radicalisation and counter-extremism measures 
supported by increased budgets for security services; enhancing cybersecurity capabil-
ities; greater efforts to combat organised crime; increased societal resilience to threats; 
and improved government crisis-management capacity (HM Government, 2015, p. 11).

In practical terms, the UK aims to increase patrols in its territorial waters; invest £178 
billion in new military equipment between 2015 and 2025; 
improve the interoperability of the armed forces with other 
security structures (the so-called Strategic Command); expand 
the operational freedom of the military through legal reform; 
grow the Army’s reserve; recruit around 2,000 new security 
officers; invest £1.9 billion in strengthening cyber defence; build 
a new cross-agency platform for managing cybersecurity issues; 
establish a new intelligence branch specialising in monitoring 
the dark web; improve the fight against illegal firearms; work 
with the private sector to curb corruption and sanctions eva-
sion; develop a biosecurity strategy focused on threats from 
pandemics and biological weapons by 2016; increase resilience 

Italy seeks to identify which 
production capabilities are vital 
for the state and ensure that they 
remain under national oversight 
irrespective of ownership 
structures.

The principal components of this 
strategy include military deterrence, 
including nuclear; counterterrorism, 
counter-radicalisation and counter-
extremism measures supported 
by increased budgets for security 
services; enhancing cybersecurity 
capabilities; greater efforts to combat 
organised crime; increased societal 
resilience to threats; and improved 
government crisis-management 
capacity.
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to energy disruptions in cooperation with the private sector; and reinforce state oversight 
of critical infrastructure (HM Government, 2015, pp. 23–46).

Recommendations for Estonia based on the UK’s example:

•	 Review and, where necessary, update legislation that supports the operational flex-
ibility and freedom of action of the armed forces and security services.

•	 Establish a clear legal framework for countering hybrid threats, including disinfor-
mation, cyberattacks and economic influence operations.

•	 Continue supporting community-based initiatives to strengthen social cohesion 
and reduce social isolation that may contribute to radicalisation.

•	 Train local governments, NGOs and educational institutions to identify early signs 
of radicalisation and equip them with tools for prevention.

•	 Create or reinforce a dedicated unit responsible for monitoring the dark web to 
detect patterns of organised crime, illegal arms sales, drug trafficking and other 
threats.

•	 Increase cooperation with international intelligence and law enforcement partners 
to exchange information on cyber-criminal networks.

•	 Strengthen cooperation between financial and tax authorities, anti-money-laun-
dering bodies and the banking sector to detect and stop attempts at sanctions eva-
sion and the movement of corrupt capital.

•	 Make greater use of data analytics and AI tools to monitor large transaction vol-
umes and identify anomalies more quickly.

•	 Enhance oversight of critical infrastructure (e.g. energy, telecommunications and 
transport) and improve cooperation with infrastructure operators.

•	 Develop plans and invest in modernising infrastructure to increase its resilience to 
cyberattacks, technical failures and natural disasters.

•	 Conduct regular exercises to test the state’s ability to manage prolonged energy out-
ages. These should involve public-sector actors, private companies and civil society.

•	 Develop a biosecurity strategy covering early detection, prevention and mitigation 
of risks posed by pandemics, bioterrorism and biological weapons.

•	 Invest in increasing the capacity of the healthcare system, maintain reserves 
of protective equipment, medical devices and pharmaceuticals, and improve 
information-sharing and laboratory-analysis capabilities.

NORTH AMERICA
The United States

While the concept of comprehensive defence is not as widely cited in the United States 
as in some other countries, it is, nonetheless, fair to describe its approach to national 
security and defence as comprehensive, integrated and multi-domain. Two concepts 
in particular function as close equivalents: the whole-of-government approach and the 
whole-of-society approach. These gained prominence after the terrorist attacks of 11 Sep-
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tember 2001, which motivated the United States to reassess its security and defence pos-
tures, as the evolving threats from terrorism and the effects of globalisation made it clear 
that traditional military defence alone was insufficient.

The whole-of-government approach refers to the integration and coordinated action of 
government departments and agencies in pursuit of shared objectives, rather than oper-
ating in narrow, isolated silos. It is based upon tight intra-governmental cooperation and 
resource coordination to deliver unified, effective and coherent solutions (Aoki et al., 
2023, pp. 733–752).

The whole-of-society approach extends this principle beyond the state to involve the pri-
vate sector, non-profit organisations, international partners, research institutions, com-
munities and individuals. According to this concept, therefore, all segments of society 
should be engaged in addressing security challenges, strengthening resilience, improving 
response capabilities and supporting long-term national objectives (United Nations Edu-
cational, Scientific and Cultural Organization, 2023, p. 173).

Both approaches are reflected in various key national strategy documents, including the 
National Security Strategy (NSS) (The White House, 2022) and the National Defense 
Strategy (NDS) (U.S. Department of Defense, 2022). These documents both emphasise 
principles aligned with a comprehensive defence posture. For example, the documents 
highlight that national defence draws on all instruments of national power – diplomatic, 
informational, economic, military, financial, legal, intelligence and law enforcement – 
and, therefore, requires a comprehensive, multi-domain strategy that extends beyond 
military measures alone (The White House, 2022, pp. 10–13). 
The 2022 NDS likewise stresses the need to integrate domains, 
tools and partners to guarantee national security, as in accord-
ance with the principles of comprehensive defence (U.S. Depart-
ment of Defense, 2022, p. 2).

The NSS outlines the United States’ goals and strategies for 
addressing global challenges and maintaining American lead-
ership. At its core is the defence of democracy and the rules-based international order, 
combined with a commitment to tackling global problems in cooperation with partners 
and allies. The document highlights the need to adapt to rapidly changing geopoliti-
cal conditions and safeguard the United States’ position as a leading global power (The 
White House, 2022, p. 1).

In terms of strategic competition, the NSS identifies China as the most significant long-
term challenge. China’s economic, diplomatic, military and technological influence 
requires a multi-layered and coordinated response if the interests of the United States and 
its allies are to be protected (The White House, 2022, pp. 23–25). At the same time, Rus-
sia’s aggressive behaviour – in particular its invasion of Ukraine – continues to demand 
strong deterrence and close international unity (The White House, 2022, pp. 25–26).

The strategy also emphasises the protection of democracy and democratic values, and 
stresses the need to resist authoritarian influence by promoting human rights and the 
rule of law, both domestically and internationally (The White House 2022, pp. 10–13). 
This commitment is linked to the necessity of strengthening democratic institutions to 
bolster societal resilience against authoritarian pressure. 

Global problem-solving forms another central pillar of the United States’ national secu-
rity. Climate change is described as an existential threat that demands international co-
operation and rapid action to mitigate its impacts and promote sustainability (The White 

National defence draws on all 
instruments of national power 
– diplomatic, informational, 
economic, military, financial, legal, 
intelligence and law enforcement.
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House, 2022, p. 6). The NSS also places emphasis upon the need to counter health-related 
risks, including preventing another pandemic and strengthening global health systems to 
reduce the likelihood and impact of future crises (The White House, 2022, p. 28). Cyber-
security and technological development are also considered priorities, with both being 
of critical importance to national security and economic well-being (The White House, 
2022, p. 34).

The security strategy reaffirms the US’s continuing stance as a global leader and the 
importance of reinforcing alliances and international coalitions. NATO remains central, 
while partnerships in the Indo-Pacific – including initiatives such as the Quadrilateral 
Security Dialogue (Quad) and the trilateral security partnership between Australia, the 
United Kingdom, and the United States (AUKUS) – are also seen as crucial means for 
ensuring international stability and promoting democratic values (The White House, 
2022, pp. 10–13)

In terms of economic security, the NSS focuses on enhancing the resilience of global sup-
ply chains, investing in domestic industries and infrastructure, and advancing a fair and 
rules-based international economic system (The White House, 2022, pp. 27–28). These 
measures all contribute to securing the United States’ competitiveness and economic 
stability.

Finally, in the area of military action and deterrence, the strategy focuses on the modern-
isation of military capabilities and the development of new technologies. The prevention 
of conflicts and diplomacy continue to be central to the United States’ strategy in this 
area; however, strong and credible deterrence is seen as having equal importance (The 
White House, 2022, p. 31), and, overall, it is only in combining these factors that national 
security and international stability will be ensured.

The process for compiling the National Security Strategy

Several institutions contribute to the NSS, including the Department of State, the Depart-
ment of Defense and the Central Intelligence Agency (CIA). Each institution provides 
expertise from its own field, such as diplomacy, defence or intelligence.

The President of the United States carries final responsibility for approving the NSS and 
submitting it to Congress. The process is initiated by the President and their office, who 
draw up initial guidelines that reflect the administration’s vision and priorities and form 
the basis for drafting the strategy. The body responsible for developing the NSS is the 
National Security Council (NSC). The NSC’s principal task is to coordinate inputs to the 
strategy and review the final document. It comprises several working groups composed 
of the President’s national security advisors and representatives of relevant governmental 
departments and agencies. These groups are responsible for developing and analysing 
the strategy in detail. The intelligence community and defence institutions conduct com-
prehensive threat assessments in which key threats and opportunities are identified. The 
working groups then discuss potential strategies and policies to address the identified 
threats. Internal consultations survey the views of members of Congress and govern-
ment officials. External contributors such as academics, think tanks and allies may also 
be involved where necessary (Congressional Research Service, 2021).

The overall process can be outlined as follows.

1)	 Initiation: The process begins with the President’s office drafting guidelines that 
reflect the administration’s vision and priorities.
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2)	 Coordination by the NSC: The National Security Council establishes working groups 
that include representatives from different agencies and departments.

3)	 Analysis and input:

a)	 Threat assessments: The intelligence community and defence institutions prepare 
comprehensive threat assessments.

b)	 Policy development: Possible strategies and policies are discussed that would 
address the identified threats and opportunities.

4)	 Consultations:

a)	 Internal contributors: Consultations are held with members of Congress and gov-
ernment officials.

b)	 External contributors: Academics, think tanks and allies may be involved where 
necessary.

5)	 Drafting the document: The working groups prepare a draft strategy, which 
then goes through several rounds of review and feedback.

6)	 Approval and endorsement:

a)	 NSC review: NSC members review the final draft.

b)	 Presidential endorsement: The President formally approves the strategy.

7)	 Submission and publication:

a)	 Submission to Congress: The NSS is submitted to Congress, as required by law.

b)	 Publication: The strategy is (typically) made available to the public, 
except for parts containing sensitive information or details.

THE PRINCIPLES GUIDING THE DEVELOPMENT OF NATIONAL DEFENCE STRATEGIES ARE NOT USU-
ALLY PUBLISHED BY THE COUNTRIES ANALYSED IN THIS REPORT. THE UNITED STATES’ KEY DOCU-
MENT, A NATIONAL SECURITY STRATEGY PRIMER, IS AN EXCEPTION. PHOTO: PEXELS.COM
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The Goldwater–Nichols Department of Defense Reorganization Act 
of 1986, § 603 requires the NSS to be submitted to Congress every 
year. In practice, the NSS is published roughly every four years or 
when there is a change of administration. How often the strategy 
is updated also depends, however, on international developments 
and the administration’s priorities.

Guidance and principles for preparing the National Security Strat-
egy are collected in the document A National Security Strategy 
Primer (Heffington et al., 2019), which explains how strategic 
objectives, priorities and action plans necessary for national secu-

rity should be formulated.

The main processes involved in developing a comprehensive national security strategy 
can be divided into several key components:

1.	 Analysing the strategic situation: The first step in creating a strategy is to assess 
the current security environment and how it is expected to develop in the future. 
This includes understanding both the international and domestic context, analysing 
threats and opportunities, and evaluating the wider strategic landscape. A strat-
egist must define the problem, identify assumptions (for example, estimating 
an adversary’s intentions and capabilities, assessing dynamics in the international 
environment, and anticipating the potential consequences of action or inaction) 
and assess constraints (such as legal or resource constraints) (Heffington et al., 
2019, pp. 7–14).

2.	 Defining desired objectives: After assessing the security environment, the strat-
egist must determine the overall objectives – or end states – of the strategy. These 
objectives should be linked to the protection of national interests (such as secu-
rity, prosperity and values). The process involves setting specific goals and ensur-
ing that political aims are clear, focused and achievable (Heffington et al., 2019, 
pp. 15–18).

3.	 Identifying and developing instruments of power: These refer to the capabilities 
and resources at the state’s disposal and encompass military, diplomatic, economic 
and informational power. These forms of power are combined and developed in the 
following ways to achieve strategic objectives:

a.	 Defining the elements of power: These include natural resources, geogra-
phy, human capital, the economy, industry, research and development, 
technology, infrastructure, governance, culture, national will, and interna-
tional reputation. They form the basis of the state’s capabilities. Although 
these elements may appear distinct, they are in fact closely interlinked and 
interdependent.

b.	 Developing the elements of power: The success of the strategy depends on the 
state’s ability not only to maintain the elements of power but also to develop 
and translate them into the concrete capabilities needed to achieve politi-
cal objectives. Examples include an educated workforce, access to critical 
resources, military capabilities and alliances.

c.	 Integrating institutions and instruments: Instruments of power – including 
diplomacy, the military, economic measures and informational influence – 
operate in close cooperation with institutions and actors such as government 
agencies, international organisations, NGOs and the private sector. Strate-

Guidelines and principles for 
preparing the United States’ 
National Security Strategy are 
collected in the document A 
National Security Strategy Primer, 
which explains how strategic 
objectives, priorities and action 
plans necessary for national 
security should be formulated.
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gists must determine which institutions and instruments are best suited 
to achieving political objectives and ensure that all elements work in 
concert rather than undermine one another.

d.	 Coordination and sequencing: Implementing strategy requires prioritising 
objectives according to their importance and allocating resources optimally. 
All elements of power must be coordinated so they do not undermine one 
another. For example, diplomacy, military force and economic measures 
need to be well integrated if objectives are to be achieved. Strategists must 
ensure that any supporting instruments do not hinder the application of 
the primary instrument.

e.	 Continuous assessment and adaptation: As strategy is implemented, strat-
egists must continually assess risks and costs and monitor whether the 
chosen approach is leading to the desired political outcomes. Where 
necessary, the strategy should be adapted to respond to new challenges or 
changing conditions. Success depends on how well the elements of power 
can be adapted and redeveloped to meet evolving circumstances (Heffington 
et al., 2019, pp. 19–36).

4.	 Designing courses of action: At this stage, the strategists determine how the avail-
able instruments will be used to achieve the desired objectives. The strategists 
must coordinate different elements of power – such as military operations, 
diplomacy and economic measures – to implement the strategy effectively 
(Heffington et al., 2019, pp. 37–42).

5.	 Assessing costs, risks and outcomes: A crucial part of the process is the ongoing 
assessment of the costs associated with the strategy, including financial and other 
resource costs. This allows for necessary adjustments during implementation to 
ensure the strategy’s long-term viability (Heffington et al., 2019, pp. 43−48).

Recommendations for Estonia based on the United States’ example:

•	 When formulating a comprehensive strategy, apply a whole-of-government approach 
in which all state institutions coordinate their activities to achieve strategic 
objectives, avoiding duplication and the waste of resources, and comple-
ment this with a whole-of-society approach by involving representatives of 
the private sector, research institutions, civil society organisations and com-
munities in both the design and implementation of the strategy.

•	 Identify the specific resources and capabilities required to implement the strategy 
and allocate resources in line with agreed priorities.

•	 Once the strategy has been compiled, ensure it is continuously under review and 
adapt it as needed to changing circumstances so that it remains current and effective.

Canada

Canada has a comprehensive national defence strategy. Its defence and security policy 
has undergone significant changes and is formalised in the document Our North, Strong 
and Free: A Renewed Vision for Canada’s Defence, which was published in April 2024. The 
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strategy sets out defence and security objectives with a focus on national security tasks 
(Department of National Defence, 2024).

The previous strategy document, Strong, Secure, Engaged: Canada’s Defence Policy, 
defined the following areas of priority: well-supported, diverse and resilient people and 
families; long-term investments in enhancing the capabilities of the Canadian Armed 
Forces and their ability to support peace and security; increased and better managed 
defence funding; and the global context (Department of National Defence, 2017).

In response to the current situation, a new defence vision has been formulated – Strong, 
Secure, Engaged. This also informs Canada’s new approach to defence: Anticipate, Adapt, 
Act.

National security in the Canadian context encompasses national defence as well as the 
protection of multiple geopolitical, economic and other interests, and influences not only 
defence policy but also foreign and other policy areas.

Canada’s strategic priority is to protect the safety and security of Canadians at home 
and abroad. Public Safety Canada is a ministerial committee guided by a programme 

whose main goals are national security, community safety and 
emergency management. The committee coordinates the work of 
federal departments and agencies and is responsible for protect-
ing Canadians, their communities, businesses and interests. Public 
Safety Canada is also responsible for developing policies and advis-
ing the Minister of Public Safety and Emergency Preparedness, and 
it serves as the central coordination point for counterterrorism, 

critical infrastructure protection, cybersecurity and transport safety. The committee also 
works with Canadian citizens to ensure that national security efforts reflect and serve the 
interests of all communities (Public Safety Canada, 2024).

Canada has no continuous process for producing its National Security Strategy (NSS), 
and such a strategy has been produced only once, in 2004. As a result, Canadian minis-
tries and agencies lack a shared understanding of national interests and strategic threats, 
as well as a common plan for linking these elements. 

A 2022 study analysing the United States’ and Australia’s processes for formulating their 
respective NSSs, as well as their effectiveness in aligning government institutions across 
all instruments of national power, concluded that a systematic-delegated process, similar 
to the one in place in Australia, but with the involvement of the whole government, could 
be suitable for Canada (Riopelle, 2022).

Canada has prioritised the following issues in its security policy:

•	 Global power competition;

•	 Violent extremist groups;

•	 Technological development;

•	 The cyber domain;

•	 Economic security;

•	 Risks associated with climate change;

•	 Tackling organised crime and money laundering;

Canada has formulated a new 
defence vision – Strong, Secure, 
Engaged – which also informs 
its new approach to defence: 
Anticipate, Adapt, Act.
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Recommendations and areas of interest for Estonia based on Canada’s example:

•	 Draw on collective defence and regional partnerships.

•	 Review the defence procurement system.

•	 Every four years, formulate a comprehensive action plan that is aligned with the 
national security strategy and publish an annual report.

ASIA
Japan

Japan’s first post-Second World War national defence strategy, the National Security 
Strategy, was drawn up in 2013 and is now the country’s principal security document. 
The strategy was drafted by the National Security Council and approved by the national 
government.

The 2013 strategy was extensively revised by three complementary documents, published 
in December 2022, that now form Japan’s core strategic framework: the National Secu-
rity Strategy of Japan (The Government of Japan, 2022a), the National Defense Strategy 
and the Defense Buildup Program (Koshino, 2022). As outlined in these documents, the 
strategy sets out an implementation plan for the next decade (The Government of Japan, 
2022a, p. 35). The National Security Council is responsible for carrying out this plan, as 
well as continuously assessing the security environment to amend implementation plans 
where necessary. While Japan does not have in place a separate comprehensive defence 
strategy, its key strategy documents address aspects of civil–military cooperation and 
societal resilience.

The 2022 National Security Strategy of Japan sets out strategic guidelines for protecting 
Japan’s national security in several key domains: diplomacy, national defence, economic 
security, technology, cyberspace, maritime and airspace (including space), intelligence, 
official development assistance, and energy, including the energy industry.

The strategy identifies Japan’s national priorities as safeguarding sovereignty and inde-
pendence, ensuring the welfare of the state and its people through economic growth, 
and upholding universal values such as freedom and democ-
racy. It is based on Japan’s security environment and the prin-
cipal issues arising from it, and sets out core security princi-
ples, including maintaining the alliance with the United States; 
national defence provided by the Japan Self-Defense Forces 
rather than military dominance; and cooperation with like-
minded countries that share similar values.

The strategy establishes national security objectives that 
include the ability to defend sovereignty and independence, 
maintaining an international economic environment condu-
cive to growth, shaping a new international order through 
expanded international engagement (particularly in the Pacific 
region), and developing rules and regulations in cooperation with the international com-
munity, including in the context of climate change and infectious diseases.

The National Security Council is 
responsible for implementing 
the security strategy, as well as 
continuously assessing the security 
environment to amend plans where 
necessary. While Japan does not have 
in place a separate comprehensive 
defence strategy, its key strategy 
documents address aspects of civil–
military cooperation and societal 
resilience.
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The strategy also identifies the capabilities that require strengthening for Japan to safe-
guard its national security – all of which can be understood as core components of a 
comprehensive defence approach:

1.	 Strengthening the economy and financial sector: economic growth and national 
security must be pursued in combination with one another.

2.	 Fostering social support for national defence: the state must make sustained and 
additional efforts to deepen public and organisational (including private sector) 
understanding of national security and the need to cooperate in safeguarding it, 
including awareness of both domestic and international security issues.

3.	 Expanding intellectual and technological capabilities: national security requires 
evidence-based policy and sufficient technological capabilities. This demands 
closer cooperation between government, business and research institutions on 
security-related matters to ensure appropriate measures are in place, including 
those aimed at countering mis- and disinformation.

Japan’s security strategy also emphasises the need to further develop capabilities and pre-
paredness across public and private sectors to deal with future infectious disease-related 

crises. Civil–military cooperation is also a priority, including 
the use of commercial airports and ports for exercises and 
cooperation in the air (including space) and cyber domains 
to protect critical infrastructure such as satellites and com-
munication systems (Koshino, 2022).

The Defense Buildup Program (16 December 2022) adds that, 
in the event of a major disaster such as a nuclear accident 
or natural catastrophe, the Self-Defense Forces will deploy 
the necessary measures and equipment to ensure an effective 
crisis response. The programme specifies that exercises will 
be held to ensure readiness in the vicinity of nuclear power 

plants (The Government of Japan, 2022b, p. 32).

Japan’s Police Act (Article 71) empowers the prime minister, on the recommendation of 
the National Public Safety Commission, to declare a regional or national state of emer-
gency to restore public order, and to deploy police forces accordingly, including reallocat-
ing police personnel (DCAF, 2011, p. 48).

Recommendations and areas of interest for Estonia based on Japan’s example:

•	 Continuity planning places strong emphasis on cooperation between the public 
and private sectors, meaning that the need for collaboration with businesses to 
strengthen national defence is clearly set out, and companies are expected to con-
tribute actively to national preparedness.

•	 The role of research and the importance of evidence-based decision-making in 
national defence should be explicitly recognised. Highlighting the value of scientific 
activity in the strategy also implies the creation of national resources and a clear 
rationale for allocating them.

The National Security Strategy of Japan, 
published in December 2022, sets out 
strategic guidelines for protecting 
Japan’s national security in key domains: 
diplomacy, national defence, economic 
security, technology, cyberspace, 
maritime and airspace (including space), 
intelligence, official development 
assistance and energy, including the 
energy industry.
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South-Korea

Since 2004, South Korea’s1 National Security Strategy has been prepared by the Office of 
National Security. The 2009 strategy, which focused on the consolidation of South Korea’s 
role in global affairs, is intended to provide the framework for subsequent updates (Lee, 
2023). 

South Korea also carried out a defence reform in 2006 aimed at modernising national 
defence in the context of the information age and globalisation. In addition to optimis-
ing military units and introducing civilian leadership within the Ministry of National 
Defense, the reform focused on securing and maintaining a long-term defence budget 
(Yong-sup, 2006).

The National Security Strategy serves as a governmental framework document in which 
each administration presents its own security strategy. The most recent strategy and 
strategy in force is the National Security Strategy: Global Pivotal State for Freedom, Peace 
and Prosperity2, issued on 7 June 2023 by the Yoon Suk Yeol administration. Earlier strat-
egies were presented in 2018 and 2014. The 2023 strategy complements and reflects the 
spirit of the National Defense Strategy, which was published by the Ministry of National 

1	  At the time of writing, and under current international arrangements, operational control of the South Korean 
military in wartime remains with the United States.

2	  At the time of writing, South Korea is experiencing a political crisis and President Yoon has been removed from 
office.

COLLEGIALITY UNDERPINS THE COMPREHENSIVE DEFENCE CONCEPT IN SEVERAL ASIAN COUNT-
RIES, WITH EVERY MEMBER OF SOCIETY HAVING A DEFINED ROLE TO PLAY IN ENSURING NATIONAL 
RESILIENCE. PHOTO: PEXELS.COM



50 COMPREHENSIVE NATIONAL DEFENCE STRATEGY IN THE FIELD OF INTERNAL SECURITY

Defence in 2022. Every two years, the National Defense Strategy Division also prepares 
a Defence White Paper, most recently released in 2022 (Ministry of National Defence, 
2022).

The National Security Strategy covers both diplomatic and national security matters, 
including international relations, reunification with North Korea and national defence 

(Park, 2023). South Korea has not adopted a separate 
comprehensive defence strategy. However, various large-
scale national exercises have been conducted in order to 
strengthen societal preparedness – particularly in light of 
tensions on the Korean Peninsula. For example, a nationwide 
evacuation drill was held in 2023 to practise sheltering pro-
cedures (Lendon, 2023).

The current security strategy identifies the principal con-
temporary security challenges as North Korea’s military 

capabilities, strategic competition between the United States and China, the increasingly 
significant relationship between the economy and security, and emerging threats such 
as infectious diseases, climate change and cyberattacks. The strategy notes that these 
threats disrupt everyday life and the functioning of society. Although these challenges 
demand global action, states also have an increasingly important role in protecting their 
populations and ensuring self-defence (Office of National Security, 2023, pp. 11–12).

The strategy defines the key national security objectives as protecting sovereignty and 
territory, enhancing citizens’ safety – including maintaining peace and stability on the 
Korean Peninsula – and strengthening South Korea’s position in East Asia.

In addition to diplomacy, defence capabilities and inter-Korean engagement, key aspects 
of national security that intersect with the concept of comprehensive defence include 
economic security and responses to emerging security tasks.

In regard to economic security, the state aims to safeguard its economic interests pro-
actively through multi-dimensional public–private cooperation, by taking the initia-
tive in developing international cooperation norms, and by raising issues and propos-
ing solutions in international fora. National and international economic security are 
treated as closely interlinked. Ensuring international economic security also contrib-

utes to the nation’s capacity to maintain the function-
ing of critical infrastructure during supply chain crises, 
strengthens cooperation between states on the security of 
critical infrastructure and new technologies, and acceler-
ates action against climate change and the transition to a  
lower-carbon economy.

Proactive responses to new security challenges require a 
resilient crisis prevention system for non-traditional secu-
rity tasks, the development of an early-warning system 
and public–private cooperation mechanisms for crisis 
response, and enhanced cooperation with the interna-

tional community on challenges related to cybersecurity, climate change and infectious 
diseases.

In addition to compulsory military service, an alternative civilian service scheme exists in 
principle, although it is limited to the possibility of working as a prison officer. The overall 

Various large-scale national exercises 
have been conducted in order to 
strengthen societal preparedness 
– particularly in light of tensions on 
the Korean Peninsula. For example, a 
nationwide evacuation drill was held in 
2023 to practise sheltering procedures.

Proactive responses to new security 
challenges require a resilient crisis 
prevention system for non-traditional 
security tasks, the development of an 
early-warning system and public–private 
cooperation mechanisms for crisis 
response, and enhanced cooperation with 
the international community on challenges 
related to cybersecurity, climate change and 
infectious diseases. 
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system does not encourage alternative service, and those who choose it must serve for a 
longer period than conscripts in the armed forces (see Koort et al., 2023, pp. 14–15).

Recommendations for Estonia based on South Korea’s example:

•	 Emphasise the importance of cooperation between the public and private sectors in 
ensuring national preparedness.

•	 Highlight the role of the national economy in supporting national defence, includ-
ing the need to keep defence capabilities up to date.

Singapore

Singapore describes its comprehensive national defence concept as total defence (Gov-
ernment of Singapore, [s.a.]), the central message of which is that “There’s a Part For 
Everyone”.

Long-termism, collegiality and a degree of paternalistic state intervention – features 
often associated with the wider Asian cultural context – are foundational to Singapore’s 
development documents. A key premise is that national strategies shall not focus solely 
on military defence against external aggressors, but also on non-traditional threats to 
internal security.

Singapore’s total defence approach has its roots in the 19th-century Japanese under-
standing of comprehensive security, though this concept never fully took hold in Japan 
itself. For comparison, Malaysia adopted a total defence strategy as early as 1986, while 
Indonesia’s 1945 defence law also took a comprehensive approach to national defence 
(Matthews & Bintang Timur, 2024).

Before Singapore launched its comprehensive national defence plan, the Advisory Coun-
cil on Community Relations in Defence (ACCORD) was created in 1984 as a civilian-led 
body to develop defence-related media strategy and raise public awareness. ACCORD 
brought together members of parliament, business leaders and trade unions, and its work 
led to the understanding that defence planning should be developed within the civilian 
rather than military sphere and communicated more broadly to the public. A council to 
define this plan was established in January 1984.

Singapore first implemented its total defence concept in 1984, 
drawing on the national defence models of Sweden and Swit-
zerland. The plan introduced that year is one of the earliest 
modern defence concepts to approach national security in a 
comprehensive manner.

A defining feature of Singapore’s approach is that state defence 
and development – including social development – progress 
hand in hand; what matters is achieving synergy between dif-
ferent actors. Singapore’s total defence encompasses softer 
measures associated with societal resilience, expressed 
through collectivism and national identity, alongside more classical defence measures 
linked to the dynamics of industry and technology, which are necessary to the country’s 
defence capabilities. By systematically bringing together different sectors of society, the 

Singapore’s total defence encompasses 
softer measures associated with 
societal resilience, expressed through 
collectivism and national identity, 
alongside more classical defence 
measures linked to the dynamics of 
industry and technology, which are 
necessary to the country’s defence 
capabilities.
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comprehensive defence plan has made a significant contribution to Singapore’s cultural, 
economic and military development (Government of Singapore, [s.a.]).

Singapore’s total defence strategy originally consisted of five pillars and is not routinely 
revised as a whole. In response to international economic and societal developments, a 
sixth pillar – digital defence – was introduced in 2019. Alongside this digital pillar, there 
is ongoing debate on adding a seventh pillar of “climate defence”, as experts consider Sin-
gapore particularly vulnerable to rising sea levels. 

The six pillars of the current plan and their central ideas are as follows (Singapore Civil 
Defence Force, [s.a.]):

•	 Military defence is built on a strong Singapore Armed Forces, which protects the 
country and resists aggression. A key element is that all citizens also contribute to 
supporting the military.

•	 Civil defence ensures safety and essential services for the entire community so that 
daily life can continue as normally as possible even during a crisis. It covers the 
work of the Singapore Police Force and the Singapore Civil Defence Force in man-
aging national emergencies, particularly by maintaining security and safeguard-
ing essential services that meet basic needs and thereby enable society to return 
quickly to its normal rhythm. In this context, the state provides training to prepare 
civilians for rescue work, evacuations, shelter management, first aid, damage con-
trol, and the management of blood, water and food supplies. All of this is intended 
to strengthen societal resilience and reinforce public confidence and readiness in 
national emergencies. Residents are also encouraged to participate in community-
focused activities, including volunteer work such as blood donation or voluntary 
medical support, to strengthen societal preparedness and understanding of how 
essential services operate.

•	 Economic defence requires the government, businesses and industry to continu-
ally contribute to and support the economy. Individuals also play a part as members 
of the workforce and help to meet development goals. Companies, including indus-
trial enterprises striving to remain relevant and adapt to change, play a particularly 
important role. Water security has also become a key component of Singapore’s 
economic defence, as the country has long depended on Malaysia for its water sup-
ply. Singapore has made major efforts to diversify supply channels and improve 
storage, treatment and related capabilities.

•	 Social defence is based on the idea that people should be able to live and work 
together harmoniously and contribute time to the good of the country and com-
munity. Central elements of this are maintaining relations and promoting toler-
ance between different ethnic groups and combating alienation. Ensuring equality 
between groups is not only morally right but is also a part of the imperative of 
political, economic and foreign policy to support national sovereignty and social 
well-being. Inter-religious organisations and cooperation between faiths are also 
encouraged to strengthen social cohesion.

•	 Psychological defence means that every resident is committed to the country and 
confident in its future. It is dependent on people’s skills and resilience in unexpected 
societal situations, including crises. Experts have noted similarities between Singa-
pore’s conception of psychological defence and aspects of Finland’s total defence 
concept.
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•	 Digital defence is built on the principle that every resident is the first line of defence 
against digital threats. Digital defence, including cyber defence, focuses on raising 
public awareness of the various dimensions of a post-truth society, particularly in 
matters of digital and cybersecurity, such as misinformation, phishing attempts, 
cyberattacks and related risks.

FIGURE 1. SINGAPORE’S TOTAL DEFENCE PARADIGM (MATTHEWS & BINTANG TIMUR, 2024, P. 642; 
ADAPTED BY THE AUTHORS)

A notable feature of Singapore’s total defence concept is its broad scope and the extent 
to which it involves society as a whole. For example, Total Defence Day is marked on 15 
February, the date of Singapore’s fall to Japan in 1942, to emphasise the importance of 
national defence. Educational materials, games and other resources have been developed 
to introduce the concept to different groups in society, and since 2016, the total defence 
concept has also had its own theme song.3

Recommendations for Estonia based on Singapore’s example:

•	 Involve a wide range of stakeholders in developing a comprehensive national 
defence concept.

•	 Develop an overarching concept for comprehensive national defence (similar to 
the six pillars), designed to be easy to remember and supported by a well-designed 
visual language.

•	 Within civil protection, place greater emphasis on training the population to pre-
pare for and cope with crises.

•	 Strengthen societal attitudes towards national defence through a focus on psycho-
logical defence.

•	 Introduce a range of public initiatives to promote the overarching concept of com-
prehensive national defence, including learning materials and activities tailored to 
different population groups.

3	  Theme song video: TotalDefenceSG, 2016.
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Indonesia

In Indonesia, the concept of a people-centred defence and security system, known as 
Total People’s Defence, has been exploited to serve political power and enforce social con-
trol. Crimes against humanity have been committed systematically under its banner, and 
the same concept has been employed by the Indonesian government and armed forces 
to justify the creation of paramilitary units made up of civilians for the purpose of main-
taining so-called public order.

The Total People’s Defense and Security System (Sistem pertahanan rakyat semesta – sis-
hankamrata) has been in place since 1945. It was adopted as the official defence doctrine 
in 1954. The law establishing the doctrine states that national defence is fundamentally 
the defence of the people. It also sets out obligations for compulsory military service and 
the reserve duty. The law is implemented by the Indonesian government. At the same 
time, it has been noted that the country’s defence sector, including defence spending, is 
highly non-transparent (Transparency International Defence and Security, 2020a).

According to the 1973 interpretation of the concept, the responsibility for national secu-
rity falls to the population – a trained, patriotic and well-organised citizenry (Reza, 2017). 
The 1982 interpretation emphasises societal resilience and citizens’ trust and commit-
ment to the state (Transparency International Defence and Security, 2020a).

Indonesia’s defence system, as outlined in the 2015 Defence White Paper, is a system of 
total defence: every citizen has an important role and function in defence. Its foundation 
is love for the homeland – working together to pursue national interests, including in 

FIGURE 2. INDONESIA’S NATIONAL DEFENCE SYSTEM (MINISTRY OF DEFENSE OF THE REPUBLIC OF 
INDONESIA, 2016, P. 26; ADAPTED BY THE AUTHORS)
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the context of maritime defence. The defence concept serves as guidance for citizens to 
understand national goals and interests, the nature and structure of defence, its functions 
and key principles (Defence Ministry of the Republic of Indonesia, 2016, p. 27).

National defence strategy is formally set out in the General Policy of National Defense, 
adopted on 6 January 2021 through Presidential Regulation No. 8/2021. It follows an ear-
lier document, Presidential Regulation No. 97/2015 on the 2015–2019 General Policy of 
National Defense.

The National Long-Term Development Plan (RPJMN) for 2025–
2045, published in 2023, identifies closer cooperation within 
the security and safety sectors as one of the strategic develop-
ment priorities in national security (Jiwa Muda Indonesia, 2024), 
although a detailed description of the cooperation process is not 
provided.

According to the 2015 white paper, national defence encompasses 
the state, territory and other resources. Ng and Jasmine (2021) 
note that in recent years, Indonesia has adopted a new defence 
concept, Bela Negara – Defend the Nation. This term originates 
from the Total People’s Defence concept and is likewise based on the people-centred 
principle that all Indonesians must contribute to protecting the nation to their own abili-
ties. Given the legacy of military governance under the previous regime, younger Indone-
sians today remain uncomfortable with militaristic language and tend to prefer a clearer 
separation between civilian and military spheres (Ng & Jasmine, 2021).

Recommendations for Estonia based on Indonesia’s example:

•	 Value the importance of societal attitudes towards contributing to national defence 
and make concerted efforts to maintain and strengthen supportive public sentiment.

•	 Consider and develop a suitable new concept for understanding the historical and 
semantic nature of national defence.

Taiwan

Taiwan’s (Republic of China (ROC)) national defence is regulated by the National Defence 
Act, which was last amended on 6 June 2012.

The Act requires the Ministry of National Defense to publish the National Defense Report 
on a regular basis to explain and clarify national objectives, the international security 
environment, the state of the armed forces, defence policy, the structure of the defence 
forces, and provide an overview of military capabilities and resources. The Act also 
requires the report to reflect the implementation of the concept of all-out defence (also 
referred to as overall defence).

Since 2022, compulsory military service for men has been one year (previously, it was 
four months). Since 2000, it has also been possible to carry out national service in gov-
ernmental and non-government organisations as well as in social, community or envi-
ronmental agencies. Alternative service can also be undertaken abroad (for details, see 
Koort et al., 2023, p. 14).

The foundation of defence is love for 
the homeland – working together to 
pursue national interests, including in 
the context of maritime defence. The 
defence concept serves as guidance for 
citizens to understand national goals 
and interests, the nature and structure 
of defence, its functions and key 
principles.
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The most recent report by the Ministry of National Defense is the ROC National Defense 
Report 2023, which was published in 2023.

In addition to conventional military threats (primarily from the People’s Republic of 
China), the report (Lee, 2021) also lists: 1. grey zone harassment, including attempts to 
normalise incursions into Taiwan’s airspace and territory; 2. China’s hybrid warfare, such 
as media infiltration and efforts to foment discord and social tensions through hacking, 
manipulation of online platforms, the dissemination of contradictory information and 
propaganda under unity slogans; 3. the “three warfares” – public opinion warfare, psy-
chological warfare and legal warfare – and attempts to manipulate public sentiment and 
understanding (Ministry of National Defense, 2023, p. 42).

The report also identifies significant non-traditional security threats in the region: emerg-
ing infectious diseases, climate change, cybersecurity, energy security (currently, Taiwan 
imports 98% of its energy) and food security.

Taiwan’s strategic objectives are defined as: 1. enhancing national security; 2. strength-
ening the professionalism of defence personnel; 3. improving self-defence capabilities 
(including expanding the navy); 4. protecting public welfare through conventional deter-
rence; 5. deepening strategic cooperation (Ministry of National Defense, 2023, pp. 61–62).

The report also notes that the following methods to strengthen and improve psycholog-
ical preparedness have been implemented – all of which can be considered aspects of 
comprehensive defence: 

Firstly, a range of media are employed to reinforce patriotism and foster social cohesion, 
including the Youth Daily News, Endeavor Monthly, Sweet Home Journal, and Voice of Han 
radio programmes and Jugang Park TV episodes. The purpose of these programmes is to 
raise morale and foster psychological readiness among active-duty personnel, reservists 
and those connected to the defence forces. Military publications, social media posts on 
platforms such as Facebook and Instagram, and videos are also produced to showcase the 
results of military training and communicate key messages.

Secondly, the self-reliant defence programme includes ministry support for hosting 
international defence industry events (to strengthen domestic industry, academia and 
research bodies), multi-year academic and research projects, and the development of 
dual-use technologies. These activities are partly supported through annual research 
grants. The Ministry of National Defense has also worked systematically to build public 
support for defence policy, including by explaining defence industry developments to the 

public and using a range of different communication chan-
nels (e.g. media outreach and personal communications) to 
raise awareness and strengthen public backing.

The military also plays an important role in civil protection 
in Taiwan. To this end, it supports high-availability rapid 
response operations, disaster management and epidemic 
control, protects fishing rights, combats terrorism, and assists 
in maintaining public order (Ministry of National Defense, 
2023, p.  172). During the COVID-19 pandemic, the armed 
forces supported transport between outlying islands and 

the main island of Taiwan and helped deliver medical assistance (Ministry of National 
Defense, 2023, p. 173).

Finally, to build and maintain military–civil unity, Taiwan has introduced the concept of 
all-out defence, which holds that defence concerns everyone and that everyone supports 

The Ministry of National Defense has also 
worked systematically to build public 
support for defence policy, including by 
explaining defence industry developments 
to the public and using a range of different 
communication channels (e.g. media 
outreach and personal communications) 
to raise awareness and strengthen public 
backing.
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and participates in national defence. To reinforce this message, the Ministry of National 
Defense, with the cooperation of government agencies and local authorities, has hosted 
numerous activities, including programmes in schools and community education set-
tings (Ministry of National Defense, 2023, pp. 160–161).

Recommendations for Estonia based on Taiwan’s example:

•	 Use media, including new media, to maintain public awareness and readiness to 
contribute to national defence independently of national reserve training or Esto-
nian Defence League activities.

•	 Ensure comprehensive defence – or all-out defence – and societal preparedness 
through cooperation between the state, local authorities and the private sector, for 
example, by organising training programmes.

AUSTRALIA AND OCEANIA
Australia

The Australian government has published defence white papers that reflect its commit-
ment to national defence and outline its declassified defence strategy for nearly five dec-
ades. These white papers have appeared irregularly, though their frequency has increased 
over the past fifteen years. In 2023, it was recommended that Australia move from peri-
odic white papers to a biennial strategy. The first of these was completed in April 2024 
and adopted together with an accompanying investment plan (Dowse, 2024). The latter 
sets out the specific defence capabilities the government will fund to implement the strat-
egy (Australian Government Department of Defence, 2024a). The aim is to update the 
strategy every two years.

Australia’s national defence strategy sets out the government’s approach to addressing the 
country’s key strategic risks within the framework of its defence concept. The 2024 strat-
egy represents a fundamentally new approach to protecting Australia and its interests. 
Nonetheless, it frames national defence as a task to which the Department of Defence 
contributes chiefly through the military dimension. Other government departments are 
expected to continue implementing wider national initiatives, but no government doc-
ument sets out how these would be coordinated. This has prompted a broader debate in 
Australia about the absence of a national security strategy, and it has been argued that 
without a higher-level strategy, Australia may struggle to manage integrated deterrence, 
devise threat-specific strategies or assess the economic and diplomatic implications of 
defence policy (Australian Government Department of Defence, 2023).

The coordinated, whole-of-government and whole-of-nation approach outlined in the 
document is designed to strengthen the following (Australian Government Department 
of Defence, 2024b):

•	 Integrated state power.

•	 National, industrial and supply-chain resilience.

•	 Innovation, science and technology.

•	 The workforce and skills base.

•	 Strong national intelligence capabilities.

Without a higher-level strategy, 
Australia may struggle to manage 
integrated deterrence, devise threat-
specific strategies or assess the 
economic and diplomatic implications 
of defence policy.
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The five core objectives of the Australian national defence strategy are (Australian Gov-
ernment Department of Defence, 2024b):

•	 Protect Australia and its immediate region.

•	 Deter and prevent attempts by potential northern adversaries to project force 
against Australia.

•	 Safeguard Australia’s economic links with the world.

•	 Contribute with partners to collective security in the Indo-Pacific region.

•	 Cooperation with partners to support the rules-based international order.

Recommendations for Estonia based on Australia’s example:

•	 Defence-related strategies should be assessed and updated at least every two years.

•	 Invest in innovation, science and technology to help ensure and strengthen national 
security across different fields.

•	 Strengthen national intelligence capabilities.

New Zealand

New Zealand’s first national security strategy was published in 2023. The strategy sets out 
a national security vision that promotes a focused, integrated and inclusive approach. The 
document reflects New Zealand’s distinctive geography, history and values, which will 
form the foundation of the country’s future development and position in an increasingly 
complex world.

The strategy stresses the importance for New Zealand of a peaceful, stable and resil-
ient Pacific region and recognises the value that close international partnerships bring to 
every security challenge the country faces.

In developing its strategy, New Zealand uses a Networked Combat Force approach. This 
concept links people, sensors, command and control systems (C2), platforms, and capa-
bilities, which are supported by strong organisational structures, business processes, 
logistics, and infrastructure. The advantage of this approach is its applicability to build-
ing operational effectiveness and its suitability to a comprehensive approach to security 
(New Zealand Defence Force, 2019).

New Zealand’s National Security Strategy 2023–2028 is an all-of-government framework 
that complements various existing strategies and policies, including the Countering Ter-
rorism and Violent Extremism Strategy, the Cyber Security Strategy, the Maritime Secu-
rity Strategy, the strategy against Transnational, Serious and Organised Crime, the Pacific 
Regional Plan, the Mass Arrivals Prevention Strategy, the National Space Policy and the 
Border Sector Strategy (New Zealand Government, 2023). According to the strategy, the 
twelve key national security issues most directly affecting New Zealand’s national inter-
ests are as follows:

•	 Strategic competition and the rules-based international system;

•	 Emerging, critical and sensitive technologies;

•	 Disinformation;
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•	 Foreign interference and espionage;

•	 Terrorism and violent extremism;

•	 International organised crime;

•	 Economic security;

•	 Pacific resilience and security;

•	 Maritime security;

•	 Border security;

•	 Cybersecurity;

•	 Space security.

The Future Force Design Principles 2023 document (New Zealand Ministry of Defence, 
2023b) establishes the basis for government decisions on the development of New Zea-
land’s defence forces over the next 15 years. It builds on The Defence Policy and Strategy 
Statement 2023 (New Zealand Ministry of Defence, 2023a), which sets out current and 
future defence policy challenges facing New Zealand.

Although some agencies have national security as their pri-
mary mandate, the National Security Strategy 2023–2028 also 
highlights that a wide range of agencies work together in their 
respective areas to ensure a safe and resilient country on a day-
to-day basis. Together, these agencies form the national secu-
rity community, which focuses on protecting the interests of 
the state and its people.

New Zealand’s defence policy documents are also noteworthy 
for their clearly structured presentation of objectives, measures and related elements in 
a variety of thematic areas. One example of this is The NZDF Strategic Plan 2019–2025 
(New Zealand Defence Force, 2019).

Recommendations for Estonia based on New Zealand’s example:

•	 Invest in clearer, better structured and more visually accessible security and defence 
documents to ensure they reach all groups in society and thereby support a better 
understanding of the roles and contributions of different actors in safeguarding 
national security.

THE REST OF THE WORLD
India

India has the world’s second-largest military in terms of active personnel and the largest 
number of volunteer soldiers. The military is governed by the Ministry of Defence of the 
Government of India. Currently, however, India does not have a public national security 
strategy or a comprehensive defence concept, and debate over creating such a strategy 
continues.

Although some agencies have national 
security as their primary mandate, a 
wide range of agencies work together in 
their respective areas to ensure a safe 
and resilient country on a day-to-day 
basis. Together, these agencies form 
the national security community, which 
focuses on protecting the interests of 
the state and its people.
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The most recent call for a national security strategy was in June 2024, when the Chief of 
Defence Staff highlighted the need for such a document in the National Security Doctrine 
(Shankar IAS Parliament, 2024).

The doctrine proposes that a future strategy should:

•	 Set out national defence objectives and outline how those objectives will be imple-
mented and regularly updated.

•	 Define both traditional and non-traditional threats and opportunities.

•	 Clarify the responsibilities of different institutions and actors in carrying out these 
tasks.

Additionally, doctrines and strategies at the national level – including a national defence 
strategy – must be prepared and approved at the highest levels of government, follow-
ing the model of the Nuclear Doctrine, which was developed by the National Security 
Advisory Board and adopted in 2023. More narrowly scoped doctrines, programmes and 

strategies, however, have been drawn up for the mil-
itary at the strategic, operational and tactical warfare 
levels, as well as for internal security bodies such as the 
police.

India has several reasons to develop a national security 
strategy:

•	 Defence planning is in poor shape: the system is 
over-centralised, and strategic guidance is vague.

•	 Multiple national committees have recommended 
drawing up a strategy (in 1979, the need for unified 
deterrence and defence capability; in 2000, the need 
for major national defence reforms; in 2012, an offi-
cial national strategy to guide military reforms was 
established).

•	 In 2018, a process to draft a national defence strat-
egy was launched, but the results have not been made 
public. Since then, the United States, the United King-

dom and Russia have all published their national defence strategies, as have India’s 
neighbours China and Pakistan.

The publication of such a strategy is also seen as important since it would:

•	 Enable the development of a full threat assessment;

•	 Help align and relate different security and national safety principles, policies and 
measures;

•	 Support the allocation and direction of resources;

•	 Help set clear strategies and priorities;

•	 Have international significance;

•	 Help strengthen public and societal awareness and support;

•	 Help improve cooperation within government on key issues;

•	 Support national development.

The publication of such a strategy is also seen 
as important since it would:
•	 Enable the development of a full threat 

assessment;
•	 Help align and relate different security 

and national safety principles, policies and 
measures;

•	 Support the allocation and direction of 
resources;

•	 Help set clear strategies and priorities;
•	 Have international significance;
•	 Help strengthen public and societal 

awareness and support;
•	 Help improve cooperation within 

government on key issues;
•	 Support national development.
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Topics of interest for Estonia based on India’s example:

•	 Although India does not have a defence concept, it is noteworthy that (according 
to the Chief of Defence Staff of the Indian Armed Forces), the public presentation 
and availability of such a concept is itself regarded as a form of strategic defence 
activity – i.e. deterrence.

Pakistan

Pakistan is a nuclear-armed state in which, despite its democratic system of government, 
domestic political instability since 2022 has strengthened the military’s role in maintain-
ing political power and societal security (Muneer & Aryal, 2024). While there is no com-
pulsory national service, the country is estimated to have the world’s sixth-largest mili-
tary, and the armed forces continue to expand their presence and cooperation with the 
civilian sector (Total Military Insight, 2024).

The National Security Policy of Pakistan 2022–2026 (National Security Division, 2022) 
was approved by the federal government on 28 December 2021 and is the country’s first 
national security policy document. The drafting process began in 2014 and involved all 
ministries and agencies, local governments, the governments of Gilgit-Baltistan and Azad 
Jammu and Kashmir, and military institutions. More than 600 individuals contributed, 
including members of the National Security Division’s advisory council, specialists and 
civil society representatives. Public hearings on the fundamentals of defence policy were 
also held in private and public universities.

The security policy introduces a citizen-centred, comprehensive national security frame-
work. Alongside traditional national security sectors, the framework identifies human 
security, national cohesion and internal security as key pillars.

The policy is based on the concept that national security is shaped by both traditional 
and non-traditional threats and opportunities. It places economic security at the core of 
national security and stipulates that: I) economic geography and geopolitics must support 
national geostrategy; and II) sustained economic growth is necessary to expand national 
resources. Economic growth is seen as key to guaranteeing 
the resources needed to safeguard both national and human 
resources. The principal aim of foreign policy and military 
capability is to maintain peace and stability in the region 
and beyond, based on mutual respect and the recognition of 
an equal right to sovereignty between countries.

The following activities, measures and aspects identified in the strategy can be consid-
ered as components of India’s comprehensive national security:

•	 To ensure national integrity and societal cohesion, it is important to a) promote 
unity and patriotism while recognising diversity within society and b) promote 
transparent, efficient and equitable public services, including reinforcing the dem-
ocratic social contract between citizens and the state.

•	 To secure the country’s economic future, it is important to address three economic 
challenges relevant to national security: international instability, socio-economic 
inequality within the country, and geographic inequality between developed and 
less developed regions. It is also necessary to ensure local energy security and access 
to international energy supplies through binding agreements. Increasing access to 
education, including affordability, is also essential.

The security policy introduces a citizen-
centred, comprehensive national security 
framework, which identifies human 
security, national cohesion and internal 
security as key pillars.



62 COMPREHENSIVE NATIONAL DEFENCE STRATEGY IN THE FIELD OF INTERNAL SECURITY

The contribution of internal security to comprehensive national security involves:

•	 All administrative units of the state working toward ensuring the safety of people’s 
lives and property;

•	 A zero tolerance policy towards terrorism, extremism and violent (minority) 
nationalist movements;

•	 Ensuring that the justice system remains effective and people-centred;

•	 Actively combating organised crime to safeguard the environment necessary for 
intellectual and economic activity.

•	 Human security measures that should be taken are:

•	 Ensure balanced regional development;

•	 Strengthen food security by expanding farmable land and increasing climate 
resilience;

•	 Improve preventive healthcare;

•	 Adapt to changing climatic conditions and strengthen disaster preparedness;

•	 Find sustainable solutions to the clean water crisis, including expanding storage 
capacity.

CLIMATE CHANGE HAS LED STATES TO GIVE GREATER ATTENTION IN THEIR DEFENCE STRATEGIES 
TO FOOD SECURITY AND ACCESS TO CLEAN WATER, AS WELL AS TO THE CRISES THAT FOOD SHOR-
TAGES MAY TRIGGER, INCLUDING POSSIBLE MIGRATION. PHOTO: PEXELS.COM
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The strategy further emphasises the importance of countering hybrid threats, including 
enhancing cybersecurity and information security, and developing space technologies. 
It also stresses that Pakistan’s diaspora should be informed about national issues and 
actively engaged as part of broader security efforts.

Recommendations and points of interest for Estonia based on Pakistan’s 
example:

•	 Reduce socio-economic and geographic disparities to support societal cohesion 
and internal security.

•	 Emphasise the contribution of internal security to national defence, including crime 
prevention, countering extremism and maintaining a transparent justice system.

•	 Recognise climate adaptation, including food security, as an essential part of pro-
tecting human security and ensuring the continuity of internal security systems.

Saudi Arabia

Saudi Arabia (the Kingdom of Saudi Arabia) – the largest independent state in the Middle 
East by territory – is an absolute monarchy with no history of elections, no legislature 
and no parliament. The country also lacks an independent media.

Since the 2010s, Saudi Arabia has expanded its armed forces to address both immediate 
security threats, including Houthi rebels in Yemen and the influence of IS, and longer-
term challenges, such as Iran’s growing strength and uncertainty over the extent of US 
support in the region. Since 2019, women have been able to serve in the military in addi-
tion to the police.

From 1932, when the country gained independence, the central aim of Saudi rulers has 
been to maintain internal order and sovereignty in the face of demographic and eco-
nomic pressures (including rapid population growth, periods of recession and the decline 
of purchasing power), rising religious militancy and regional instability. The alliance with 
the United States has also contributed to domestic tensions. Regime insecurity, including 
the presence of Al-Qaeda, plays a significant role in shaping Saudi foreign policy (Hoet-
jes, 2022, p. 5).

There is no publicly available national defence or security strategy. However, some insight 
into national security governance can be drawn from state documents and international 
assessments.

Transparency International’s Government Defence Integrity Index. Country Brief: Saudi 
Arabia (Transparency International Defence and Security, 2020b) notes that the coun-
try’s oil reserves and strategic importance have made it a key security partner for both the 
United States and the United Kingdom. Moreover, Saudi Arabia was the world’s largest 
importer of US and UK arms from 2016 to 2020.

The Crown Prince of Saudi Arabia, who also serves as defence minister, has strength-
ened his control over the armed forces. Effective authority over defence, therefore, rests 
with the crown prince, who sets policy and makes budgetary and procurement decisions. 
At the same time, there is no transparency regarding the processes involved in national 
security and the use of funds directed to those processes. The military is highly vulner-
able to corruption, including in personnel management. The crown prince also relies on 
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private military companies for security in Saudi Arabia and 
the wider region, and these entities are not bound by Saudi 
law.

The Council of Political and Security Affairs of Saudi Arabia, 
one of two subcabinets of the Kingdom of Saudi Arabia, is 
nominally responsible for defence matters, but it has no for-
mal oversight powers and limits itself to making recommen-

dations on government decisions, which are rarely contested.

In 2016, Saudi Arabia launched the national programme Kingdom of Saudi Arabia Vision 
2030, which is built around three pillars: a vibrant society, a thriving economy and an 
ambitious nation (Kingdom of Saudi Arabia, 2016, p. 13)

The aim of the programme is to develop a domestic defence industry not only to reduce 
defence spending but also to boost industrial growth more generally, including ICT and 
advanced manufacturing. Although defence spending is high, currently, only 2% of it is 
domestic. The country has set the goal of retaining 50% of designated defence expendi-
ture within the country by 2030. To accelerate industrial development, the government 
is directing state investment to the sector and seeking strategic partnerships with lead-
ing global firms. Domestic production is expected to strengthen defence capabilities and 
advance research and development more broadly (Kingdom of Saudi Arabia, 2016, p. 47).

In December 2020, Saudi Arabia also presented its National Cybersecurity Strategy 
(National Cybersecurity Authority, 2020), which is built around six pillars: coordination –  
national-level cybersecurity governance; management – flexible national cyber risk 
management; resilience – ensuring the functioning of the cyber ecosystem; protection – 

strengthening national cybersecurity and technical capacity 
to respond to cyberattacks; partnership – enhancing cooper-
ation and collaboration in cybersecurity; and development –  
expanding national capabilities and advancing the cyber
security sector.

Recommendations for Estonia based on Saudi Arabia’s example:

•	 Develop the domestic defence industry, recognising it as an important component 
of the national economy. Strengthening local production can support the labour 
market and improve the wider social situation.

•	 Build connections between national research activity and the defence industry. A 
domestic defence sector supports research and development both directly, through 
innovative solutions, and indirectly by raising the overall level of national research 
and development.

The United Arab Emirates

Though situated in a politically complex region, the United Arab Emirates (UAE) has 
secured a firm position on the global political landscape thanks to its resources and stra-
tegic location. It is also one of the wealthiest countries in the world in per capita terms, 
and 8% of global oil reserves lie within its territory. The UAE’s most significant standing 
threats stem from its largest neighbours, Iran and Saudi Arabia. At present, its main 
security concerns are the Muslim Brotherhood and Iran (Hoetjes, 2022, p. 5). 

The plan set for 2030 aims to develop 
the local defence industry not only to 
reduce defence expenditures, but also 
to generally boost and advance the local 
industry, including the production of ICT 
and industrial technology.

Domestic production is expected to 
strengthen defence capabilities and 
advance research and development more 
broadly.
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In addition to the United States, the UAE has important defence partnerships with the 
five member states of the Gulf Cooperation Council – Bahrain, Kuwait, Oman, Qatar 
and, in particular, Saudi Arabia. In 2014, an agreement was reached to build a joint mili-
tary base in Bahrain and a strategic base in Abu Dhabi. The UAE and Saudi Arabia make 
up the region’s leading states, especially following the resolu-
tion of conflicts between Ethiopia and Eritrea (MCC, 2024).

The UAE’s security is principally based on its political and eco-
nomic ties with the United States. It is also the only Arab state 
that has served alongside the US in allied operations over the 
past 30 years, including in Afghanistan and Libya.

In 2014, a 16-month compulsory military service requirement 
was introduced to increase the number of reserve soldiers. A 
number of former US military personnel also serve in the UAE 
military and as military advisers.

As noted in Transparency International’s 2020 Government Defence Integrity Index. 
Country Brief: United Arab Emirates, the UAE has no publicly available national defence 
or security plan. Therefore, defence expenditure is difficult to trace or analyse. At the same 
time, defence spending is also linked to foreign policy objectives, such as strengthening 
or maintaining relationships. While arms imports from the United States have declined 
and imports from China and Russia have increased, the UAE has also developed its own 
defence industry (Transparency International Defence and Security, 2020c).

In November 2020, the Cybersecurity Council UAE was established with the aim of devel-
oping a cybersecurity strategy and a secure and robust national cyber infrastructure. This 
evolving defence approach reflects the unprecedented security challenges facing many 
Gulf states, particularly the UAE. These challenges extend beyond military, security and 
economic issues to social, environmental and technological concerns.

The UAE also draws on its financial capacity – particularly through development and 
humanitarian aid programmes – to advance its interests and expand its sphere of influ-
ence. It employs soft power, including through economic, medical and media resources, 
both to protect itself from Islamist groups and to present alternatives within the Arab 
world. Soft power, particularly assistance to neighbouring countries, has been one of the 
UAE’s primary foreign policy tools since the 1980s.

Recommendations for Estonia based on the UAE’s example:

•	 Broaden the list of recognised threats to national security to include environmen-
tal risks, which can affect not only migration flows and regional competition over 
resources but also the functioning of internal security.

•	 Recognise the novel challenges posed by technological change in its broadest sense, 
as rapid technological advances have a direct impact on national security and on 
maintaining societal safety.

Israel

Israel does not have a formal, government-approved national security strategy or doc-
trine. The need for such a strategy remains a topic of debate, and many argue that Israel 

The UAE also draws on its financial 
capacity – particularly through 
development and humanitarian aid 
programmes – to advance its interests 
and expand its sphere of influence. 
It employs soft power, including 
through economic, medical and media 
resources, both to protect itself 
from Islamist groups and to present 
alternatives within the Arab world. 
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should set out the central pillars of its defence policy in writing. The closest equivalent 
to a national security strategy is considered to be the extensive 1953 briefing on national 
security problems presented to the government by Prime Minister David Ben-Gurion, 
though this was in fact a multi-year situational report. Several attempts have been made 
to draft a strategy: a committee established to produce an integrated national security 
concept prepared draft texts, but these were not approved by the government and did not 
gain political support. Prime Minister Benjamin Netanyahu is reported to have drafted 

a comprehensive national security concept in 2018. However, 
while the concept’s key ideas have been discussed in publicly 
available sources, no direct quotations or formal references 
have been published.

In 2019, the former head of the Committee to Formulate Isra-
el’s National Security Doctrine (the committee tasked with 
preparing Israel’s security doctrine in 2006) Ron Eldadi and 

the committee’s secretary Dan Meridor published an extensive review of Israel’s chal-
lenges and possible solutions, but even this cannot be regarded as an official security 
document (Meridor & Eldadi, 2019).

Although no unified, approved doctrine exists, defence has always been decisive in gov-
erning the state and each administration has had its own emphasis.

The Israel Defense Forces (IDF) are the primary body responsible for implementing 
national security policy. Mossad (the Institute for Intelligence and Special Operations) 
and the Israeli Security Agency (Shabak) play vital roles, as, in certain areas, do the Israel 
Atomic Energy Commission, the National Cyber Directorate, the police and the emer-
gency services. More broadly, the Ministry of Foreign Affairs and other government bod-
ies also share responsibility for Israel’s international position.

The Jerusalem Institute for Strategy and Security identifies a set of principles that con-
stitute Israel’s unwritten but broadly accepted security doctrine (Amidror, 2021). These 
explain the state’s military defence posture but do not address the aspects of comprehen-
sive defence. The principles are:

•	 Israel makes every effort to maintain its ability to defend itself independently, with-
out depending on allies or partners. The focus is on ensuring that its defensive and 
offensive capabilities exceed those of potential adversaries. Large portions of the 
national budget are directed to defence, and public support is vital.

•	 Israel maximises its military capabilities through conscription and a large standing 
and reserve force. The length of service is deliberately long to allow for extensive 
training, and reservists undergo continuous refresher training.

•	 Israel must maintain deterrence at several levels and be prepared for direct mili-
tary attack and a range of other existential threats. This includes developing cyber 
defence and multi-level intelligence capabilities, as well as other deterrence tools.

•	 Israel must adapt to a diverse and rapidly changing security environment. Foreign 
and domestic policy must evolve accordingly and be handled with care and strate-
gic foresight.

•	 Finally, Israel recognises that adversaries will not disappear and, therefore, contin-
uous preparedness is essential.

Military service of at least two years and eight months is compulsory for Jewish men and 
women, and for Druze and Circassian men. Jewish women must serve at least two years. 

Israel must adapt to a diverse and 
rapidly changing security environment. 
Foreign and domestic policy must 
evolve accordingly and be handled with 
care and strategic foresight.
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Service may also be completed in internal security institutions, through volunteer work 
or in similar roles (for details, see Koort et al., 2023, pp. 13–14).

Recommendations for Estonia based on Israel’s example:

•	 Emphasise the constant evolution of the security environment and the need for 
flexibility in foreign policy, which indirectly points to the importance of having 
the confidence to adjust direction in response to changes in the wider security 
environment.

•	 Stress the importance of continuity and vigilance in national defence: actors that 
threaten the state remain present even when their activity is neither active nor 
visible.

Türkiye

Türkiye (Republic of Türkiye)– which has the second-largest army in NATO – occupies a 
strategically important position, and its long-standing relations with its neighbours make 
it a key security actor in Europe, the Balkans, the Caucasus, the Middle East, the Medi-
terranean and the Black Sea.

In Türkiye, all male citizens aged 21–41 must complete at least six months of military ser-
vice, and women may also serve, although there is no legal alternative service framework. 

In 1990, the military dominated national defence planning, and the civilian government 
had a say only in the final approval of the strategy. Since 2002, however, civil–military 
relations have changed significantly: the government became the authority responsible 
for setting the military and defence agenda, foreign policy moved the defence industry 
into focus, and the military was forced to adapt to its new situation. Following the failed 
military coup of 2016, the defence minister became the highest authority in military 
decision-making. Since 2018, the President has held substantial power over civil–mili-
tary relations and the shape of Türkiye’s defence architecture (Yanan, 2024).

Türkiye’s defence and security policy has been transformed over the past decade. The 
aftermath of the Arab Spring reshaped the security environment at home and in the 
region, while Türkiye has also sought to shift its global position and prove its military 
capabilities. National security, including the preservation of the political system, is clearly 
prioritised over individual security (Tank, 2021).

Although Türkiye’s main defence policy document, the National Security Policy Docu-
ment (Milli Güvenlik Siyaset Belgesi), is not publicly accessible, there is evidence that the 
document underwent significant revision in 2022 based on Türkiye’s core national values 
and with little regard for its long-standing allies, the United States and Europe (Yanan, 
2024; Bozkurt, 2022).

Türkiye’s new military and defence strategy is shaped by domestic, regional and inter-
national developments (Yeşiltaş, 2020), and both the decision makers and Türkiye’s geo-
political vision have changed. Within Türkiye’s civil–military framework, the Turkish 
Armed Forces hold a special position above politics, and the Turkish military industry 
enjoys a similar privileged status. The core goal of Türkiye’s military and defence plan-
ning is strategic autonomy, based on an independent and sustainable defence posture and 
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defence industry, and the ability to formulate and pursue its foreign, military and defence 
strategy without relying on allies. Türkiye also seeks a dominant role in its region.

As the Turkish Ministry of Foreign Affairs describes Türki-
ye’s national security approach, the country’s security and 
self-defence are closely linked and have three dimensions: 
the survival of the population, the preservation of territorial 
sovereignty, and the protection of national identity as it has 
developed politically, economically and culturally. Ensur-
ing security, both national and international, goes beyond 
military capability and policy. Modern security challenges 
require military, economic, social, political and legislative 

measures. In short, a comprehensive approach is needed to address contemporary secu-
rity tasks (Republic of Türkiye Ministry of Foreign Affairs, 2022a; Republic of Türkiye 
Ministry of Foreign Affairs, 2022b).

Achieving strategic autonomy requires strengthening the military, including its readi-
ness; taking preventive action supported by an already established posture of strength; 
implementing strategy (for example, in counterterrorism) and maintaining military 
deterrence, including the presence of troops abroad.

Türkiye also exercises various forms of soft power. Its involvement in Syria since 2011, 
under the Justice and Development Party (AKP), which rose to power in 2002, forms 
part of a Turkish approach to humanitarian aid and peace promotion that contrasts with 
Western policy (Tank, 2021). For neighbouring states, humanitarian assistance has stra-
tegic and security objectives; for more distant states, it also contributes to trade and busi-
ness interests. Providing aid strengthens ties between the countries involved while the 
donor state is able to acquire significant influence, including in shaping projects in the 
countries it assists, to further its own foreign policy interests. For Türkiye, humanitarian 
assistance and peace negotiations are a key part of the AKP’s broader exercise of power.

Turkish foreign policy, which is seen as a guarantor of national security, is interwoven 
with domestic politics and, whether it reflects the agenda of the governing party or the 
President, is used to bolster domestic standing. Foreign policy failures tend to be seen as 
failures of leadership.

Recommendations for Estonia based on Türkiye’s example:

•	 Strengthen and emphasise the role of economic, social and political decisions in 
national defence. In other words, national defence should be directly shaped by the 
state’s overall policies and decisions, not solely by the activities and policies of the 
Ministry of Defence.

The Republic of South Africa

The defence policy of the Republic of South Africa (hereinafter, referred to as the RSA) is 
formally defined by the Constitution and supported by strategies issued by the Depart-
ment of Defence, the national defence white paper The Defence White Paper (Govern-
ment of South Africa, 1996) and the South African Defence Reviews, which are periodic, 
systematic reviews of the country’s defence sector. The RSA has not adopted a separate 
comprehensive defence strategy or concept.

Security and self-defence are closely 
linked and have three dimensions: 
the survival of the population, the 
preservation of territorial sovereignty 
and the protection of national identity as 
it has developed politically, economically 
and culturally.
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The South African Constitution (Schedule 6, section 24 of the 1996 Act) sets out the tasks 
of the South African National Defence Force (SANDF), including those pertaining to 
internal security, as follows:

•	 Protecting sovereignty and territorial integrity;

•	 Fulfilling international obligations;

•	 Preserving and protecting life, health and property;

•	 Ensuring and supporting essential services;

•	 Enforcing the law;

•	 Supporting all state institutions, including ministries and other institutions in their 
respective areas of administration.

The Constitution of South Africa (1996, Article 201(2)) also stipulates that the President, 
and only the President, as head of the executive, may authorise the use of the defence forces 
in support of the police, for national defence, or to meet international commitments.

In addition, the Defence Act (2002 [Sec 18(1)]) provides the President or ministers the 
power to authorise the use of the defence forces domestically or in international waters if 
doing so is necessary to:

•	 Protect life, health or property;

•	 Ensure essential services;

•	 Support a state institution or area of administration;

•	 Carry out border control.

The South African Defence Force is a professional military body, and compulsory mili-
tary service was abolished in 1994.

Parliament has the mandate to approve and revoke defence policy, although this power 
has never been used. Three parliamentary committees address defence matters: the Select 
Committee on Security and Justice and the Joint Standing Committee on Defence. In 
practice, many of Parliament’s recommendations to the Department of Defence remain 
unimplemented, and compliance with audits is uneven. The ministry submits an annual 
expense budget, but the nature of the expenditures is not always transparent.

According to Transparency International’s Government Defence Integrity Index. Country 
Brief: South Africa, published in 2020, the most recent defence review for the RSA was 
submitted in 2014 (Transparency International Defence and Security, 2020d).

The RSA holds a unique position in international affairs through investment, trade agree-
ments and an active role in the African Union. Despite having one of the continent’s most 
diverse and developed economies, poor governance and declining democratic standards 
have contributed to economic stagnation, high unemployment and slow socio-economic 
development. Consequently, the weakened economy has strained the defence sector, 
which is now underfunded and poorly equipped.

According to the strategic plan presented by the Ministry of Defence in 2020, Depart-
ment of Defence Strategic Plan for 2020–2025, the Department of Defence’s vision is: 
“Effective defence for a democratic South Africa” and its mission is: “To enable, utilise, 
maintain and renew defence capabilities in accordance with the needs of the Republic of 
South Africa as stipulated by law” (Republic of South Africa Defence Department, 2020).
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The strategy emphasises that national defence architecture must have local, regional and 
continental dimensions. From a comprehensive defence perspective, the local dimension 
is central, and human security, sovereignty and priorities related to territorial integrity, 

constitutional order and well-being, including economic 
growth and good governance, should all be areas of focus. 
National security depends on regional and continental 
security, and economic success depends on peace, stabil-
ity, growth and the strengthening of democratic values. The 

defence strategy is intended to support the government’s plans in all three dimensions. 
The Department of Defence is currently assists, and will continue to assist, municipalities 
and state institutions in both providing humanitarian relief and crisis response, and it 
also provides support regionally.

The principal role of the military is to defend the RSA’s borders on land, at sea and in 
cyberspace. Border protection is a matter of national safety and security that requires 
sufficient resources, in addition to technical and infrastructural support. With a coastline 
of roughly 3,900 kilometres, maritime security and lawful activity at sea are of critical 
importance.

The Department of Defence plans the following steps to strengthen defence capability: 
invest in human resources, including skills development and management training, con-
tinue to operate effectively within tight financial conditions, and develop ICT.

Recommendations for Estonia based on South Africa’s example:

•	 Emphasise the role of economic stability and economic growth as a security issue, 
specifically as a foundation for societal well-being and stability.

•	 Define the Ministry of Defence’s role in supporting other state institutions and local 
authorities during crises, and ensure that the ministry plans the resources and sup-
plies needed to provide broad assistance when required.

Brazil

Brazil is the world’s fifth-largest country by area and seventh by population, with a devel-
oping economy. Transparency International’s Government Defence Integrity Index. Coun-
try Brief: Brazil (Transparency International Defence and Security, 2020e) notes that the 
past decade has seen economic decline, rising homicide rates and major corruption scan-
dals. The election of President Jair Bolsonaro in 2018 was followed by a hard-line security 
policy, deep political polarisation and attacks on democratic institutions.

Since 2018, the armed forces have been extensively involved in internal security: they 
have taken over several policing functions, led raids against gangs, committed widespread 
human rights violations and operated outside legal frameworks. Corruption within the 
armed forces affects both procurement and management of human resources.

The Brazilian Armed Forces (Forças Armadas Brasileiras) are a professional military, but 
the country also has compulsory service for all men aged 18–45 except clergy (service 
lasts 10–12 months), and women have been able to serve since 1980 (the first such policy 
in South America).

Economic success depends on peace, 
stability, growth and the strengthening of 
democratic values.
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The National Strategy of Defense was adopted in 2008, and the National Defense Policy 
(Politica Nacional de Defesa) dates from the same year. In 2012, the documents were 
harmonised, and they continue to function in parallel today. The Defense Policy focuses 
on external threats, and while it does not explicitly refer to the concept of comprehensive 
national defence, it acknowledges that social, political and economic factors contribute to 
the secure functioning of both the state and society (Política Nacional de Defesa, 2013).

The National Strategy of Defense is narrower in scope and primarily defines the military 
capabilities that are of the most strategic importance to national defence: cyberspace and 
cybernetics (including production, education and military use), airspace (including sat-
ellite development and production) and nuclear capability (while rejecting nuclear weap-
ons, Brazil maintains its broader nuclear competence). A key goal is reorganising the 
national defence industry to support independent technological development.

Strategic activities that can also be understood as aspects of a comprehensive national 
defence include:

•	 Research, development and innovation in support of national security, with close 
cooperation between the Ministry of Defence and the Ministry of Science, Tech-
nology and Innovation, in particular, being an important strategic objective.

•	 Investing in human resources and promoting the value of military careers in society.

•	 Educational programmes that involve a range of civilian sectors in defence issues 
(including more public communication, disclosure, and explanations of defence 
activities, and teaching defence topics in secondary schools).

•	 Developing, legislating and implementing basic principles governing mobilisation 
and demobilisation.

•	 Improving logistics between actors such as the defence industry and the armed 
forces.

•	 Working to align national industrial and infrastructure with the country’s national 
defence needs.

•	 Revise legislation concerning internal security and 
law enforcement so that the armed forces can sup-
port internal security when required.

•	 Ensure that all state institutions contribute to 
national security, for example, by developing a 
national crisis-preparedness model, improving 
crisis-response capabilities, strengthening critical 
infrastructure resilience, supporting public-space 
security and protecting paramedics.

In 2020, an analysis by Siqueira Bricki identified a num-
ber of shortcomings in the National Defense Policy, 
National Defense Strategy, and the National Defense White Paper.

•	 The documents stress the importance of defence but do not define priority areas, 
and neither reforms nor capability improvements are analysed without a corre-
sponding increase in defence expenditure.

•	 They form a plan drafted by the Ministry of Defence without political backing, 
which is insufficient grounds for implementing changes within the armed forces.

The National Strategy of Defense is 
narrower in scope and primarily defines the 
military capabilities that are of the most 
strategic importance to national defence: 
cyberspace and cybernetics (including 
production, education and military use), 
airspace (including satellite development 
and production) and nuclear capability (while 
rejecting nuclear weapons, Brazil maintains 
its broader nuclear competence). 
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•	 There is a mismatch between acquiring modern technology 
and strengthening technological capability on the one hand, 
and the skills and structure of the armed forces on the other.

•	 A modern military depends on the defence industry, includ-
ing the local defence industry, where resource availability 
and supply chains are crucial. Yet the strategy does not pro-

pose how the defence industry should develop, instead assuming that the market 
will determine progress or need. Such strategic industries require state attention, 
whereas other sectors relevant to the armed forces, such as textiles, do not require 
similar support because they also serve or could serve civilian purposes. Addition-
ally, wartime-critical industries must be systematically maintained and developed, 
tested, kept minimally staffed and have their products continuously updated.

TABLE 2. CHANGES IN DEFENCE OBJECTIVES IN BRAZIL’S DEFENCE STRATEGIES, 1996–2016 (ADAP-
TED FROM MARQUES & MAIA NETO, 2020, PP. 18–19)

1996 2005 2012 2016

Guarantee sovereignty, 
preserve territorial 

integrity, heritage, and 
interests

Guarantee sovereignty, 
preserve national 

treasures and territorial 
integrity

Guarantee sovereignty, 
preserve national 

treasures and territorial 
integrity

Guarantee sovereignty, 
preserve national 

treasures and territorial 
integrity

Guarantee rule of law and 
democratic institutions    

Maintain national 
cohesion and unity

Contribute to the 
preservation of cohesion 

and national unity

Contribute to the 
preservation of cohesion 

and national unity

Contribute to the 
preservation of cohesion 

and national unity

 Promote regional stability Contribute to regional 
stability Contribute to regional 

stability, international 
peace and security

Contribute to maintaining 
international peace and 

security

Contribute to maintaining 
peace and international 

security

Contribute to international 
peace and security

Protect individuals, goods, 
and resources that are 

Brazilian/under Brazilian 
jurisdiction

Defend national interests, 
Brazilian citizens’ assets 

and resources abroad

Defend national interests, 
Brazilian citizens’ assets 

and resources abroad

Protect individuals, goods, 
resources and national 

interests abroad
Achieve and maintain 

Brazilian interests abroad

Give Brazil a significant 
role in international 

affairs and a greater role 
in international decision-

making processes

Participation of Brazil in 
the community of nations 

and a broader role in 
international decision-

making processes

Intensify Brazil’s 
participation in the 

community of nations and 
international decisions

Increase Brazil’s 
participation in the 

community of nations 
and role in international 

decision-making 
processes

  

Maintain Armed Forces 
that are modern, joint, 
well-trained, balanced, 

professional and 
adequately deployed 

throughout the national 
territory

Assure the capability 
of defence for the 

accomplishment of 
the Armed Forces’ 

constitutional missions

  

Structure Armed Forces 
around capabilities, 

provide personnel and 
material in accordance 

with strategic and 
operational planning

Wartime-critical industries must 
be systematically maintained and 
developed, tested, kept minimally 
staffed and have their products 
continuously updated.
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1996 2005 2012 2016

  

Develop the Defence 
Industrial Base to 

ensure autonomy in vital 
technologies

Promote productive and 
technological autonomy in 

the area of defence 
  

Develop the potential 
for defence logistics and 

national mobilisation

  

Raise awareness amongst 
Brazilian people about the 

importance of defence 
matters for the country

Expand involvement 
of Brazilian society in 

National Defence matters

Recommendations for Estonia based on Brazil’s example:

•	 Harmonise the activities of the defence industry with national defence needs.  
Even in innovation-driven Estonia, there are many start-ups and small companies 
developing modern military technology, but it would be useful to map where they 
are meeting Estonia’s defence needs and where they are primarily serving com-
mercial aims, so that the state can support missing competencies and industrial 
capacity as necessary.

•	 Align infrastructure development with national defence needs. Estonia would also 
benefit from coordinating national and societal infrastructure requirements with 
defence needs to avoid situations where infrastructure essential for societal conti-
nuity becomes a security risk.

•	 Amend legislation to ensure that the armed forces have not only the legal basis to 
support internal security functions during crises, but also the relevant training for 
internal security tasks.

Mexico

Mexico has compulsory one-year military service for all men aged 18–40, although con-
scripts are selected by lottery, and the service itself involves minimal training and is largely 
made up of social work. Conscripts serve only in the infantry. The Mexican Armed Forces 
(Fuerzas Armadas de México) are a professional military and consist of the army, navy 
and air force. Women are able to serve in the armed forces.

Mexico faces severe problems with drug cartels, organised crime and smuggling, which 
have led security and law-enforcement agencies to adopt increasingly hard-line and mili-
tarised approaches. The government has relied heavily on the armed forces (the sustained 
militarisation of public security), resulting in abuses of power and civilian deaths. Public 
safety and freedom of expression have become increasingly at risk. At the same time, 
defence spending has risen significantly as military responsibilities have expanded.

In Mexico, military information is classified, meaning legislators have no access to it. 
Both internal security and national security responsibilities are increasingly handed 
to the armed forces, leaving legislators ever more excluded from decision-making on 
security matters. The military now plays a growing role in the supervision of ports, bor-
der crossings and major infrastructure projects. This has raised further concerns about 
whether civilian authorities retain sufficient oversight of the military sector.
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This expansion of military responsibilities has also led to human rights abuses. The fed-
eral police has been replaced by the National Guard, which now serves as the main law- 
enforcement body. Private military and security companies also play an increasing role in 
maintaining national security.

Because the military is the primary driver of Mexico’s internal security crisis, defence 
expenditure has risen significantly and arms imports grew by 17% between 2015 and 
2019 (Transparency International Defence and Security, 2020f ).

The National Security Strategy is a framework document covering a presidential term of 
office. It primarily defines the role and tasks of the military and the Ministry of Defence. 
The current strategy is the National Peace and Security Plan 2018–2024 (Plan Nacional 
de Paz y Seguridad 2018–2024). However, a new strategy is expected soon following the 
election of a new president (Felbab-Brown, 2019).

The current plan identifies the following necessary measures (López Obrador, 2018), 
which, since the security strategy concerns regulations needed for society’s safe and sus-
tainable functioning, can also be seen as relevant to comprehensive national defence:

•	 The creation of a National Guard (comprising military police, naval police and sol-
diers), which will enable the military to carry out security and internal security 
activities (responsible authority: the Secretariat of Defence);

•	 Eliminating corruption and restoring the justice system;

•	 Ensuring employment, education, healthcare and welfare;

IN SEVERAL COUNTRIES, DOMESTIC INSTABILITY HAS LED TO THE MILITARY BEING AUTHORISED TO 
SUPPORT THE POLICE IN MAINTAINING PUBLIC SECURITY, OR EVEN TO ASSUME THAT ROLE OUT-
RIGHT. PHOTO: PEXELS.COM
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•	 Respecting and promoting human rights;

•	 The ethical regeneration of society;

•	 Fostering peace and relaunching the fight against illegal drugs;

•	 Recovery and dignity;

•	 Formulating a plan for internal security.

Recommendations for Estonia based on Mexico’s example:

•	 Highlight the importance in the context of national defence of improving social 
welfare and living standards, that is, emphasise the significance of domestic stabil-
ity as a part of national defence.

•	 Prepare a plan for ensuring internal security as a part of national defence (e.g., an 
internal security development plan) with the aim of the strategic harmonisation of 
state and societal security.

Argentina

Argentina, South America’s second-largest country, is politically relatively stable, which 
also means that the role of the military differs from that of other countries in the region 
(such as Brazil and Mexico). The military is fully professional, and compulsory military 
service was suspended in 1995. The President of Argentina is the commander-in-chief of 
the armed forces (Fuerzas Armadas de la República Argentina).

The country’s current defence strategy, National Defense (Decree 571/2020), states that, 
to address security issues, it is necessary to understand that internal security and national 
security are fundamentally separate (Defensa Nacional, 2020), and firmly stresses that 
this distinction must not be overlooked. In other words, Argentina’s approach can be 
seen as the opposite of a comprehensive defence model, as societal resilience and state 
sovereignty are treated as distinct from one another.

Argentina’s national defence focuses, in line with UN principles, 
on protecting the state against external aggression and aggres-
sors. At the same time, sub-regional defence systems are no longer 
expected to require military support, and the military must not 
be assigned tasks other than national defence, including support 
to external missions.

In addition, the 2021 national defence directive Poder Ejecutivo Nacional stipulates that 
internal security is responsible for preventing, countering and investigating criminal 
threats, while the military’s role in ensuring national security is limited to preventing and 
repelling military threats.

The Joint Chiefs of Staff are responsible for military cooperation and unit readiness, 
meaning that the army, navy and air force must all maintain continuity and training to 
fulfil their assigned duties. All state institutions must, however, be capable of handling 
“new threats” independently, requiring them to be organised and prepared in ways that 
do not rely on military assistance.

Argentina’s approach can be seen 
as the opposite of a comprehensive 
defence model, as societal resilience 
and state sovereignty are treated as 
distinct from one another.
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Suggestions for Estonia based on Argentina’s example:

•	 Consider the principle of separating internal security and national defence, with a 
clear division in the defence strategy between internal security’s role in preventing 
criminal threats and national defence’s responsibility for external threats. Such a 
division helps ensure that resources are not tied up with tasks outside their mandate.

•	 Ensure general societal preparedness, both in the private sector and within internal 
security institutions, to strengthen the ability to cope independently and avoid rely-
ing on military support when facing “new threats”.
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2. QUANTITATIVE ANALYSIS 
OF NATIONAL DEFENCE 
STRATEGIES: ANALYSIS OF 
CHARACTERISTICS OF THE 
COUNTRIES INCLUDED IN THE 
STUDY

A quantitative analysis was carried out to assess the characteristics of the countries, con-
sidering the following factors:

•	 The existence of a comprehensive national defence strategy (yes–no)

•	 European Union membership (yes–no)

•	 NATO membership (yes–no)

•	 OECD membership (yes–no)

•	 System of government according to the democracy index

•	 Level of development

•	 Military capability

According to the 2023 Democracy Index, collated by The Economist Intelligence Unit, 
19 of the 35 countries analysed have a comprehensive national defence system: 12 are 
categorised as full democracies, 6 as flawed democracies, and 1 as an authoritarian state 
(Figure 4).4

4	  As per the full results of the index, there are 24 full democracies, including Norway, New Zealand, Iceland, 
Sweden and Finland; 50 flawed democracies, including the United States, India and Brazil; 34 hybrid regimes, 
including Bangladesh, Ukraine and Nigeria; and 59 authoritarian regimes, including Saudi Arabia, as well as the 
Russian Federation and the People’s Republic of China (The Economist Group, 2024). 
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TABLE 3. RELATIONSHIP BETWEEN THE PRESENCE OF COMPREHENSIVE NATIONAL DEFENCE AND 
SYSTEMS OF GOVERNMENT, 2023 (COMPILED BY THE AUTHORS)

Countries with comp-
rehensive national 
defence (number)

Countries without comp-
rehensive national 
defence (number)

System of govern-
ment according to the 
Democracy Index

Democracy 5 12

Flawed democracy 7 6

Hybrid regime 2 0

Authoritarian 2 1

To present a consolidated overview of the countries, the characteristics of the 35 coun-
tries have been compiled into a table and the countries have been analysed according to 
certain characteristics (NATO, EU, democracy, military capability, etc.).

The study sample included 25 OECD countries, of which 15 have a comprehensive 
defence strategy, and 10 do not. Of the 10 countries in the sample that are not members 
of the OECD, only 4 have a comprehensive strategy.

FIGURE 3. EXISTENCE OF A COMPREHENSIVE NATIONAL DEFENCE PLAN IN 2024 BY OECD (LEFT) 
AND NATO (RIGHT) MEMBERSHIP (N=35) (ANALYSIS BY THE AUTHORS USING SPSS)
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Of the 35 countries assessed, 17 are NATO members, 13 of which have a comprehensive 
national defence strategy. Among non-NATO states, the pattern is reversed, with 6 states 
having such a strategy and 13 without one.
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FIGURE 4. DENDROGRAM OF COUNTRIES BY SIMILARITY (NATO, EU, OECD, GLOBAL NORTH–SOUTH, 
MILITARY STRENGTH, DEMOCRACY, LEVEL OF DEVELOPMENT) (COMPILED BY THE AUTHORS)
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The dendrogram groups Estonia together with other countries according to their mutual 
similarity, using Average Group Linkage to form clusters. Estonia’s first cluster is with the 
Baltic states, Denmark and Finland. 

The next level of similarity links Estonia to Italy, France and the United Kingdom, and 
then to Germany, Italy, Canada and Sweden. These clusters show that Estonia shares 
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similarities with these countries on the NATO, EU and OECD membership, and military 
strength variables, democracy and level of development. Because the characteristics are 
measured on different scales (some on a 0–1 scale, democracy on a 0–10 scale, military 
strength on a 1–35 scale), they were all standardised as z-scores in advance to ensure that 
those with higher dispersion did not dominate the clustering; all variables thus have a 
variance of 1.

Across the national defence strategies reviewed – including the division of responsibili-
ties within these strategies – the relationship between political authority and the military 
sector plays a central role:

•	 In European countries, national policy and the national armed forces are separate. 
This explains why the military’s role is typically part of an integrated defence plan in 
which the field of internal security also has its own defined role and responsibilities.

•	 In the Latin American countries examined, the military is generally an extension of 
political power; military involvement in supporting domestic and foreign policy is 
therefore commonplace, and internal security is subordinated to central authority.

•	 In the Asian states examined, efforts have been made to separate powers – with 
varying degrees of success – and internal security is institutionally distinct, though 
it does not always have as clearly defined a role in national defence as in Europe.

•	 In North America, military capability also serves soft-power purposes by creating 
dominant dependency relationships with other states.

•	 In the Middle East, military capability likewise functions as a soft-power tool, 
although the principal focus is on developing the defence industry.

The concept of total defence is used in several countries, including Austria, Denmark, Fin-
land, Indonesia, Lithuania, Norway, the Russian Federation, Singapore, Sweden, Serbia, 
Switzerland, Taiwan and Ukraine. This report covers Austria, Denmark, Finland, Lithu-
ania, Norway, Singapore, Sweden, Switzerland and Taiwan. The meaning of the concept, 
however, differs across these contexts, generally falling into two categories: in the first, it 
denotes absolute military defence or defence readiness (as in Taiwan). In the second, it 
refers to comprehensive national defence in which national security is the outcome of the 
continuous and collective effort of the whole society.

In the context of the countries analysed, two distinct approaches to comprehensive or 
total defence can be identified:

•	 Total defence as a system in which all actors – institutions, enterprises and indi-
viduals – must support the armed forces as the highest defence authority. In this 
model, non-military sectors are expected to support defence objectives and to avoid 
creating additional burdens for the armed forces; for example, the military does not 
take responsibility for maintaining societal functioning during natural disasters or 
civil emergencies.

•	 Total defence as a system in which all sectors and the entire society are equal par-
ticipants in national defence, each with its own role to fulfil.

It is also important, from the perspective of national crisis preparedness, to note that 
countries (particularly in Asia) that face extreme weather conditions – such as floods, 
hurricanes and earthquakes – explicitly incorporate such hazards, and their mitigation, 
into national defence planning. The same applies to food security and supply resilience.
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CONCLUSIONS

The main recommendations for developing the internal security component of Estonia’s 
comprehensive national defence derived from the preceding analysis are as follows.

•	 Integration and co-operation: Follow the examples of Finland, France and Spain 
by strengthening co-operation between ministries and local authorities, in addition 
to establishing a central coordination network or unit to enable fast and secure 
information exchange across the security system beyond the state sector. Strategic 
public and private enterprises should be involved in national defence and internal 
security planning.

•	 Integration of internal security fields: Drawing on the experience of Denmark 
and Norway, introduce a unified strategic framework that integrates the police and 
border guard, rescue services and other emergency services into a comprehensive 
national defence strategy. As in Poland, place greater attention on the role of med-
ical and healthcare systems in security.

•	 Societal resilience: Based on Germany’s principles of resilience, take a compre-
hensive approach to maintaining essential services, critical infrastructure and pub-
lic order, including during emergencies. Improve the population’s practical readi-
ness for natural disasters and other hazards, following the examples of Switzerland, 
Indonesia and Singapore.

•	 Cybersecurity and technology: Run additional cybersecurity awareness and edu-
cation programmes with as broad a range of target groups as possible, as in Austria. 
Create specialised intelligence units for detecting and neutralising cyber and bio-
logical threats, as in the UK.

•	 Economic security and supply chains: Emphasise the importance of economic 
security, as seen in South Korea, Pakistan and Taiwan, with a focus on safeguarding 
critical supply chains and domestic production capabilities.

•	 Public engagement and education: Promote societal awareness and understand-
ing of national defence needs, drawing on the models of Taiwan and Singapore. 
Develop defence and security programmes for schools and communities.

•	 Crisis preparedness: Prioritise the further development of civil protection plans 
and the construction of civil protection facilities, following Switzerland and Brazil. 
Increase the role of local authorities in crisis preparedness, including managing 
local threats and involving residents and communities in practical preparedness 
activities.
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•	 International and regional co-operation: Further promote close cooperation and 
experience-based knowledge exchange with neighbouring states and international 
partners to reinforce collective security, following Canada, Türkiye and the UAE. 

•	 Adaptation of the comprehensive defence concept: Adopt the concept of com-
prehensive national defence across all societal domains, including in demilitarised 
form, with a focus on wider security principles, as reflected in Indonesia’s approach.

•	 Science and research: Ensure that research and development is meaningfully 
involved in comprehensive national defence. This includes recognising the role of 
research in decision-making and in developing suitable security measures, as high-
lighted by Japan.

Based on the report, a set of sector-specific recommendations can be identified that are 
essential for developing the internal security component of Estonia’s comprehensive 
national defence strategy. These should be elaborated in greater detail during strategy 
development, with careful attention to the specific security needs of the Estonian con-
text. The recommendations fall into seven broad areas:

1.	 Public engagement and awareness: Introduce national programmes that involve 
all members of society and key stakeholder groups, following the example of Sin-
gapore. This includes educational programmes on civil protection and security (as 
in Norway). Develop child- and youth-focused educational initiatives and integrate 
security topics into curricula. Strengthen strategic communication as a component 
of national security strategy.

2.	 Enhancing situational awareness: Improve co-operation and operational capa-
bilities across security agencies. This includes integrating the Defence Forces, the 
volunteer Estonian Defence League, the police and the emergency services into 
a unified situational awareness framework, following the Danish model. Rein-
force information systems and data analytics to enable rapid and effective threat 
response. Apply scenario-based planning and scientific forecasting when preparing 
strategies, drawing on the examples of Denmark and Norway.

3.	 Strengthening crisis preparedness and local authorities: To improve crisis 
management and resource coordination at the local level, expand the role of local 
authorities in crisis management by providing additional resources and training. 
Civil protection solutions and community preparedness programmes should also 
be expanded. Apply similar practices to those in Norway and Switzerland for inte-
grating crisis preparedness with local social and governmental structures, and 
emulate Finland’s approach to cooperation between local authorities, communi-
ties, educational institutions, the private sector and NGOs. Increase the resources 
and capacity of the border guard reserve (as in Finland) and consider establishing a 
permanent crisis management staff modelled on France’s example that would bring 
together representatives of different ministries and operate not only in the event of 
a crisis.

4.	 Developing defence industry and technological capability: Aim to modernise 
defence and security technologies, including autonomous systems. Invest in the 
domestic defence industry and potentially revise the defence procurement system, 
following the Canadian example. Promote technological innovation and develop 
links between the private sector and national security needs. Establish a programme 
for research and the development of security-relevant technologies, drawing on 
experience from Japan and Austria.
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5.	 Strengthening civil protection: Increase participation across different target 
groups in civil protection and crisis preparedness training. Enhance public aware-
ness of disinformation and hybrid threats, building on the experience of Lithuania 
and Poland. Expand the alternative or civilian service system, including increasing 
involvement in critical areas such as rescue services, social care and healthcare. 
This would also ensure preparedness to support these sectors during crises.

6.	 International co-operation and collective defence: Deepen co-operation with 
NATO and other international partners, with a focus on the dimensions of collec-
tive defence. Clarify Estonia’s responsibilities in civil–military cooperation across 
different crisis scenarios down to the local government level, and maintain up-to-
date knowledge of civil–military arrangements and capabilities in other European 
countries to ensure realistic planning for large-scale (regional or Europe-wide) 
crises.

7.	 Investment and strategic planning: Ensure adequate funding and support for 
security activities and strategic management. Increase the budget for defence and 
security tasks, publish national security strategies on a regular basis, conduct sys-
tematic analyses and launch a wide-ranging national defence education initiative to 
build awareness and skills across all population groups.

Based on the analysis presented in this report, it is clear that Estonia’s national defence 
strategy should be comprehensive and inclusive and draw on international best practice. 
Particular emphasis should be placed on:

•	 Involving society as a whole and strengthening public understanding of security 
issues.

•	 Enhancing the role of local authorities in crisis management and civil protection.

•	 Developing science, technology and the defence industry.

•	 Improving situational awareness and expanding international co-operation.

The recommendations presented in this study will support the development of an internal 
security component for Estonia’s comprehensive national defence that is coherent, inte-
grated and geared towards strengthening resilience and involving all members of society.
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ANNEX. TABLES AND FIGURES 
BASED ON THE ANALYSIS OF 
COUNTRIES 

TABLE A1. COUNTRY CLASSIFICATION ON THE SO-CALLED NORTH–SOUTH SCALE (N=35)  
(COMPILED BY THE AUTHORS)

Existence of a comprehensive 
defence strategy

Development  
level 

Military 
capability 

(scale 1–35,  
1 = weakest)

No Yes Developed Developing Arithmetic 
mean

South (BRICS/
CIS/SCO)

2 0 1 1 10

North (NATO/
EU/MNNA/
Quad/OECD)

10 16 22 4 17

Neither 4 3 1 6 25

TABLE A2. COUNTRY CLASSIFICATION BY THE EXISTENCE OF A COMPREHENSIVE DEFENCE STRA-
TEGY (N=35) (COMPILED BY THE AUTHORS)

NATO membership EU membership

Military 
strength 

(scale 1–35,  
1 = weakest)

Democracy 
Index (EIU) 

(1 = least 
democratic)

No Yes No Yes Arithmetic 
mean

Arithmetic 
mean

Yes 6 13 8 11 15 8,05

No 12 4 13 3 21 6,79
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FIGURE A1. RELATIONSHIP BETWEEN THE EXISTENCE OF A COMPREHENSIVE DEFENCE STRATEGY 
AND DEMOCRACY (BOXPLOT) (COMPILED BY THE AUTHORS)

FIGURE A2. PRESENCE OF A COMPREHENSIVE NATIONAL DEFENCE STRATEGY AND MILITARY 
STRENGTH (BOXPLOT) (COMPILED BY THE AUTHORS)
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COMPREHENSIVE NATIONAL DEFENCE 
STRATEGY IN THE FIELD OF INTERNAL 

SECURITY: AN OVERVIEW OF 34 COUNTRIES’ 
NATIONAL DEFENCE MODELS

� is report describes a study that analysed the national defence strategies of 34 countries 
and the process of dra� ing those strategies. � e report highlights both good practices and 
the complexities of this process, therefore providing evidence-based input for developing 
Estonia’s comprehensive national defence strategy and the strategy-dra� ing process.

� e aim of the report is to support a comprehensive approach to Estonia’s national defence, 
which, in addition to military defence, also involves internal security, the public sector, 
private enterprises and civil society. � e internal security component of this national 
defence approach should focus on ensuring societal stability and resilience and on 
preventing critical threats, including cyberattacks, the spread of disinformation, and hybrid 
threats.

� e report emphasises that the success of a comprehensive national defence strategy 
depends on an integrated and synergistic approach that involves all levels of society. � e 
lessons learned from international practices provide Estonia with an opportunity to shape 
an e� ective and resilient national defence system that can adapt to current and future 
security threats.

THE RESEARCH REPORT EXAMINES 
COMPREHENSIVE NATIONAL DEFENCE 

STRATEGIES AND HOW THEY HAVE BEEN 
IMPLEMENTED IN THE FIELD OF INTERNAL 
SECURITY, FOCUSING ON THE ANALYSIS OF 

INTERNATIONAL EXPERIENCES AND THE 
IDENTIFICATION OF BEST PRACTICES.
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