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SUMMARY

e The number of deliberate, human-induced incidents targeting subsea infrastructure
in the Baltic Sea has increased precipitously since 2022. Acts of sabotage and dis-
ruption against critical undersea infrastructure remain likely in the coming years.

e Estonia and the other Baltic states are dependent on electricity, gas, and data con-
nections running along the Baltic seabed. As a result, the risk of disruptions to crit-
ical services is greater for the Baltic states than for countries on the western shore
of the Baltic Sea. This is particularly true due to the vulnerability of the NordBalt
electricity connection between Lithuania and Sweden and the Estlink 1 and 2 con-
nections between Estonia and Finland, which link the Baltic states to the European
electricity market.

o Targeting critical infrastructure, including subsea infrastructure, is a key element of
both China’s and Russia’s strategic activities, often used to pressure various states
and organizations. While the primary threats to Europe’s submarine cables stem
from Russia, recent incidents indicate increasing cooperation in this field between
Russia and the People’s Republic of China.

e Numerous cases confirm Russia’s active interest in and operational capability to
monitor, disrupt, and, if necessary, damage the critical underwater infrastructure
of European states. Meanwhile, China’s activities are primarily focused on cable
production, installation, and investment to secure control over global data flows.
However, China’s cooperation with Russia in physically damaging connections has
also intensified.

e The greatest challenge in protecting subsea connections is their location in inter-
national waters, where it is unclear who holds the authority and responsibility for
oversight and regulation.

e The duty to ensure the security and integrity of subsea infrastructure should not
end with a country’s exclusive economic zone, as this creates greater opportuni-
ties for deliberate acts of sabotage. Applicable legislation should provide effective
protection for subsea connections, ensuring that perpetrators of deliberate attacks
cannot act with impunity. Intentionally damaging subsea infrastructure should be
deemed universally illegal, prevented, and met with an appropriate response when
it occurs.

e Completely securing both land-based and subsea connections at all times is both
costly and complex. Therefore, it is crucial to thoroughly assess potential risks at
both regional and national levels and have detailed contingency plans in place.
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The attacks on Estlink 2 and Balticconnector highlighted a major vulnerability:
restoring subsea connections may take more than six months. Particular attention
must be paid to scenarios in which multiple cables are severed simultaneously, thus
posing a severe threat to the continuity of critical services.

Estonia and the other Baltic states must develop undersea infrastructure protec-
tion capabilities through international cooperation, as developing such capabilities
independently would be prohibitively costly for any of the countries alone.

The effective protection of the subsea infrastructure of Estonia and the other Baltic
states requires coordination between various government agencies, closer collabo-
ration between the state and the private sector, and building stronger partnerships
with allies. Consequently, Estonia, together with its Baltic Sea allies, should adopt
an active stance within NATO and EU formats on the development of undersea
infrastructure protection capabilities.
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INTRODUCTION

Intercontinental and cross-border data exchange, as well as electricity and gas transmis-
sion, are essential for the functioning of modern society. These systems are essential not
only for the maintenance of critical services but also for the overall functioning of the
economy. The infrastructure required for data transmission or gas networks cannot func-
tion without electricity. Many power plants rely on gas for electricity generation, while
electricity transmission depends on internet connectivity and data exchange. Together,
electricity, gas, and data networks form an integrated system in which a fault in one com-
ponent can ruin the entire chain.

On average, each European country is connected to at least two other states via land-
based or subsea pipelines or cables (Bueger et al., 2022, p. 25). In addition to linking indi-
vidual countries, cables also connect continents. Submarine fiber-optic cables, described
as the “invisible arteries” of global communication (Hendriks & Halem, 2024, p. 7), facil-
itate access to financial markets and enable artificial intelligence, remote work, digital
public services, and the Internet of Things, among other things. Given the rapid growth
in data volumes, subsea connections are becoming increasingly important, as no better
alternative for data transmission currently exists (Insikt Group, 2023, p. 20). It is therefore
unsurprising that, in an era of escalating geopolitical tensions, such critical connections
have become significant targets for unfriendly actors (Hendriks & Halem, 2024, p. 7).

The deliberate, coordinated, and targeted sabotage of intercontinental submarine cables
could have severe consequences, particularly on the continuity of critical services (French
Ministry of Armed Forces, 2022, p. 23). The extensive length and poor accessibility of
submarine cables make them effective targets for hybrid warfare, thus increasing the
likelihood that critical maritime infrastructure will become a preferred target for hostile
attacksin the future (Hendriks & Halem, 2024, p. 15). NATO’s Assistant Secretary-General
for Intelligence and Security, David Cattler, has repeatedly emphasized how adversarial
states seek to gain a strategic advantage by threatening the security
of Western internet, energy, and financial systems (Siebold, 2023; Submarine cables serve as
Cooper, 2023). The European Parliament (2024) has also emphasized the invisible arteries of global
repeated warnings from intelligence agencies about the vulnerabil- communication, enabling access
. ) . . . to critical services such as
ity of the EU’s critical infrastructure, as well as the threats of espio- T
. . X o K energy and telecommunications.
nage and sabotage, warning that disruptions to critical infrastructure
could have significant negative consequences for the security of the
European Union.

Hybrid warfare enables rival nuclear powers to weaken each other’s capabilities and
demonstrate their offensive capacity in ways that remain below the threshold of war and
open conflict (Galeotti, 2019; Kofman et al., 2021, p. 68; Hendriks & Halem, 2024, p. 14).
Around the world, the sabotage of submarine cables has been linked to hybrid operations,
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state-sponsored terrorism, and organized crime, although the capability to officially ver-
ify such incidents is yet to be developed (Bueger et al., 2022, p. 13). International waters
and the infrastructure built within them exist in a legal gray area, making them vulnera-
ble to attack in hybrid warfare strategies. The fact that these connections extend beyond
territorial waters does not make them legitimate targets, and any attempt to damage
them should be treated as unlawful, as such actions directly impact the functioning of the
affected states and the well-being of their populations.

The activities of authoritarian states, particularly China and Rus-
sia, in targeting critical infrastructure are primarily aimed at
exerting pressure on various countries and organizations. The
di . . . Baltic Sea region, including the Baltic states, is perceived less as
isrupting and dividing countries . o )

and arganizations in pursuit of their a direct military target and more as a pressure point for weak-
strategic interests. ening NATO, the United States, and the European Union (Gale-
otti, 2019; Gallagher, 2022; Kofman et al., 2021, p. 68; U.S. Army
Asymmetric Warfare Group, 2015; Radin, 2017). The main threats
to Europe’s submarine cables originate from Russia (Frasca & Galantini, 2023, p. 59),
which has accumulated considerable experience in undersea sabotage over the years and
is increasingly willing to use its naval capabilities to disrupt communication networks

aggressively (Wasiuta, 2023, p. 367).

Authoritarian states such as China
and Russia use attacks on critical
infrastructure as a means for

Risks to critical infrastructure can materialize in two main forms: as sudden incidents
with immediate consequences or as long-term pressures, such as prolonged natural pro-
cesses, wear and tear, and other gradual effects (Mehvar et al., 2021, p. 1386). Threat and
risk mitigation efforts can focus on two key areas: reducing the likelihood of an inci-
dent occurring and minimizing the severity of its consequences. This applies equally to
submarine pipelines and cables. On the one hand, infrastructure and connection cables
should be reinforced to withstand anticipated threats, particularly natural ones. On the
other hand, clients and consumers who rely on critical infrastructure and submarine
cables should also reduce their dependence on these systems and find ways to minimize
the impact of potential risks on their own operations.

With hybrid attacks, an incident may initially appear to be the result of wear and tear, a
technical fault, or an accidental mishap rather than a deliberate act. This makes planning
for response and prevention more challenging. Such a situation shifts the focus toward
mitigating the severity of consequences, which is often more costly than proactive risk
minimization. However, assessing the effectiveness of specific approaches remains diffi-
cult (Andzans, 2021, p. 193). The sabotage of the Nord Stream gas pipeline in September
2022 clearly demonstrated how subsea infrastructure represents a critical intersection of
security and economic risk for Europe, yet both national and international jurisdiction
over such incidents remains inadequate.

The application of existing legal frameworks may also present challenges, as these are
unprecedented and complex events. Although Swedish investigators confirmed that
traces of explosives were found at the site, leading to the conclusion that an act of sabo-
tage had taken place (Kreek, 2024), coastal states lacked sufficient jurisdiction to conduct
a further investigation. The EU’s High Representative for Foreign Affairs and Security
Policy, Josep Borrell, also emphasized that this was a deliberate attack and underlined
the need for stronger protection of the EU’s critical infrastructure (European Parliament,
2022). The core issue, however, lies in establishing the legal framework for the protection
of submarine network connections, as current regulations have not kept pace with evolv-
ing security challenges. Gaps and contradictions exist between legislation pertaining to
territorial, economic, and international waters, as well as between the legal frameworks
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of coastal states and international maritime law. Resolving these issues is particularly
complex, as subsea infrastructure spans multiple domains, including maritime safety,
cybersecurity, digital networks, infrastructure management, telecommunications, fish-
eries, shipping, and marine environmental protection.

According to the United Nations Convention on the Law of the Sea (UNCLOS), states
have the right (but not the obligation) to establish regulations for protecting submarine
infrastructure within their territorial waters. However, coastal states are not required to
provide protection for submarine infrastructure beyond their territorial waters (UNCLOS
Art. 21; Bueger et al.,, 2022, p. 14). Consequently, if a subsea connection cable is sev-
ered in international waters, it cannot be classified as an attack against a specific state or
organization, thus leaving no legal basis for holding the perpetrator accountable. Under
UNCLOS Article 113, states are only required to adopt laws and regulations ensuring
that vessels flying their flag are penalized for damaging or destroying submarine infra-
structure. This highlights the inadequacy of the current international legal framework in
safeguarding critical infrastructure. The resulting challenge is how best to strengthen the
existing international legal framework and implement it effectively at the national level
(Frasca & Galantini, 2023, p. 58). We are in a situation where subsea infrastructure, faced
with both physical and cyber threats, can be viewed as part of either a defensive or offen-
sive strategy, while technological advancements in both domains are evolving at a faster
pace than the legal frameworks governing the seabed.

A distinct challenge lies in the planning, construction, operation, and management of
submarine infrastructure, which is predominantly owned by the private sector (Bueger
et al,, 2022, pp. 13—14). Russia and China, for one, actively fund various submarine cable
development projects worldwide to enhance their oversight and control over data flows
and leverage them for strategic advantage (Wasiuta, 2023, p. 373).
The European Parliament has already expressed its serious concern, We are in a situation where
urging EU member states and the European Commission to remain subsea infrastructure, faced
vigilant regarding financial investments made by non-EU states in with both physical and cyber

- . . L . . threats, can be viewed as part of
critical service providers within the EU and to consider the potential

) - either a defensive or offensive
consequences such investments may have on the ability to prevent strategy, while technological

major disruptions. Economic dependence on non-EU states for the advancements in both domains
construction and maintenance of critical infrastructure could sig- are evolving at a faster pace than
nificantly harm the geopolitical interests of member states. (Euro- the legal frameworks governing
pean Parliament, 2024) the seabed.

Despite the significance and vulnerability of subsea connections,

the issue of their security has received relatively little attention in Estonia. While several
international studies have been conducted in recent years, they have primarily focused on
intercontinental data cables and emphasized the need for further in-depth research and
analysis. For Estonia, however, data transmission cannot be considered separately from
other infrastructure related to the country’s energy security. Therefore, in this report,
alongside data connections, attention is also given to the electricity and gas infrastruc-
ture connecting Estonia to its neighboring countries.

Considering the above, it is essential to address potential security threats to Estonia’s
energy and data connections with neighboring states and to raise broader awareness
of the risks associated with their disruption. It is important to ensure that stakeholders
involved in the planning, construction, management, and maintenance of critical infra-
structure are aware of these vulnerabilities to better prepare for potential threats.

INTRODUCTION 9



This study is based on the analysis of information gathered from publicly available policy
documents, strategies, development plans, incident reports, research papers, academic
and popular science articles, news reports, and blog posts. Additionally, interviews were
conducted with representatives of the owners and operators of Estonia’s subsea infra-
structure, the Deputy Director for National Security and Defense Coordination at the
Government Office of Estonia, and the head of the Estonian Navy’s Maritime Operations
Center. Conclusions have been drawn based on publicly available information, a selection
of case studies, and findings from interviews.

It is essential to address potential
security threats to Estonia's

energy and data connections with
neighboring states and to recognize
the risks associated with their
possible disruption.

This research report does not aim to provide a detailed and
exhaustive overview of the connections and systems necessary
for ensuring critical services. Rather, it focuses on the growing
vulnerabilities of subsea energy and data connections that have
become increasingly prominent in recent years and suggests
measures needed to mitigate these risks. This report is an updated
version of a study published by the same authors in early August
2024; this version incorporates the latest developments and events from the past year,
references the latest sources, and presents additional conclusions and recommendations

accordingly.
. . FINLAND @ Tartu—Pskov ELECTRICITY CABLE
Baltic Sea Submarine Cable DATA CABLE
EESF-2 DATA CABLE o /B'USSIA Narva—Russia GAS PIPELINE
EESF-3 DATA CABLE o g Viarska—Russia GAs PIPELINE
FEC 1 DATA CABLE o @ Irboska—Inéukalns GAs PIPELINE
FEC 2 DATA CABLE e ESTONIA Pskov-Riga GAs PIPELINE
EstLink 1 ELECTRICITY CABLE a @ LV-SE 1 DATA CABLE
SWEDEN
Estlink 2 ELECTRICITY CABLE o @Sweden—Latvia DATA CABLE
. Latvia—Lithuania 4 transmission lines
Balticconnector GAS PIPELINE ELECTRICITY CABLE
EE-S 1 DATA CABLE o Kiemenai Gas PIPELINE

ELECTRICITY CABLE Tartu—Valmiera @
ELECTRICITY CABLE Tsirguliina—VaImiera@
EE-LV Il ELECTRICITY CABLE @

GAs PIPELINE Karksi-Latvia

DATA caBLE Estonia Latvia 1 @

Q BCS East-West Interlink paTA caBLE
NordBalt ELECTRICITY- AND DATA CABLE
@ Kaliningrad Cable pATA cABLE

@ Harmony Link ELECTRICITY CABLE

@ LitPol Link 1 ELECTRICITY CABLE

LITHUANIA
DATA casLE Estonia Latvia 2 @ @ LitPol Link 2 ELECTRICITY CABLE
ELECTRICITY cABLE Narva—Kingisepp @ GIPL GAS PIPELINE
ELECTRICITY cABLE Narva—St Petersburg 0 Sakiai GAs PIPELINE
Kaliningrad
Oblast Kotlovka Gas PIPELINE

POLAND

BELARUS

FIGURE 1. BALTIC STATES' AND KALININGRAD'S ENERGY AND DATA CONNECTIONS WITH
NEIGHBORING COUNTRIES
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1. ESTONIA'S ENERGY AND
DATA CONNECTIONS WITH
NEIGHBORING COUNTRIES

Estonia has 21 cross-border connections with neighboring countries, which ensure the
daily provision of energy and data services (Figure 2). Ten of these connections are sub-
marine cables. The seabed of the Baltic Sea hosts connections vital for the continuity
of Estonia’s critical services, linking the country to Finland and Sweden. Estonia is con-
nected to Finland via five data cables, the Estlink 1 and Estlink 2 electricity cables, and
the Balticconnector gas pipeline. Estonia also has two data cables linking it to Sweden.

e ~ s -4
/ \

with Sweden with Latvia
B EE-S 1 data cable Tartu-Valmiera electricity cable
Baltic Sea Submarine Data Cable Tsirguliina—Valmiera electricity cable

Tallinn—Riga EE-LV Ill electricity cable

,//- with Finland ) ™ Karksi-Latvia gas pipeline
Data cable 1
Estlink 1 electricity cable Data cable 2

EstLink 2 electricity cable

Balticconnector gas pipeline

7 EESF-2 data cable ( with Russia
EESF-3 data cable Narva—Kingisepp electricity cable
FEC 1 data cable Narva—St Petersburg electricity cable
FEC 2 data cable | Tartu—Pskov electricity cable
Baltic Sea Submarine Data Cable Narva—Russia gas pipeline

Véarska—Russia gas pipeline

FIGURE 2. ESTONIA'S ENERGY AND DATA CONNECTIONS WITH NEIGHBORING COUNTRIES
(COMPILED BY THE AUTHORS)

On land, Estonia has gas, electricity, and data connections with Latvia and Russia.
Together, these established links form a network through which electricity flows not only
to and from Estonia but also between Scandinavia, Latvia, and Lithuania, while gas is
transported via pipelines between Lithuania, Latvia, and Finland. In the coming years,

ESTONIA'S ENERGY AND DATA CONNECTIONS WITH NEIGHBORING COUNTRIES
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Estonia plans to establish additional connections to meet the region’s growing energy
demands. Alongside new electricity connections with Finland and Latvia, the Nordic—
Baltic Hydrogen Corridor is currently in the planning phase. This cross-border hydrogen
infrastructure project running from Finland to Germany via the Baltic states and Poland
is designed to connect regional hydrogen supply, demand, and storage (Elering, 2023a,
pp. 67-68).

GAS

Estonia, Latvia, Lithuania, and Finland do not produce natural gas, which is why the
entire region relies on imports from the global market. Estonia’s gas transmission net-
work has four cross-border connection points. Finland is linked to the Baltic and Euro-
pean gas systems and markets via the Balticconnector connection point in Paldiski.
Balticconnector is also Estonia’s only subsea gas supply connection. The connection to
Latvia runs via the Karksi connection point on land. Estonia’s land-based connections
with Russia pass through the Narva and Virska connection points, though these have not
been used since 2023. In response to Russia’s aggression against Ukraine, the Estonian
government decided on 29 September 2022 to impose sanctions on the import of natural
gas and liquefied natural gas (LNG) from Russia, effective from 31 December 2022. As a
result, gas trade with Russia has ceased (Elering, 2023b, p. 52) and is unlikely to resume
soon (Elering, 2024b, p. 4). Estonia also facilitates land-based gas transit between Rus-
sia and Latvia. In southeastern Estonia, the Irboska—In¢ukalns and Pskov—Riga parallel
pipelines connect to Latvia at the Murati connection point and to Russia at the Luhamaa
connection point (Elering, 2024b, p. 14), though these are not connected to Estonia’s gas
transmission network.

Previously, most of Estonia’s gas supply came from Russia. Following the disruption of
deliveries, connection points were established in 2022 to receive floating LNG terminals
in Paldiski on the Estonian side and Inkoo on the Finnish side. Currently, all liquefied gas
purchased on the global market is transported by ship to the Klaipeda LNG terminal in
Lithuania or to the floating LNG terminal in Inkoo, Finland (Elering, 2023b, p. 19). These
terminals are connected to the regional gas network, and gas reaches Estonia via the
potential floating LNG terminal in Paldiski, from the In¢ukalns underground gas storage
facility in Latvia, from the Klaipeda LNG terminal in Lithuania, or from the Inkoo termi-
nal in Finland via the Balticconnector connection. However, the Paldiski LNG terminal is
only a backup solution, and its connection point can only be activated if a floating termi-
nal with regasification capability is brought in (Elering, 2024b, p. 15). This means that its
operation depends on ordering an LNG tanker and a regasification vessel.

The completion of the Balticconnector in 2020 and the Gas Inter-
The provider of gas transmission connection Poland-Lithuania (GIPL) in 2022 has integrated
services in Estonia is Elering AS, the Baltic and Finnish gas systems and markets with the rest of
whichiis responsible forltrgnsporting Europe. The construction of Balticconnector has been of critical
gas through the transmission importance for Estonia’s supply security. It has eliminated the risk

network from the national border to hat. in th £ . fail _— 1d
customer connection points. Elering that, in the event of a major system failure, restrictions wou

is also responsible for drafting need to be imposed on unprotected consumers (Elering, 2023b,
contingency plans, which indirectly p- 20). At the same time, the high level of integration in such a
contribute to ensuring supply transmission network means that any major disruption would
security and preventing emergencies impact the entire regional gas system. In Estonia, the largest gas
in the gas system. consumer is the energy sector. The gas network supplies reserve
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power plants near Kiisa, which run on gas. Conversely, nearly all gas network equipment
requires electricity to function (Elering, 2024b, p. 8). The primary power supply for gas
equipment is provided through the electricity distribution network, while most backup
power is ensured by auxiliary generators. The only exceptions are the Puiatu and Paldiski
compressor stations.

According to Section 26' (2) (“Minimum requirements for supply security”) of the Esto-
nian Natural Gas Act (MGS), protected consumers are defined as follows: 1) household
consumers whose installations are connected to the gas distribution network; and 2)
energy companies that heat water for residential heating using district heating facili-
ties that cannot operate on any fuel other than gas, and whose distribution networks—
whether owned by or in possession of the company—cannot be supplied by a system
using an alternative fuel. Section 26 (5) stipulates that gas supply disruptions caused by
system failures must not exceed 72 consecutive hours and must not total more than 130
hours per year. The network operator is responsible for tracking the duration of such
disruptions. The provider of gas transmission services in Estonia is Elering AS, which is
responsible for transporting gas through the transmission network from the national bor-
der to customer connection points. Elering is also responsible for drafting contingency
plans, which indirectly contribute to ensuring supply security and preventing emergen-
cies in the gas system. At the national level, Elering prepares a “continuity risk assessment
for critical services” and a “continuity plan for critical services” every two years (Elering,
2023b).

ELECTRICITY

Estonia has a total of eight cross-border electricity connections with neighboring coun-
tries. Two subsea direct-current cables (Estlink 1 and Estlink 2) connect Estonia to Fin-
land; there are three land-based connections with both Latvia and Russia. Estonia is
linked to Russia via three 330 kV transmission lines, two of which run from Narva to
Saint Petersburg and Kingisepp, while the third runs from Tartu to Pskov. The Latvian
electricity system is connected to Estonia through three 330 kV lines: Tartu—Valmiera,
Tsirguliina—Valmiera, and Tallinn—Riga.

Until February 2025, the entire Baltic electricity system was synchronized with the Rus-
sian Integrated Power System / Unified Power System (IPS/UPS) frequency (see Fig-
ure 3), which was operated in a coordinated manner through the BRELL (Belarus, Russia,
Estonia, Latvia, and Lithuania) cooperation agreement. To mitigate the risks associated
with remaining within the Russian synchronous zone, all three Baltic states synchronized
with the continental European frequency system in February 2025.

Between 2006 and 2016, the Baltic states made significant investments in additional sub-
sea and land-based cables to build up supply security. The submarine cables between
Estonia and Finland—Estlink 1 and Estlink 2—were completed in 2006 and 2014, respec-
tively. In 2016, a submarine cable was put into operation between Lithuania and Swe-
den, while a land connection—LitPol Link—was brought into service between Lithuania
and Poland in 2015. One of the last outstanding requirements for Estonia’s future supply
security is the construction of a submarine cable—HarmonyLink—between Lithuania
and Poland, initially planned for completion in 2026. However, due to rising costs, a deci-
sion was made in 2023 to build HarmonyLink as a land-based connection instead (ERR,
2023a), with its completion now expected between 2028 and 2032, according to various
sources (Elering, 2023a, p. 99; Skopljak, 2023).

ESTONIA'S ENERGY AND DATA CONNECTIONS WITH NEIGHBORING COUNTRIES
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M Russian Integrated Power System/Unified Power System ( IPSI:PS) k.
M Nordic Region Synchronous Area

[ continental Europe Synchronous Area Y
[ Grid of Great Britain
[} Grid of Ireland

FIGURE 3. EUROPEAN ELECTRICITY SYSTEMS BEFORE FEBRUARY 2025
(SOURCE: ELERING, [N.D.], SUPPLEMENTED BY THE AUTHORS)

Estonia’s electricity system is managed by Elering AS, which operates and develops the
national transmission network as well as cross-border connections with Finland and
Latvia. As the system operator, Elering is primarily responsible for ensuring unhindered
electricity supply for Estonian consumers. Under Section 39 (7) and (8) and Section 66
(2), (3) and (4) of the Electricity Market Act, Elering is required to submit an annual
supply security report statement and, under Section 14! of the Grid Code, conducts a
system adequacy assessment. Under European Parliament Directive 2019/944 and Regu-
lation 2019/943, the responsibility for evaluating and overseeing electricity grid reliability
lies with organizations that are legally independent of system operators. In Estonia, this
role is fulfilled by Baltic RCC OU, an entity established in 2022 and jointly owned by the
Baltic states’ system operators. Its tasks include the assessment of system adequacy, oper-
ational security, post-disturbance protocol, and the coherence of protection and recovery
plans.

DATA

It is almost impossible to imagine modern life without data connections. Digital data
is stored in data centers across different continents and transmitted globally through
fiber-optic cables spanning land and oceans. Approximately 99% of the digital data that
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influences our daily lives travels via undersea cables (Mauldin, 2023), including financial
transactions between banks, emails, social media posts, and the exchange of information
between various systems and control centers.

Estonia has a total of nine cross-border data connections. Two land-based cables link
Estonia with Latvia, while the remaining seven are undersea cables. Estonia is connected
to Finland by five and to Sweden by two submarine cables. The first undersea connections
with Finland were established in 1992 and 1994, followed by a connection with Sweden
in 1995. The three undersea cables are owned, in addition to Swedish and Danish com-
panies, by Telia Eesti AS. Two additional cables to Finland, both completed in 2000, are
owned by Elisa. The Baltic Sea Submarine Cable—which was completed in 2000 and
connects Estonia, Finland, and Sweden—is owned by CITIC Telecom International, a
company registered in Hong Kong (TeleGeography, 2024; CITIC Telecom International).

In Estonia, providing data communications is legally classified as a critical service, pro-
vided by various telecommunications companies. Under Section 2 of the regulation
“Description and continuity requirements for critical telephone, mobile telephone and
data communication services” (RT I, 26.02.2021, 17), these companies are required to
plan, design, build, and maintain their communication networks in a way that will max-
imally shield them from any disruptive factors. Additionally, under Section 39(1) of the
Emergency Act, telecommunications companies, as providers of critical services, are
required to prepare continuity risk analyses and continuity plans to support continuity
planning, risk assessment, and service restoration.

ESTONIA'S ENERGY AND DATA CONNECTIONS WITH NEIGHBORING COUNTRIES
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2. RISKS AFFECTING
UNDERSEA ENERGY AND
DATA CONNECTIONS

POTENTIAL CAUSES OF SERVICE DISRUPTIONS

Disruptions to critical infrastructure can have severe consequences for economic activ-
ity, social well-being, and national security (Pillai, 2023, p. 1). However, the security of
critical services often fails to garner public attention until a breach occurs. It is only after
serious incidents that the extent of dependence on this “invisible”
network becomes fully understood. There are multiple threats
that could lead to the disruption of subsea connections. Figure 4
shows a general breakdown of the causes of submarine cable dam-
age worldwide, compiled since 1959.

Critical services' security often fails
to garner public attention untila
breach occurs.

Environmental
m Other
Abrasion )
4.6% m Human-induced

Fishing and Dredging
40.8%

Geological
4.8% \
Natural obsolescence
5.9% py
Unknown 17.8%
17.8%
66.9%

Other human-induce
causes

9.5% Anchor and

Excavation
16.60%

FIGURE 4. CAUSES OF SUBMARINE CABLE DAMAGE (COMPILED BY THE AUTHORS BASED ON CLARE, 2021)
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Failures can result from system malfunctions, extreme natural events, or physical dete-
rioration due to wear and tear. Human-induced causes, however, are the most common.
Among these, it is important to distinguish between unintentional and deliberate causes.
Accidental and unintentional damage may occur due to trawling or incorrect anchor-
ing. By contrast, deliberate physical and cyberattacks targeting submarine cables, pipe-
lines, land-based connection points, and control technologies are linked to sabotage or
espionage.

The sabotage of critical infrastructure, including subsea infrastructure, can have vari-
ous objectives. These may involve disrupting government communications or military
command systems in the initial stages of an armed conflict, obstructing internet access,
harming economic competitors, or causing supply disruptions, including for geopolit-
ical purposes. Physical sabotage can also be deployed simultaneously (Wall & Morcos,
2021; Fridbertsson, 2023, p. 3) with other attack vectors, such as cyberattacks (Guilfoyle
et al,, 2022). This may form part of a broader hybrid warfare strategy designed to exploit
a target’s vulnerabilities, with a potentially extensive impact. For example, according to
the UK’s Ministry of Defense, as much as 99% of global internet traffic relies on subma-
rine cables, while 77% of the UK’s gas imports come from Norway via pipelines running
beneath the North Sea (Brooke-Holland, 2023). Many NATO and European Union mem-
ber states with maritime or oceanic coastlines experience similar dependencies on subsea
infrastructure, leading to comparable vulnerabilities.

The sophistication of the methods used to damage critical infrastructure depends largely
on the design of the network. For subsea connections, the underwater cable or pipeline is
only one part of a larger system. Other vulnerable components include land-based con-
nection points and control systems. As a result, deliberate damage

to pipelines, cables, and connection points can range from simple Deliberate damage to pipelines

physical attacks to sophisticated technology-driven hybrid assaults. cables, and connection points can
Simpler methods involve using civilian vessels—such as fishing range from simple physical attacks
boats, and transport or research ships—to inflict damage on sub- to sophisticated, multi-pronged
marine cables and pipelines with anchors or trawling equipment. hybrid assaults.

These types of attacks do not require advanced subsea technolog-
ical capabilities and are relatively easy to carry out, even more so
as civilian vessels do not attract significant attention in general maritime traffic (Bueger
et al,, 2022, p. 29). More complex attacks may involve submarines, underwater drones,
divers, or explosive devices. In addition to physical destruction, land-based connection

points and control systems may also be targeted using cyberattacks or a combination of
both.

Each submarine cable or pipeline has at least two landing points where it connects to
land-based infrastructure. For security reasons, the precise locations of these sites are
often not publicly disclosed. However, multiple sources (including Bueger & Liebetrau,
2021; Frasca & Galantini, 2023; Insikt Group, 2023, p. 17; Bafoutsou et al., 2023, pp. 4,
19, 20, 30; Bueger et al., 2022, p. 29; Hendriks & Halem, 2024, p. 60; Schadlow & Helwig,
2020) indicate that these land-based connection points are the most vulnerable targets
for deliberate attacks. This is primarily because landing stations are more accessible than
deep-sea cables and pipelines, and even in developed economies, security at these facili-
ties is often inadequate. Attack scenarios against cable landing points range from planned
power outages to sabotage, espionage, or even explosive and missile attacks. Conducting
attacks on land, including at connection points, is significantly cheaper and does not
require the same level of specialist knowledge and equipment as subsea operations do.
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The continuous monitoring of

subsea infrastructure is complex
and resource-intensive, making it
an attractive target for attackers,

In recent years, attacks aimed at severing cables in the Baltic Sea have been carried out

using relatively simple and inexpensive methods, such as commercial vessels dragging

their anchor across the seafloor. At the same time, it is evident that by conducting attacks

in international waters, perpetrators seek to avoid the jurisdiction of affected states and
to operate in a legal gray zone.

Cyberattacks have also become a common component of infra-
structure-targeting strategies. Cyberattacks can significantly dis-
rupt data flows by hacking into network management systems

with cascading effects that can have used by private companies to control data traffic through cables.
long-term consequences. The worst-case scenario would involve a hacker gaining control
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of the network management system or obtaining administrator
rights, enabling them to identify physical vulnerabilities in the system, disrupt or redirect
data traffic, or execute what is known as a “kill click,” which deletes the wavelengths used
for data transmission (Wall & Morcos, 2021).

More complex than physically damaging or destroying submarine cables is tapping them
to record, copy, and steal communication data to be analyzed for espionage and used
for strategic purposes. Experts suggest that such operations can be carried out in three
ways: inserting backdoors during the production process, targeting land-based stations,
or directly tapping cables at sea (Wall & Morcos, 2021). This type of data espionage is
not new—during the Cold War, US intelligence monitored a Soviet submarine cable as
part of Operation Ivy Bells, which provided valuable insight into Soviet naval activities,
processes, and technologies (Gehringer, 2023, p. 3). Strategic competition in underwater

EACH UNDERSEA CONNECTION HAS AT LEAST TWO VULNERABLE LANDING POINTS. PHOTOGRAPH:
PIXABAY.COM
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surveillance continues to evolve, with ongoing tech-
nological advancements aimed at securing strategic
advantages.

Because the continuous monitoring of subsea infra-
structure is physically and technically complex and
highly resource-intensive, subsea infrastructure
remains an attractive target for attackers, with cas-
cading effects that can have long-term consequences.
Identifying weak points in subsea infrastructure and
carrying out repairs is a time- and resource-intensive
process. The time required to repair damage to sub-
marine cables and their land-based connection points
depends on various factors, including the identifica-
tion of the fault location, the availability of repair ves-
sels, and the supply and accessibility of the necessary
components and materials. Due to the excessive cost
and technical specificity of the equipment involved,
only a limited number of companies worldwide spe-
cialize in the maintenance and repair of subsea con-
nections. Specialist repair vessels are also in short
supply globally (Bafoutsou et al., 2023, p. 4), and
their arrival at the site of a failure may take consid-
erable time. Additional factors include weather con-
ditions and the process of obtaining special permits
to authorize repair work in specific waters. In many

TAPPING UNDERSEA CABLES ISAMETHOD TO
STEAL COMMUNICATIONS DATA. PHOTOGRAPH:
PEXELS.COM

cases, even identifying the precise location of a fault can take weeks. A notable example
is the Estlink 2 failure in January 2024, where the search for the fault location took more
than a month (ERR, 2024a). Furthermore, the availability and accessibility of components
required for restoring or replacing damaged connections, as

well as the complexity of the repair process, directly impact
the duration of restoration efforts. The extended repair times
of both Estlink 2, which took more than seven months to fix,
and Balticconnector, which required six and a half months,
have underlined a critical risk: restoring critical connections

may take more than six months.

Both the Estlink 2 and Balticconnector
failures have highlighted a significant
vulnerability: restoring critical
connections may take more than six
months.

UNDERSEA INFRASTRUCTURE AS ASTRATEGIC INTEREST FOR RUSSIA

AND CHINA

Protecting subsea connections from attack is increasingly becoming a challenge, as rapid
technological advancements provide aggressors with ever-greater advantages. Numerous
sources highlight the extensive efforts of Russia and China to survey subsea infrastructure
and develop sabotage capabilities, which form a key part of their

ongoing economic and geostrategic competition with the United
States and the European Union (see, e.g., Burdette, 2021; Bueger
et al., 2022; Gehringer, 2023; Insikt Group, 2023; Kaushal, 2023;
Kumar, 2023; Nakamura, 2023; Scott, 2022; Siebold, 2023; Ten
Houten, 2023; Janda & Corera, 2024; Loik, 2024). Several sources
(see, e.g., Roy, 2018; CCDCOE, 2019; Geri, 2023; Long, 2023) also
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The main threat to Europe’s
submarine cables originates from
Russia. Moreover, cooperation
between Russia and the People's
Republic of China in this area has
intensified.
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emphasize the strategic goal of competing states to achieve an informational advantage—
ideally dominance—through the control of subsea communications infrastructure and to
improve their cyberattack capabilities against rivals.

The main threat to Europe’s submarine cables stems from Russia (Frasca & Galantini,
2023, p. 59), which has gained extensive experience over the years

Russia has shown an increasing and is prepared to use its naval capabilities aggressively to dis-

willingness to use its capabilities for
unconventional and hybrid attacks.
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rupt communication networks (Wasiuta, 2023, p. 367). Russian
hybrid tactics pose an acute threat to critical subsea infrastruc-
ture in Northern Europe (Monaghan et al., 2023, p. 2), the Atlantic
Ocean, the Black Sea, and other regions. Targeting critical infra-
structure is reportedly a key component of Russia’s military doctrine, and as the war in
Ukraine is likely to engage its conventional forces for several more years, Russia seeks
to gain asymmetric advantages in strategically significant areas such as subsea infra-
structure. The maritime domain is an integral part of both Russia’s naval doctrine and
the operational structure of its military’s and intelligence services’ maritime operations
(Hendriks & Halem, 2024, pp. 7, 10, 26). A significant increase in Russian naval activity
near subsea communication cables was observed after the annexation of Crimea in 2014,
followed by the expansion of its invasion into eastern Ukraine and its intervention in
the Syrian civil war in 2015 (Sanger & Schmitt, 2015). Many sources also indicate that
Russia has demonstrated an increasing readiness to use its capabilities for unconven-
tional and hybrid attacks (see, e.g., Bueger et al., 2022; Hendriks & Halem, 2024; Siebold,
2023; Cooper, 2023; Frasca & Galantini, 2023; Wasiuta, 2023; Loik, 2024). NATO and
EU member states must therefore enhance their mutual intelligence-sharing and develop
integrated monitoring and defense measures.

One scenario discussed within NATO is the possibility that Russian submarines could prepare
to sever submarine cables in the Atlantic Ocean. Given that approximately 97% of commu-
nication between the United States and Europe passes through these submarine cables, their
destruction could have severe consequences. According to Brzozowski (2020), such attacks
could be part of hybrid warfare. The U.S. Intelligence Community’s 2024 Annual Threat
Assessment also emphasizes that “Russia maintains its ability to target critical infrastructure,
including underwater cables and industrial control systems, in the United States as well as in
allied and partner countries.” (Annual Threat Assessment, 2024, p. 16).

British and American military officials have repeatedly warned that Russia possesses the
technical expertise to sabotage parts of the world’s subsea internet infrastructure, includ-
ing the digital networks of several Western states (Scott, 2022). The Main Directorate of
Deep-Sea Research (I1asnoe ynpasaenue 2ayb6okosooHvix uccredosanuii, GUGI), a part
of the Russian Ministry of Defense, is known to have access to spy ships, specialist subma-
rines, and the capability to deploy aquanauts, mini-submarines, or underwater drones.
In 2018, Russia was reportedly working on 17 underwater drone projects. Possible attack
methods include detonating torpedo warheads or placing remotely activated mines (Ten
Houten, 2023). Although GUGI is a classified unit that operates independently from
other branches of the armed forces, its vessels and personnel have been linked to various
units of the Russian Navy. For example, during the final phase of Nord Stream 2 con-
struction (from 10 April to 30 August 2021), reports emerged of Russian naval personnel
operating in the construction area. A special-purpose unit was observed aboard civilian
vessels of the Russian Marine Rescue Service. Members of this joint unit were identified
as belonging to various Russian naval special forces units (data from Ryzhenko, 2022):
four members from GUGI, seven from the 313th Special-Purpose Detachment for Com-
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bating Underwater Sabotage of the Baltic Fleet, and seven from the 342nd Emergency
Rescue Detachment of the Baltic Fleet.

One of the vessels supposedly used by GUGI is the Yantar, a so-called “specialist ocean-
ographic research vessel,” which has been observed periodically around the world, from
the Caribbean Sea to the Persian Gulf, as well as near subsea infrastructure off the coast of
Ireland. Equipped with submersibles capable of operating at depths of up to 6,000 meters,
the Yantar has been suspected of conducting surveillance on submarine infrastructure
and equipment, including submarine cables and underwater sensors. Additionally, Rus-
sia’s Naval Intelligence Directorate possesses resources capable of carrying out espio-
nage and sabotage operations under the command of Russia’s military intelligence (GRU)
(Nakamura, 2023). In April 2023, Swedish, Danish, Norwegian, and Finnish broadcasting
organizations published a report that tracked Russian naval activities in the North Sea.
This included monitoring the Admiral Viadimirsky, a vessel believed to be engaged in
maritime reconnaissance, which was observed sailing near offshore wind farms. Individ-
uals aboard the ship were seen wearing face masks, ballistic vests, and carrying automatic
weapons.

The broadcasting organizations involved in the investigation used various data analy-
sis techniques, intercepted radio communications, and intelligence sources, which con-
firmed that approximately 50 separate Russian vessels had gathered intelligence in the
North Sea over the past decade. Their intelligence-gathering efforts involved using under-
water surveillance devices to map key locations for potential sabotage (Corera, 2023; Fas-
trup et al.,, 2023; Hou et al., 2023). The above examples demonstrate both Russia’s active
interest in and its operational capability to monitor, disrupt, and,

if necessary, damage NATO and EU countries’ critical underwater Numerous examples confirm both

infrastructure. The existence of these capabilities, alongside the Russia's active interest in and its
continuous monitoring of the region, underlines the necessity of real capability to monitor, disrupt
maintaining oversight of vessels that remain in critical areas of and, if necessary, damage NATO and
interest for extended periods. EU countries’ critical underwater
infrastructure. This activity is
The Baltic Sea has also seen the repeated damaging of subsea being carried out with increasing
infrastructure in which Russian involvement has either been con- cooperation from the People's
firmed or strongly suspected. For example, in the first half of 2015, Republic of China.

Russian vessels repeatedly damaged the NordBalt cable linking

Lithuania and Sweden. This 400-kilometer-long cable runs from

Klaipeda to Nybro and enhances electricity supply security in both the Nordic region and
Lithuania. Russia responded to the Swedish and Lithuanian governments’ accusations by
claiming that its actions were intended to protect the country’s “military exercise zone”
(Euractiv, 2015). Such hostile activities are typically conducted in a manner that ensures
plausible deniability, creating the impression of an accident to mislead investigations.
The Russian Navy, for example, has used regular maintenance and repair work on the
Nord Stream pipelines as a convenient cover for reconnaissance and sabotage activities
in the Baltic Sea (see, e.g., Ryzhenko, 2022). Russian naval and associated vessels have
also been active near critical infrastructure belonging to Norway, the United Kingdom,
the Netherlands, Belgium, and other NATO and EU member states in both the North Sea
and the Baltic Sea (see, e.g., Page, 2023; Pillai, 2023, p. 5), indicating an increased intelli-

gence focus as well as possible activities in preparation for sabotage L o L
China's activities are primarily

operations. focused on cable production,
In connection to the destruction of Estlink 2 as well as several data installation, and investment to
cables in December 2024, concerns have been raised about threats secure control over global data

posed by Russia’s shadow fleet. The vessel Eagle S, which was involved flows.
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in the December 2024 incident, has been identified as a possible member of this shadow
fleet (Milne, 2024). The Russian shadow fleet consists of tankers transporting Russian
crude oil and petroleum products at prices above the $60-per-barrel global oil price cap
imposed on Russian crude by the G7 and the EU in December 2022. As the G7’s and the
EU’s decision prohibited insurance companies in their member states from insuring tank-
ers carrying Russian oil sold above the price cap, Russian shadow fleet tankers operate
without valid (non-Russian) insurance. Most of these vessels also disable their automatic
identification system (AIS) to obfuscate their movements. The owners of shadow fleet
vessels are mostly shell companies based in Hong Kong or the United Arab Emirates.
These tankers rarely sail under the Russian flag, with their registered home ports typically
located in Africa or in the Pacific.

The suspicion that Eagle S is part of the shadow fleet is justified, as the vessel lacked
valid insurance at the time of its seizure by Finnish authorities, and its S-band radar was
non-operational. However, Eagle S did have a functioning AIS system, which allowed
Finnish authorities to confirm its presence over Estlink 2 at the time of the incident
(Maritime Executive, 2025; de Keyserling, 2023; Katinas & Wickenden, 2024; Bockmann,
2024; Bouisso, Michel & Tchoubar, 2024; Katinas, 2024; Levi, 2024; Raghunandan, 2024a,
2024b; Stognei, 2024; Stuart, 2024).

Until the arrest of the Eagle S in December 2024, the primary concern regarding the
shadow fleet was the environmental risk it posed to the sea and coastal states. The shadow
fleet’s uninsured vessels are generally in poor condition, and offshore ship-to-ship oil
transfers, which form an integral part of the shadow fleet’s modus operandi, pose a con-
siderable pollution hazard. In January 2024, a vessel sailing under the Liberian flag and
carrying Russian oil to Tiirkiye broke down in the Bosporus, disrupting maritime traffic
for hours. In December 2024, an oil spill occurred in the Black Sea after two Russian
tankers, the Volgoneft’ 212 and the Volgoneft’ 239, became damaged during a storm. The
Eagle S case is, however, the first known incident in which a likely shadow fleet tanker is
suspected of deliberately sabotaging submarine infrastructure, thus adding a new threat
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posed by the shadow fleet to EU and NATO members. To date, the EU has identified
79 shadow fleet tankers in its sanctions packages. In total, 118 tankers have been sanc-
tioned by the EU, the US, and the UK, though only three vessels have been subject to
sanctions from all three entities simultaneously. The Ukrainian government estimates
the shadow fleet to comprise more than a thousand vessels. Tellingly, neither the Eagle S
nor its owner was under EU, UK, or US sanctions at the time of the Estlink 2 disruption
(Anadolu Agency, 2024; Gavin, 2024; Katinas & Wickenden, 2024; Shadow Fleet, [n.d.];
Reuters, 2024).

The latest suspected Russian attacks on subsea infrastructure, carried out using civilian
vessels, point toward the involvement of intelligence services rather than the direct use
of naval forces. As several incidents detailed in this report indicate, Russian cooperation
with the People’s Republic of China is being facilitated through various intermediaries.
There are multiple signs of strengthening military ties between Russia and China: as of
July 2024, Russia and China had participated in more than 102 joint military exercises
since 2017, including anti-submarine warfare drills in the Pacific Ocean (Green, 2024).
Further evidence of the deepening strategic cooperation between Russia and China at
sea is the Ocean-24 joint naval exercise, conducted in September 2024. This exercise
spanned the Pacific Ocean, the Arctic Ocean, and the Mediterranean, Caspian, and Baltic
Seas, reportedly involving approximately 400 warships, submarines, and support vessels,
over 120 aircraft and helicopters, and an estimated 90,000 military personnel (Associated
Press, 2024).

Russia has kept its own dependence on subsea infrastructure relatively minimal, maintain-
ing connections to the global data transmission network through only four international
submarine cables—one linking it to Finland, one to Georgia, and two to Japan. According
to Gehringer (2023, p. 5), this limited number of connections allows Russia to maintain
tight control over its landing points and data traffic. In contrast, China’s approach to
subsea infrastructure is more tactical, focusing on cable manufacturing, installation, and
investment in critical infrastructure to gain control over global data flows and secure a
competitive edge in strategic sectors over other major powers.

Alongside Russia, the People’s Republic of China represents the greatest threat to inter-
continental data cables and their infrastructure. China is aggressively expanding its pres-
ence in the submarine cable sector worldwide to consolidate its influence over global data
and information flows (Curtis & Rasser, 2021, p. 5). A prominent example of growing
economic and geostrategic competition, as cited by Gehringer (2023), is PEACE (Paki-
stan East Africa Connecting Europe), which forms part of the Digital Silk Road. This
15,000-kilometer-long submarine cable connects Pakistan to Western Europe via the
Horn of Africa, the Red Sea, and the Suez Canal, with its landing point in the French
coastal city of Marseille. At the same time, connections are being built in East Africa,
linking Somalia to Kenya. In 2017, China established its first overseas military base in
Djibouti, a country situated on the Red Sea. Djibouti also serves as a landing site for
numerous submarine cables connecting Asia and Europe.

As part of its national strategic plan, Made in China 2025, the Chinese Communist Party
has set a goal of capturing 60% of the global fiber-optic cable market, while simultane-
ously asserting that submarine cable installation is not merely a business venture but also
a battlefield for information acquisition (Kuszynski & Barns, 2022, p. 9). For example, the
Chinese company Hengtong Optic-Electric is one of the world’s largest fiber-optic glass
manufacturers, while another Chinese firm, HMN Tech (formerly Huawei Marine Net-
works), has installed and currently maintains a quarter of the world’s submarine cables.
The European Parliament has expressed deep concern (European Parliament, 2024) over

RISKS AFFECTING UNDERSEA ENERGY AND DATA CONNECTIONS
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A major risk lies in the submarine
cable system managed by

HMN Technologies, which is
designated for data transmission
and connects EU member states
with the Indo-Pacific region. This
includes links to NATO military
bases, raising cybersecurity,
underwater surveillance, data
protection, and intelligence-
gathering vulnerabilities.

the fact that diplomatic and military communications within the
EU and its member states rely on privately owned submarine cables
manufactured by Chinese companies, such as HMN Technologies,
which are linked to the People’s Liberation Army’s cyber intelli-
gence units. A major risk lies in the submarine cable system man-
aged by HMN Technologies, which is designated for data transmis-
sion and connects EU member states with the Indo-Pacific region.
This includes links to NATO military bases, raising cybersecurity,
underwater surveillance, data protection, and intelligence-gather-
ing vulnerabilities.
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The European Parliament (2024, point 9) has also highlighted that
the backbone of Estonia’s internet infrastructure, formerly owned by a Dutch company,
was sold to a Chinese company linked to the People’s Liberation Army. It stresses the
need for joint efforts among member states to prevent similar cases in the future.

The security of subsea connections running through the Baltic Sea, both for the Baltic
states and other coastal countries in the region, is further complicated by the presence of
Russia’s Kaliningrad Oblast, located between Lithuania and Poland. This gives Russia mil-
itary leverage in the Baltic Sea, as its only other access to the waterway is in the far east-
ern corner of the peripheral Gulf of Finland. Kaliningrad’s location on the Baltic Proper
enhances Russia’s capacity for destabilizing activities across the entire sea. Kaliningrad
is thus of exceptional strategic importance to Russia, as losing control over the exclave
would severely diminish its capabilities in the Baltic region (/13Bectus, 2024). However,
Kaliningrad is also a liability for Russia, as in the event of a conflict, Moscow would face
significant challenges in defending it.

Before Sweden joined NATO, Kaliningrad’s territorial waters and exclusive economic
zone effectively severed NATO-controlled waters in the Baltic, which would otherwise
have formed a continuous corridor from Denmark to Finland. Even after Sweden’s acces-
sion, Kaliningrad’s territorial waters and economic zone remain adjacent to those of
NATO member states, providing Russia with the ability to monitor and interfere with
maritime activities there. Furthermore, should Belarus’s Moscow-aligned regime remain
in place, Kaliningrad will enable Russia to maintain strategic pressure on the Baltic states
indefinitely, potentially cutting off the Suwatlki Corridor, as well as threatening Poland
from both the north and the east (see Rozhkov-Yuryevsky, 2013, p. 122; Zyta, 2019,
pp- 102-103; Veebel, 2019, pp. 193-195).

Due to geographical constraints, Kaliningrad’s subsea connections to the rest of Rus-
sia are extremely limited. The most significant link is the Baltika fiber-optic cable, a
1,115-kilometer cable opened in 2021, which links the exclave to Leningrad Oblast and
thus to Russia’s broader data network. The cable also provides Russia with a potential pre-
text for covert operations in the Baltic Sea. Following the suspected sabotage of multiple
communication cables and the Balticconnector gas pipeline on 7 and 8 October 2023,
allegedly carried out by the cargo ship Newnew Polar Bear, the first vessel to arrive in Fin-
land’s exclusive economic zone for repairs was the Russian salvage ship Spasatel’ Karev.

The failure of Baltika in October 2023 is a significant case. On the one hand, the damage
could be explained by the general destruction caused by Newnew Polar Bear, a Hong
Kong-flagged cargo ship, which was dragging its allegedly forgotten anchor along the
seabed. On the other hand, Swedish state media have highlighted that, in addition to the
Newnew Polar Bear, the Russian nuclear-powered container ship Sevimorput’, owned by
the state corporation Rosatom, was also present in the same area at the time of the inci-
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dent. Sevmorput’, which can also function as an icebreaker capable of cutting through ice
up to one meter thick (ROSATOM FLOT, 2012), was near Newnew Polar Bear on 7 and
8 October (Granlund & Velizelos, 2023). Therefore, it cannot be ruled out that the dam-
age to Baltika served as a smokescreen for a joint Russo—Chinese operation against Bal-
ticconnector, FEC, and EE-S1. This hypothesis is further supported by the connections of
Newnew Polar Bear’s owner, as well as the ship’s movements before and after the incident.

Newnew Polar Bear's owner, Yangpu NewNew Shipping, was incorporated in Hong
Kong in 2023 and acquired the vessel in June of that year. Although the company’s stated
objective, according to its Russian representative Ke Jin, is to pro-

vide regular container services from southern Chinese ports to Kaliningrad Oblast is a strategically
Arkhangelsk, Saint Petersburg, and Kaliningrad via the Northern critical region for Russia, without
Sea Route, analyst Tan Hua Joo from Linerlytica has noted that which it would lose most of its

strategic and operational capabilities

the company’s ships lack the necessary ice classification for safely ) :
in the Baltic Sea.

navigating the route. Rosatom’s representative, Vladimir Panov,
has confirmed that Rosatom, which oversees all Russian nuclear
icebreakers, ensures escort services for Yangpu NewNew Shipping’s vessels (Interfax,
2023; Li, 2023). Thus, Yangpu NewNew Shipping has direct ties to a Russian state enter-
prise, making Sevmorput’s presence near Newnew Polar Bear theoretically justifiable as
part of contractual obligations between the parties.

Additionally, Yangpu NewNew Shipping is not the only entity authorized to negotiate
contracts related to Newnew Polar Bear. Rosatom is also responsible for issuing permits
required for vessels navigating the Northern Sea Route. While Rosatom granted Newnew
Polar Bear permission to traverse the Northern Sea Route between 15 July and 31 October
2023 at the request of Yangpu NewNew Shipping, a subsequent permit for the ship to use
the route from 1 to 15 November 2023 was issued at the request of the Russian company
OOO Torgmoll (NSR General Administration ROSATOM, 2023a; 2023b). The Russian—
Chinese Business Council (Poccuitcko-Kuraitckuit AeaoBoin Coer)—whose co-chairs
are Kremlin-affiliated oligarch Gennady Timchenko and Ren Hongbin, head of the China
Council for the Promotion of International Trade (CCPIT), an entity under China’s Minis-
try of Commerce—lists OOO Torgmoll as part of China’s One Belt, One Road investment
strategy (Aoyama, 2016, pp. 4—7; Postimees, 2016; China Council for the Promotion of
International Trade CCPIT, 2024; Poccuitcko-Kurtanckuit Aeaosoir Cosert, 2024a; 2024b).

Beyond the suspicious ownership structures, Newnew Polar Bear’s trajectory before and
after the damage to the communication cables and gas pipeline on the evening of 7 Octo-
ber and early morning of 8 October 2023 also raises concerns. On 3 October, the ship
arrived at the port of Kaliningrad, and on 6 October, it docked in Baltiysk, home to the
largest naval base of Russia’s Baltic Fleet. On 8 October, Newnew Polar Bear reached
Saint Petersburg, only to depart again for Kaliningrad—contrary to maritime law, which
states that a vessel that has lost its anchor should not be deemed
seaworthy. Newnew Polar Bear then returned to Kaliningrad on It cannot be ruled out that the
13 October (MarineTraffic.com, 2024). Considering the owner- damage to Baltika served as a
ship of Newnew Polar Bear, the ship’s behavior before (departing smokescreen for a joint Russian-
from the Baltiysk naval base in Kaliningrad Oblast, pairing with Chinese operation against
B . . Balticconnector, FEC, and EE-ST.
Sevmorput’, a nuclear-powered icebreaker operated by a Russian
state enterprise) and after the infrastructure damage (sailing back
to Kaliningrad from Saint Petersburg without an anchor), and the unusually swift repair
of Baltika, it cannot be ruled out that Newnew Polar Bear’s activities were part of a pre-
planned operation. In this scenario, the subsea infrastructure between Leningrad Oblast
and Kaliningrad Oblast—and its alleged damage—served as a cover for the operation.
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3. PLANNED RISK MITIGATION

MEASURES AND THEIR
ADEQUACY CONSIDERING
HEIGHTENED SECURITY
THREATS

INCIDENTS THAT HAVE AFFECTED ESTONIA'S AND ITS NEIGHBORING
COUNTRIES' SUBSEA CONNECTIONS IN THE PAST THREE YEARS

Although most deliberate attacks on subsea connections are intended as demonstrations
of power or provocations aimed at exposing the vulnerability of such infrastructure for
various states, the potential damage from larger-scale attacks poses a significant risk to
the continuity of critical national services.

Based on disruptions to subsea connections across different regions of Europe over the
past three years, it is clear—even in the absence of officially confirmed data—that the
number of deliberate human-induced incidents targeting subsea infrastructure in the
region has increased. Since 2021, eight suspicious cable breakage incidents have occurred
in the Euro-Atlantic area, along with over 70 publicly reported cases of Russian vessels
behaving unusually near critical maritime infrastructure (Hendriks & Halem, 2024,
p. 10). More recent incidents in November and December 2024 and in January 2025 are
currently still under investigation.

In April 2021, Norway reported damage to a submarine cable connecting it to the
Lofoten-Vesterdlen ocean observatory in Svalbard. A 4.2-kilometer section of the
fiber-optic cable, equipped with underwater sensors, was found to be missing (Kirk,
2022). In November, Norwegian authorities located the severed cable segment 11 kilo-
meters from its original position, outside Norway’s economic waters. This cable was capa-
ble of tracking submarine movements and was in a passage frequently used by Russian
naval forces traveling from Murmansk to the Atlantic Ocean (Tammepuu, 2023). There
is reason to suspect that this was a deliberate act of Russian sabotage (Newdick, 2021).
In January 2022, one of the two submarine cables connecting Norway to Svalbard was
severed. The disruption is suspected to have been caused by human activity, with reports
pointing to Russia as a likely perpetrator, given its known capabilities in conducting such
sabotage operations (Humpert, 2022). Journalists from Norway’s national broadcaster
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FIGURE 6. MAP OF SUBSEA CONNECTION DISRUPTIONS IN THE BALTIC SEA IN RECENT YEARS

NRK tracked the movement of a Russian fishing trawler 20 times over the broken cables
in the days before and after the damage occurred (Kirk, 2022).

In September 2022, explosions occurred along the Nord Stream gas pipelines in the
exclusive economic zones of Denmark and Sweden. According to Swedish prosecutors,
investigators found traces of explosives near the damaged sites, confirming that the inci-
dent was an act of sabotage (Ringstrom & Solsvik, 2022). In October 2022, three com-
munication cables near a subsea landing station off the coast of France were severed. The
cause of the damage was linked to vandalism or sabotage (Brussels Times, 2022). The
following day, communication between the Shetland Islands and Scotland was disrupted
after a submarine cable failure, which followed the severing of another subsea communi-
cation cable between Shetland and the Faroe Islands a week earlier (BBC, 2022). During
this period, Russian vessels were repeatedly observed in the affected areas (Hendriks &
Halem, 2024, p. 10).

In October 2023, the Balticconnector gas pipeline between Estonia and Finland, as well
as subsea communication cables between Estonia and Sweden and between Estonia
and Finland, were severed in the Baltic Sea. The gas pipeline leak took place in Finland’s
exclusive economic zone. At the same time, a communication cable linking Finland and
Estonia was damaged, and the previous day, a cable linking Estonia to Sweden was also
affected, with the damage occurring approximately 50 kilometers offshore west of Hiiu-
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The number of deliberate, human- maa. Following these events, Finnish President Sauli Niinisto

induced incidents targeting subsea issued a statement confirming that the disruptions were caused
infrastructure has increased in the by external activity (Tanner, 2023). According to Finnish for-
Baltic Sea region. eign and security policy sources, the Finnish government con-

siders it likely that the incident was a case of Russian sabotage
(ERR, 2023b). The gas pipeline and cables are suspected to have been damaged by the
anchor of Newnew Polar Bear, a Hong Kong-registered vessel en route from Kaliningrad
to Saint Petersburg (ERR, 2024b). NATO Secretary-General Jens Stoltenberg also issued
a statement on the incident, emphasizing that if the damage to the gas pipeline and com-
munication cable was a deliberate attack on critical infrastructure, it would be regarded
as a profoundly serious incident requiring a unified NATO response (Postimees, 2023).
On 12 August, Hong Kong media reported that, following an internal investigation, Chi-
nese authorities admitted that the Balticconnector gas pipeline had been accidentally
damaged, attributing the incident to a severe storm (ERR, 2024e). As of the end of 2024,
the investigation remains ongoing. The connection was restored on 22 April 2024.

On 17 November 2024, two subsea communication cables in the Baltic Sea were sev-
ered—the BCS East-West Interlink between Sweden and Lithuania and the C-Lionl
cable between Finland and Germany. Preliminary information indicated that the damage
was linked to the Chinese-flagged cargo vessel Yi Peng 3, which had departed from the
Russian port of Ust-Luga and was owned by the Chinese company Ningbo Yipeng Ship-
ping Co. LTD (Madsen, 2024). No state has officially confirmed sabotage, and Russian
authorities have denied any involvement in the cable disruptions. However, according to
government sources involved in the investigation, Russian intelligence provided instruc-
tions to the captain of Yi Peng 3 to use an anchor to cut through the communication
cables (Pancevski, 2024). Both connections were restored within two weeks.

On 25 December 2024, the Estonia—Finland electricity cable Estlink 2 was severed. That
same evening, the Estonian Consumer Protection and Technical Regulatory Authority
received information that three additional subsea communication cables between Esto-
nia and Finland had been affected—two cables owned by the Elisa Group had been sev-
ered, while a CITIC Telecom cable had sustained damage (Lomp, 2024). The primary
suspect was the Eagle S, a Cook Islands-registered oil tanker that had departed from Ust-
Luga, Russia, on the morning of 25 December. The vessel is owned by Caravella LLC FZ,
a company based in the United Arab Emirates (UAE), and is believed to be part of Russia’s
shadow fleet (Yle, 2024). Unlike previous cases, where vessels suspected of involvement
were merely flagged for further inquiry by their country of registration (as in the Newnew
Polar Bear case, ERR, 2023d), the Finnish Border Guard escorted Eagle S into Finnish
territorial waters (Yle, 2024). The vessel was subsequently seized by the Finnish National
Bureau of Investigation and the Border Guard for investigative procedures (Sajari, 2024).
It was detained and placed at the Svartbéck oil terminal in Porvoo (Kressa, 2024). This
intervention is believed to have prevented the potential destruction of Estlink 1 and the
Balticconnector gas pipeline (Kivi, 2024).

The detention was justified primarily on two grounds: first, states

Many sources indicate that the have the right to inspect vessels entering their territorial waters
likelihood of attacks against critical to ensure they are in a seaworthy condition; second, inspections
subsea infrastructure is increasing, can be conducted to determine whether a vessel has engaged in

which makes it crucial to introduce
regulatory corrections as swiftly as
possible and implement additional
physical security measures. On 26 January 2025, a fiber-optic data cable between Sweden and

Latvia in the Baltic Sea was damaged. The cable was severed in

sabotage (Alandi, 2025). Based on these considerations, Finnish
authorities proceeded with the seizure of the vessel.
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Sweden’s exclusive economic zone, and the main suspect is the vessel Vezhen, sailing
under the Maltese flag and owned by the Chinese government (ERR, 2025). The ship had
started its last voyage from the port of Ust-Luga in Russia and was detained by the Swed-
ish Security Service (Sdapo) due to a missing anchor fluke. The vessel has been seized, and
the Swedish Prosecution Authority has launched an investigation into aggravated sab-
otage (Kulleste, 2025). From the listed incidents, unconfirmed reports suggest an esca-
lation of geopolitical tensions manifesting in provocations aimed at causing damage to
Western states. However, due to regulatory gaps in legislation governing the protection
of long-distance subsea energy and data connections, determining the motives and per-
petrators of such incidents remains speculative. According to multiple sources (Council
of Europe, 2024; Hendriks & Halem, 2024, pp. 15, 23, 27, 29; Pleasic, 2024, p. 17; Insikt
Group, 2023, p. 5; Frasca & Galantini, 2023, p. 15; Wasiuta, 2023, p. 363; Radin, 2017,
p. 13), the likelihood of such attacks increasing in the coming years is high. This under-
lines the need for urgent regulatory adjustments and the implementation of additional
protective measures.

However, in addition to regulatory amendments, existing regulations must also be
enforced more assertively. In 2023, following the Balticconnector gas pipeline rupture
and the severing of the Finland—Germany submarine cable in 2024, the prevailing rhet-
oric was that little could be done (ERR, 2024g). However, by the end of 2024, Denmark
had detained a vessel responsible for damaging submarine cables (ERR, 2024f). This
stance persisted even after Denmark had already apprehended the suspect vessel. On
25 December 2024, when Eagle S severed Estlink 2, police and border guard special forces
were deployed onto the vessel, and it was directed to a Finnish port. All these incidents
occurred under similar legal conditions, with no interim changes to the law of the sea, yet
the state responses varied significantly.

On 9 January 2025, the Estonian government decided to submit a draft amendment to the
Estonian Penal Code to Parliament, proposing penalties for infrastructure damage occur-
ring outside Estonia’s territorial waters (Justiits- ja digiministeerium, 2025). However, the
necessity of this amendment remains questionable, as the existing provisions on terri-
torial applicability in the Penal Code already extend to such instances. For example, the
same territorial applicability has previously been used in criminal proceedings related to
offenses committed in Afghanistan (Kaitsepolitseiamet, 2009, p. 23) and for legal actions
in Africa. In 2006, the tanker Flawless was suspected of causing maritime and coastal
pollution in Estonian waters and was subjected to legal proceedings outside Estonia’s ter-
ritorial waters (Prokuratuur, 2006). Any clarification of legal applicability may also have
implications for past cases, such as the investigations into the Balticconnector incident
and the simultaneous severing of the communication cable.

IMPACT OF ENERGY AND DATA DISRUPTIONS ON THE CONTINUITY OF
ESTONIA'S CRITICAL SERVICES

All the threats listed above apply to Estonia’s energy and data connections to neighboring
countries. The primary risk to the continuity of critical services is the disruption of basic
services such as electricity supply, heating, and data transmission due to interruptions in
energy and data connections. The risk level associated with natural processes in Estonia
is low, and environmental issues or weather phenomena (storms, tides, etc.) rarely cause
significant disruptions, except for frequent interruptions in overhead power lines. Wear
and tear and technological failures are more common. Although rare, such incidents
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For the Baltic states, in addition impact electricity availability and continuity in Estonia due to

to possible disruptions in data the limited number of critical power connections; for exam-
connections, a significant risk factor ple, simultaneous failures of Estlink 1, Estlink 2, and the Lat-
lies in the subsea electricity and gas via-bound connection would have significant consequences.

pipelines running along the Baltic

Sea floor.
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While Estonia’s installed net electricity generation capacity
(2337 MW) exceeds peak consumption (1591 MW), the actual
usable net capacity is lower due to outages, maintenance, and
the availability of wind, solar, and hydropower resources (Eler-
ing, 2024c). The production capacity of oil shale power plants is approximately 1300 MW
(ENTSO-E, 2024), including 274 MW from the Auvere power plant (Tooming, 2023).

From an environmental security perspective, Estonia does not have energy facilities that
would cause severe environmental damage in the event of an accident. The primary exter-
nal risk stems from potential incidents at nuclear power plants in neighboring countries,
depending on wind direction. Such facilities include the Sosnovy Bor nuclear power plant
in Russia and the Baltiysk and Astravets nuclear plants, as well as Finland’s Olkiluoto and
Loviisa plants, and potentially Hanhikivi in the future, along with Sweden’s Oskarshamn
nuclear plant. Estonia also lacks large hydroelectric power plants whose dam failure—
either due to sabotage or structural collapse—could trigger a large-scale environmental
disaster, such as the destruction of the Kakhovka hydroelectric dam in Ukraine in 2023.

The primary environmental hazards in Estonia relate to air pollution, fire, and explosion
risks associated with dangerous enterprises. These risks are monitored, mitigation meas-
ures are in place, and drills are conducted (e.g., CREMEX in 2011 and CREVEX in 2023).
Nevertheless, these remain the most probable risk scenarios. In the event of energy infra-
structure failures, explosions at energy facilities would primarily have localized impacts,
although the destruction radius and release of pollutants into the air could extend beyond
the site, affecting nearby residential areas and ecosystems. The main environmental
threat related to energy infrastructure failures in Estonia is air pollution. The highest
technological and human-induced risks are associated with power plants and cogenera-
tion plants. In the Tallinn area, for example, the Iru power plant operates as a combined
heat and power facility, primarily using mixed waste and natural gas, with heavy fuel oil
as a backup fuel (Enefit Green, 2021, p. 3). Under the Chemicals Act, Iru is classified as a
Category B enterprise with a major accident hazard (Enefit Green, 2022, p. 3). Addition-
ally, the OU Utilitas Tallinn power plant blocks are within a three-kilometer radius. The
Iru plant processes approximately 250,000 metric tons of mixed waste annually (Enefit
Taastuvenergia OU & Nomine Consult OU, 2017, p. 3).

Deliberate or accidental human-induced damage to energy and data connections and its
possible consequences clearly pose the most significant risks to Estonia and the other
Baltic states. Given the tense geopolitical situation in the region, various forms of hybrid
attacks on electricity and gas infrastructure, as well as attacks on data cables, including
cyberattacks and sabotage, are possible (Elering, Estonian Gas Transmission Network
Development Plan 2024-2033, p. 8). A particular vulnerability lies in the high degree of
integration between the Baltic states’ electricity, gas, and data systems. Any disruption in
electricity, gas, or data systems in one country inevitably affects the supply security in the
other two. Minor disruptions are mainly reflected in fluctuations in service prices, while
major outages that occur simultaneously across multiple sectors could lead to a reduc-
tion in the availability of critical services.

In addition to threats to subsea connections posed by human activity such as trawling and
anchoring, the risk of deliberate sabotage amid escalating political tensions is becoming
acute. Damage caused by human factors to various components of critical infrastructure
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in the Baltic Sea region has increased, and there is mounting evidence linking these inci-
dents to Russia’s expansion of its subsea operational capabilities. The primary threat to
the Baltic states arises from Russia, which possesses sufficient intelligence and resources
to simultaneously target multiple subsea electricity, gas, and data connections in the Bal-
tic Sea, potentially causing extensive network and service disruptions.

Following the escalation of the Russia—Ukraine conflict in 2022, the increasing number of
deliberate sabotage incidents targeting subsea communication cables has raised concerns
in many countries. In the case of Estonia and the other Baltic states, the risks are not
limited to disruptions in subsea data connections but also include the electricity and gas
pipelines running along the Baltic Sea floor. While disconnecting from Russia’s energy
system enhances the Baltic states’ energy security, their dependence on subsea electricity
and gas pipelines also introduces new security risks. A particular vulnerability lies in the
possible simultaneous failure of multiple connections in the Baltic region (Trakimavicius,
2021).

Estonia’s economy is highly dependent on the functioning of subsea gas pipelines, elec-
tricity cables, and communication cables in the Baltic Sea. The disruption of these con-
nections poses significant risks to the continuity of critical services, affecting individuals,
households, and, in the case of major failures, the broader functioning of society. Elec-
tricity consumption in Estonia, Latvia, and Lithuania exceeds domestic production by
approximately 40% (Koppel, 2024). A shortage of electricity resulting from the failure
of cross-border electricity connections could disrupt daily life and economic activities.
While Estonia has sought to increase its controllable electricity generation capacity by
opening the Auvere power plant and potentially reactivating the energy blocks at the
Eesti and Balti power plants, these measures would be insufficient in the event of large-
scale power outages (BNS, 2021). Estonia’s normal electricity consumption far exceeds
the production capacity of Auvere (Tooming, 2023), and restarting the energy blocks at
the Balti power plant would be time-consuming, given their current state of preservation
(ERR, 2024c).

As of the end of 2024, no decision had yet been made to develop additional controllable
capacity (Koppel, 2024). In 2025, the Estonian government allocated funding to Eesti
Energia for the construction of a gas power plant in Narva (Einmaa, 2025). However,
this decision overlooks a key security consideration: constructing multiple such facilities
near the border of an aggressive neighboring state is not advisable, as it reduces supply
security in times of crisis. Estonia’s gas consumption is also highly dependent on supplies
from neighboring countries, meaning that disruptions in gas connections could directly
impact household heating and industrial production processes. Furthermore, critical ser-
vices such as healthcare, emergency services, transport, and food production rely heav-
ily on energy and a stable international communications infrastructure. Any failure of
subsea gas pipelines, electricity connections, or communication cables in the Baltic Sea
could severely affect the continuity of these services, making it essential to factor such
risks into mitigation planning.

Subsea electricity and communication cables in the Baltic Sea are strategically important
not only for Estonia but also for other coastal states in the region to ensure economic
security and stability across the area. However, the degree of dependence on these con-
nections varies by country, depending on individual countries’ infrastructure and energy
production models. Estlink 1 and Estlink 2, which link Estonia and Finland, are particu-
larly crucial for Estonia. Finland generates most of the electricity it needs (approximately
80 GWh annually) itself, importing a portion from Sweden, a smaller share from Norway,
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and—until 2022—from Russia. In recent years, Finland’s import volumes have nearly
equaled its exports (Energiateollisuus, [n.d.]).

The NordLink connection between Norway and Germany, launched in 2021, provides
a bidirectional solution: when Germany has excess wind and solar energy, Norway can
import it; when Germany produces less renewable energy, Norway can export its hydro-
electric power (Statnett, [n.d.]). However, NordLink is not critically important for the
operation of critical services in either country, as both nations can generate sufficient
electricity domestically or secure additional supplies through land-based connections
with neighboring countries. The SwePol Link between Sweden and Poland offers Poland
additional capacity, but only to a limited extent—approximately 1.5% of Poland’s elec-
tricity consumption. In 2024, Sweden exported approximately 250 GWh of electricity
to Poland each month (Svenska Kraftniat, 2024), which is a relatively small amount com-
pared to Poland’s total annual electricity consumption of 155,000 GWh (Statistics Poland,
2024).

To mitigate the effects of prolonged power outages on the population, the Estonian Res-
cue Board has conducted awareness campaigns and funded crisis preparedness projects
for local governments, housing associations, and community organizations. As a result,
several local governments, as well as some community organizations and housing asso-
ciations, now have generators. However, while using a generator within the premises of
a private house is relatively straightforward, apartment buildings require specific con-
ditions to be met for generator use. Among community organizations, approximately a
quarter are prepared to enact crisis-related measures (Savimaa & Kont, 2023, pp. 97-98),
while among residents in private homes, about 34% report being able to manage for seven
days, compared to just 3% of residents in large apartment buildings (Pddsteamet, 2023).

A 2024 crisis preparedness survey conducted in Harku Municipality found that a signifi-
cant majority (86%) of respondents had considered the possibility of a serious emergency
over the past two years. The most critical services for residents were electricity supply,
mobile phone service, water supply and sewerage, access to emergency medical care, and
the continued operation of rescue services (Savimaa, 20244, p. 34). However, only 15% of
respondents viewed power outages as a major issue, and 30% believed they could cope
with a power outage for up to 24 hours (ibid., p. 24). A similar survey conducted a year
earlier in the Muuga area found that 13% of respondents considered power outages a sig-
nificant problem, with 25% believing they could manage for up to 24 hours and another
25% for up to 48 hours (Savimaa, 2024b, p. 21). This suggests that as people have consid-
ered the possibility of short-term power outages—such as those in recent years, primarily
caused by storms—they do not rank them as critical as failures in water supply, sewerage
services, and mobile communications that result from prolonged electricity shortages or
occur independently.

A 2024 study by Indrek Paadik on public awareness and preparedness for long-term cri-
ses in the field of internal security found that nearly half (40%) of respondents had food
and water supplies for five to seven days, while 25% had provisions for at least 14 days
(Paadik, 2024, p. 66). The most immediate impact of a failure in the Baltic Sea subsea
power cables would be an increase in electricity prices in Estonia, which could, in turn,
affect the cost of numerous services and the overall business environment. The failure of
the Estlink 2 transmission cable in January 2024, which was only repaired in September,
significantly influenced electricity prices in Estonia. For example, in July 2024, it was
estimated that the outage contributed to a price increase of up to 42 euros per mega-
watt-hour (Randveer, 2024).

SECURITY THREATS TO THE UNDERSEA CONNECTIONS RELATED CRITICAL INFRASTRUCTURE OF THE BALTIC STATES



Severe consequences could also arise for telecommunications networks and infrastruc-
ture. In the absence of electricity, communication failures may occur, as most communi-
cation devices require power to function. Alternative connection routes to other coun-
tries do exist, following different physical pathways, but central data exchange nodes and
their security remain the key vulnerabilities. Data transmission via the Baltic Sea sub-
marine cables is supported by multiple alternative connections, and network traffic is
automatically rerouted in the event of disruptions. Therefore, a
single cable failure does not result in noticeable service disrup- and seabed connections around the
tions for end users, but repairing damaged cables incurs direct clock would be costly and complex.
costs that must ultimately be borne by consumers. Therefore, it is crucial that potential

Completely securing land-based

risks are thoroughly assessed at
both regional and national levels,
and that detailed contingency plans
are in place for responding to threats
if they do materialize.

Gas supply interruptions primarily affect industrial enterprises
and residents of apartment buildings or private houses that rely
on gas heating or gas stoves. Gas heating and gas cookers are
mostly found in apartment buildings constructed between the
1950s and 1970s, as well as in newer residential areas near gas
pipelines (e.g., Viimsi Municipality and the city of Tartu). How-
ever, industrial enterprises are gradually reducing their dependence on gas. For example,
the Iru power plant has decided to decommission its energy block No 2, which uses a
gas-fired steam boiler. The waste incineration block and water heating boilers, which
use natural gas but have diesel fuel as a backup, will remain in operation for now (Kesk-
konnaamet, 2024).

EXISTING RISK-MANAGEMENT PLANS AND THE SUFFICIENCY OF MITI-
GATION MEASURES

The increasing number of disruptions to subsea connections in the Baltic Sea has height-
ened awareness that Estonia’s energy and data connections to the outside world are highly
vulnerable in the event of potential conflicts and geopolitical tensions. The extensive
integration and interdependence of the Baltic states’ electricity, gas, and telecommunica-
tions networks makes this sector especially critical for ensuring supply security. Securing
land-based and seabed connections around the clock would be both costly and complex.
Therefore, it is crucial that potential risks are thoroughly assessed at both regional and
national levels, and that detailed contingency plans are in place for responding to threats
if they do materialize.

Security of Supply Report on the Estonian Electricity System (Elering, 2023a) states that
there is a plan in place for ensuring the country’s electricity supply, along with a backup
plan and contingency plan for the backup plan. However, the report also notes that, fol-
lowing the damage to Balticconnector on 8 October 2023, concerns have grown over
whether Estonia’s infrastructure connections to other countries are adequately protected.
The same report (Elering, 2023a) also highlights that the relevant infrastructure is dis-
persed across a large area, both on land and at sea, thus making it unrealistic to protect
it entirely. Moreover, simultaneous targeted attacks in multiple

locations could inflict enough damage to significantly disrupt the In addition to civilincidents, more

overall functioning of the system. Another major risk is the inter- attention should be directed to
dependence with other networks, such as the gas and data com- sabotage and subversion, which
munications networks, which the report fails to address. have become increasingly likely in

. . . th text of hybrid fare.
Although risk assessments and contingency plans should, in the- € comtext ot fvbridwartare

ory, cover all potential threats and outline the necessary mitiga-
tion measures, there remains a possibility that not all events unfold as planned or that
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The Estonian Government Office

new risks emerge that were not previously considered. According to Elering’s risk man-
ager (Soone, 2024), an updated electricity-and-gas-supply-continuity risk analysis and
continuity plan is compiled every two years in accordance with the Emergency Act. To
mitigate additional security risks, these documents are prepared for the Ministry of Cli-
mate, which oversees the continuity of critical services; these documents are not publicly
available.

Publicly accessible contingency plans, however, only account for isolated individual dis-
ruptions, which are mitigated by ensuring sufficient reserve capacity. Elering maintains
that the role of the system operator is to ensure the overall functioning of the system;
the separate protection of individual connections has not been their priority so far. Yet,
considering the recent case where two of Estonia’s critical connections with Finland
(Estlink 2 and Balticconnector) failed simultaneously—and given that the average time for
repairing such failures is approximately six months—the risk to the continuity of critical
services can be considered high, even with double redundancy
connections in place. Nonetheless, Elering asserts (Soone, 2024)

notes that, in addition to civil that such scenarios have been accounted for in risk assessments.

incidents, there is a growing need to
focus on sabotage and subversion—
more likely in hybrid warfare—which
necessitates additional protective

measures.

Russia has long manipulated energy
supplies for political provocations.
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The Estonian Government Office, responsible for developing
Estonia’s national crisis preparedness framework and legal reg-
ulations, as well as for improving resilience and overseeing crisis
preparedness, has compiled a national risk analysis. This is the
first comprehensive overview of various security threats and the
potential impacts of major crises. This represents the first com-
prehensive overview of various security threats and the potential impacts of major cri-
ses, serving as the foundation for a broader risk analysis. According to the Government
Office (Saar, 2024), existing risk analyses and risk-management plans for critical services
do not fully address emerging security threats that have arisen since the start of Rus-
sia’s war against Ukraine. Priit Saar, Deputy Director for National Security and Defense
Coordination at the Government Office, notes that, in addition to civil incidents, there
is a growing need to focus on sabotage and subversion—now more likely in hybrid war-
fare—which necessitates additional protective measures (Saar, 2024). The Government
Office also considers sabotage and diversionary acts against Estonia’s critical undersea
infrastructure increasingly probable, calling for heightened security measures.

Before the disruptions to Balticconnector and Estlink 2, the Estonian Ministry of Eco-
nomic Affairs and Communications maintained that these connections had already been
secured during construction (Pulk, 2022). For example, Balticconnector is a thick metal
pipe encased in an exceptionally durable concrete layer, and other cables have metal rein-
forcement. It was also pointed out that Estlink 1 and 2 quickly descend into deep waters
from the mainland, a feature considered a natural protective barrier. However, the inci-
dent demonstrated that even a standard ship anchor can sever such connections in a brief
period, potentially damaging multiple links simultaneously. According to Elisa Eesti AS’s
Chief Legal Officer, Allan Aedmaa (Aedmaa, 2024), it is not unlikely that a deliberate act
could sever all of Estonia’s underwater data connections to other countries at once.

Publicly available risk assessments by various organizations differ in their views on the
importance and dependencies of these connections. For instance, Elering explicitly states
in the Estonian Gas Transmission Network Development Plan
2023-2032 that the Balticconnector project is critical for Estonia’s
supply security. Without it, a major system failure could necessi-
tate restrictions on non-protected consumers—a risk eliminated
by Balticconnector’s completion. Meanwhile, the Estonian Min-

SECURITY THREATS TO THE UNDERSEA CONNECTIONS RELATED CRITICAL INFRASTRUCTURE OF THE BALTIC STATES



istry of Economic Affairs and Communications asserts that damage to Balticconnector
would not significantly affect Estonia (Polluste, 2022) and has assured that spare parts
for both Estlink connections are available and can be quickly used for repairs if needed.
While disruptions could result in brief power outages of a few hours for lower-priority
electricity consumers, the continuity of critical services would likely remain intact.

Elering’s electricity supply security plan indicates that, drawing on tactics proven effec-
tive in Ukraine, Estonia is increasingly prepared to quickly resolve both intentional and
accidental disruptions. According to Elering (Soone, 2024), since Russia’s invasion of
Ukraine, physical security risks to infrastructure have been thoroughly reassessed, and
reserve stocks as well as new types of backup solutions have been significantly expanded
to enable faster restoration of damaged infrastructure. However, the timeline for address-
ing the failure on 21 January 2024 shows that, despite these preparations, repairs could
still take more than seven months. Given the potential for additional disruptions during
this period, concerns about losing gas, electricity, or data connections are well founded.

Russia has long manipulated energy supplies for political provocations, and in the Bal-
tic context, Moscow’s actions are strategically aimed at targeting NATO member states’
infrastructure in ways that demand a Western response. Within this framework, the Bal-
tic Sea region—particularly the Baltic states—is seen less as a direct military target and
more as a pressure point to weaken NATO, the United States, and the European Union
(Galeotti, 2019; Kofman et al., 2021, p. 68; U.S. Army Asymmetric Warfare Group, 2015;
Radin, 2017). Another risk to electricity supply security is that, after joining the continen-
tal European frequency area, the Baltic states remain connected to mainland Europe by
only a single land-based transmission line. Currently, this connection is secured by the
LitPol Link, established in 2015 between Lithuania and Poland. An additional connec-
tion was initially planned as a submarine cable for completion by 2026, but this project
was abandoned due to rising investment costs and the growing number of underwater
attacks. As a result, LitPol Link is expected to remain the sole electricity link between the
Baltic states and continental Europe until about 2032, when a second land connection—
planned to replace the canceled HarmonyLink submarine cable—will be completed.

Estonia also faces other risks to the continuity of critical services. Elering’s 2022 security
of supply report highlights the significant risk posed by gas supply disruptions. The Baltic
states’ gas systems are highly interconnected and influence each other substantially (Eler-
ing, 2023b, p. 22). During winter, when gas consumption is higher, greater inflows of gas
are needed to maintain system pressure.

Gas consumption further increases when gas-fired power plants must produce more
electricity—whether due to low renewable energy output or frequent power plant fail-
ures (Elering, 2023c, p. 8). Meanwhile, virtually all gas network equipment relies on elec-
tricity. Although power outages typically do not disrupt gas supply, they can hinder pipe-
line valve station controls. Notably, the Puiatu and Paldiski compressor stations require
more electricity than backup generators can provide (ibid.), making it impossible to fully
mitigate gas supply disruptions caused by power outages. These stations are critical for
maintaining adequate pressure between Estonia and Finland.

From a security standpoint, the state also needs sufficient on-site fuel reserves for gen-
erators during power outages. Historically, the Estonian Stockpiling Agency focused
primarily on liquid fuel reserves (Estonian Stockpiling Agency, 2024), keeping strategic
quantities abroad for transport in emergencies. However, recent events in Ukraine have
demonstrated potential pitfalls in relying on external reserves. Consequently, the agency
plans to relocate its liquid fuel reserves to Estonia, exploring options including decen-
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tralized storage with various service providers or using Milstrand’s underground facility
in Viimsi. The latter would require additional measures to ensure reserve access during
prolonged power outages (ERR, 2022).

Turning to data transmission, Gehringer (2023, p. 3) argues that a complete shutdown of
data traffic is currently unlikely. Damage to a single cable does not cause a total loss of
transmission if alternative internal network routes are available. If certain cable connec-
tions fail, data can be rerouted, though this may lead to higher latency and network con-
gestion. Gehringer (ibid.) notes that a simultaneous physical attack on multiple subma-
rine cables, while possible in theory, would require extensive knowledge, resources, and
preparation. The public availability of cable routes and landing points adds to security
concerns, making it critical to incorporate such threats into various scenarios. Wall and
Morcos (2021) likewise emphasize that scenario-based planning helps governments and
infrastructure owners identify key national contacts, conduct regular drills, and enhance
system resilience. They suggest that such planning should be a priority for EU-NATO
cooperation, leveraging the EU’s financial and regulatory tools alongside NATO’s defense
planning expertise.

If Estonia’s submarine data connections were disrupted, land-based connections via
Latvia would serve as the fallback. However, these alone cannot guarantee the neces-
sary quality of data transmission. Theoretically, such an approach could support critical
services, but a prolonged outage would require restrictions on consumer internet use.
In practice, relying solely on land connections for critical services has yet to be fully
assessed. To strengthen the continuity of critical services, the State Infocommunication
Foundation (RIKS) is developing a national satellite communication project (Pau, 2023).

A detailed assessment of the adequacy of existing risk-management plans and mitigation
measures has become increasingly complex due to the rapid shifts in the security land-
scape in recent years, as well as the evolving nature and variability of associated risks.
This situation has also been influenced by broader crises not directly related to hybrid
attacks on underwater infrastructure in the Baltic Sea, such as the COVID-19 pandemic,
which exposed vulnerabilities in supply chains. According to Glette-Iversen, Flage, and
Aven (2023, p. 11), this underlines the need to update risk assessment methodologies. In
the absence of robust risk analysis, unexpected incidents can arise for five key reasons:
inadequate probability assessment, insufficient modeling of cause-and-effect relation-
ships, weak early warning systems, limited capacity to reduce uncertainty, and a lack of
knowledge and understanding. This, in turn, constrains precautionary capacity (Glette-
Iversen & Flage, 2024, p. 2).

The impact of infrastructure failures has typically been assessed separately from two per-
spectives: that of service providers and that of national integrated operation. However,
Hansen and Antonsen (2024, p. 2) argue that security considerations should also be incor-
porated into risk and safety assessments at both the organizational and technical levels,
despite the frequent absence of a unified conceptual understanding of risk in both theo-
retical and applied contexts (Aven, 2023, pp. 3-5). As a result, safety and human factors
should be integrated into a comprehensive safety and security analysis. However, exces-
sive generalization of details complicates such analysis, diminishing its practical value
and leaving considerable uncertainty in system assessments (Nolan-McSweeney, Ryan &
Cobb, 2023, p. 13). Eriksson (2023) suggests that risk analysis and crisis prevention should
become an integral part of an organization’s continuous learning system. Nevertheless,
in Sweden, these approaches are currently underused in the contexts of prevention and
preparedness at local, regional, and national levels (Eriksson, 2023, pp. 5-6).
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The existence of these issues is further confirmed by an Esto- If Estonia’'s submarine data

nian National Audit Office review, which found that physical connections were disrupted, land-
security requirements have been defined (and met) at only one based connections via Latvia would
electricity supply facility in Estonia—also the only one officially serve as the fallback. However,

these alone cannot guarantee
the necessary quality of data
transmission.

designated as a national defense site. Other critical electricity
supply buildings and infrastructure have not been classified
as national defense sites, meaning that the choice of physical
security measures is left to the discretion of the companies
operating them. In many cases, these measures are weaker than those implemented at
designated national defense sites. (Riigikontroll, 2025, pp. 1-9)

MONITORING AND PROTECTION OF CRITICAL UNDERSEA INFRA-
STRUCTURE IN THE BALTIC SEA

Critical infrastructure covers networks, services, resources, and institutions essential for
the functioning of a state, where any disruption can significantly impair national oper-
ations (Somer et al.,, 2019). Although its protection represents a strategic priority, in
practice, the oversight and responsibility for subsea infrastructure remain unclear. At the
European Union level, this issue has gained prominence in recent years, with increas-
ing calls for member states to clarify national-level authorities responsible for the secu-
rity and protection of submarine cables (European Commission, 2024b; Bafoutsou et al.,
2023, p. 24).

The greatest challenge with subsea connections is that they extend into international
waters, making it difficult to establish clear jurisdiction over their oversight and control.
While these connections are subject to various national and international laws and agree-
ments, practical enforcement remains complicated due to the overlapping rights and
responsibilities of various stakeholders, such as telecommunications and energy compa-
nies, cybersecurity agencies, military forces, and coast guards. Bueger et al. highlight in
their 2022 report for the European Parliament’s Subcommittee on Security and Defense
(Bueger et al., 2022, p. 41) that although EU agencies such as the European Border and
Coast Guard Agency (Frontex), the European Defense Agency (EDA), the European Envi-
ronment Agency (EEA), the European Fisheries Control Agency (EFCA), the European
Maritime Safety Agency (EMSA), and the European Union Agency for Cybersecurity
(ENISA) all have relevant mandates concerning subsea infrastructure, none is explicitly
tasked with the protection and resilience of data transmission cables.

ENISA conducted a comprehensive review of the subsea connection system in 2023
(Bafoutsou et al., 2023) and provided recommendations for both infrastructure owners
and national governments. They noted that in coastal and territorial waters (up to 12 nau-
tical miles) and exclusive economic zones (up to 200 nautical miles), submarine cables
are protected by the Navy, military, and national coast guards. However, in international
waters, particularly beyond exclusive economic zones, authority is more ambiguous, and
it is not explicitly defined which state is responsible for monitoring and protecting sub-
marine cables.

The Nord Stream gas pipeline explosions highlighted the practical challenge that, for the
affected state bearing the burden of proof, it is difficult to hold another state accountable
for an act of sabotage in the maritime environment, as it allows for the concealment of
evidence regarding the attack’s origin (Lott, 2023a). When an attack occurs in territorial
waters, the legal framework grants the victim state greater freedom to respond, as a coastal
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The greatest challenge with subsea state’s sovereignty extends to its territorial waters in addition

connections is that they extend to its land territory. Therefore, if a state employs armed force
into international waters, making it against critical maritime infrastructure in another coastal state’s
difficult to establish clear jurisdiction territorial waters, this could serve as grounds for invoking the

over their oversight and control.
Finland's decisive response has set
a highly significant precedent in this

regard.
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right to armed self-defense, as territorial waters are consid-
ered sovereign territory. However, if an attack takes place in the
exclusive economic zone, the right to armed self-defense applies
only if the attack has a significant impact on the coastal state and
the state can meet the burden of proof (ibid.).

In the case of Nord Stream, no evidence could be established to prove that another state
was behind the attack. Furthermore, an additional factor in the Nord Stream incident
was the lack of a clear link to the specific coastal state, meaning there was no legal basis
to classify the sabotage as an attack against the state whose exclusive economic zone
it occurred in. Even in cases where sabotage is confirmed and legally recognized as an
armed attack against a coastal state, an additional requirement is that the incident must
have a significant impact on the continuity of critical services in that state. Yet even then,
the perpetrator must be identified and proven responsible. It is crucial to prevent future
scenarios where the destruction of infrastructure located in an exclusive economic zone,
but not directly linked to the shore, remains unanswered by the affected state. Sweden’s
decision not to assign clear responsibility for the Nord Stream attack is a clear example of
why the attack was carried out specifically within its exclusive economic zone—this must
be interpreted as an attack against the state’s security-related legal order.

According to the 1982 United Nations Convention on the Law of the Sea (UNCLOS),
coastal states have the right to adopt regulatory legal acts concerning, among other things,
the protection of cables and pipelines (UNCLOS, Art. 21, para. 1). Article 113 of the con-
vention requires states to adopt laws and regulations making it a punishable offense for a
ship flying its flag or a person under its jurisdiction to willfully or through culpable negli-
gence break or damage a submarine cable beneath the high seas, if such an act interrupts
or obstructs telegraphic or telephonic communications. The provision equally applies to
the breaking or damaging of a submarine pipeline or high-voltage power cable. It also cov-
ers conduct likely to result in such breaking or damage. Therefore, for each case, a direct
link between a specific state and a vessel flying its flag must be clearly established in con-
nection with a deliberate act of sabotage, with the expectation that the relevant state will
enforce the applicable legal measures. However, in practice, this approach is insufficient.
Recent incidents have highlighted the clear need for European coastal states to introduce
additional restrictions under Articles 60(4)—(6) of UNCLOS in areas surrounding critical
infrastructure in their exclusive economic zones and to implement stricter enforcement
measures in response to violations in these zones (Lott, 2023a).

On 26 February 2024, the European Commission adopted Recommendation 2024/779
on secure and resilient submarine cable infrastructures. Among other points, the recom-
mendation calls for the establishment of an expert group composed of representatives
of member state authorities to facilitate information exchange and cooperation between
member states and the Commission. The group aims to identify gaps in the current legal
framework and enhance synergies in addressing them. Additionally, it seeks to share
information on situational awareness, incidents and responses, and best practices.

In Estonia, no regulation explicitly defines which authority is responsible for the secu-
rity and monitoring of subsea connections essential to the continuity of critical services.
Chapter 5 of the Emergency Act lists critical services alongside the authorities respon-
sible for their continuity. Under this framework, the Ministry of Economic Affairs and
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Communications oversees the continuity of data transmission services, while the Minis-
try of Climate is responsible for electricity and gas supply continuity. According to Sec-
tion 15 (4) of the Emergency Act, the authority responsible for the continuity of a critical
service must develop an emergency response plan for managing emergencies caused by
an interruption with severe consequences or prolonged disruptions. Section 38 of the
Act establishes the obligations of critical service providers, requiring them to conduct
continuity risk assessments, develop continuity plans, implement preventive measures
against disruptions, and ensure the quick recovery of services in the event of an emer-
gency, technical failure, or the interruption of another critical service.

In addition to these provisions, the Emergency Act specifies the requirements for ensur-
ing the continuity of each critical service. For example, natural gas suppliers must secure
additional gas supplies, electricity companies must maintain backup power reserves to
balance Estonia’s electricity system, and telecommunications

providers must ensure autonomous power supply for their net- The Estonian Navy is responsible for
works. However, no existing legislation explicitly requires critical maritime surveillance in Estonia’s
service providers to conduct independent monitoring and over- maritime area, but the current legal
sight of their own infrastructure, including subsea connections. framework does not provide specific
This is confirmed by Elering’s risk manager, Peep Soone (2024). guidelines or designate a primary
At the same time, the Minister of Defense has stated that the authority for the protection and

T . . o . . security of subsea infrastructure.
responsibility for continuous infrastructure monitoring lies with v

the infrastructure operator—in this case, Elering (Lauri, 2023).

In Estonia, surface surveillance is carried out by the Estonian Navy’s Maritime Operations
Center, which is responsible for monitoring surface activities up to the outer boundary of
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Estonia’s exclusive economic zone. These responsibilities derive from the Defense Forces
Organization Act, the Defense Forces Statute, and the Navy Statute. However, the Esto-
nian Navy does not have a specific mandate for monitoring submarine electricity, gas, or
data transmission connections, although it endeavors to perform this function within its
operational capacity. According to the head of the Navy’s Maritime Operations Center,
Ardo Riibon (2024), surveillance is conducted by the Center’s operators who monitor
surface traffic, particularly in the vicinity of critical infrastructure. He adds that the Navy
is legally obliged to ensure maritime surveillance in Estonia’s maritime area, but the exist-
ing legislation on subsea infrastructure security does not provide clear guidelines or des-
ignate a primary responsible authority. Moreover, the Navy has not previously received
specific instructions on how to carry out these tasks. Nonetheless, the Navy has taken
it upon itself to conduct monitoring in the immediate vicinity of subsea infrastructure
among other operations.

According to Riibon (2024), attention is focused primarily on the Estlink 1 and Estlink 2
connections, and operations are guided by the European Union’s maritime security strat-
egy and its action plan, as well as the recommendations of NATO’s Critical Undersea
Infrastructure Network working group, which operates under NATO’s Maritime Com-
mand (MARCOM). The security and integrity of subsea infrastructure undoubtedly pose
a challenge, particularly when responsibility ends where a cable or pipeline exits a state’s
exclusive economic zone, leaving open the possibility of deliberate damage. This issue is
especially relevant for Estonia in the Gulf of Finland, where critical connections between
two NATO countries pass beneath the main waterway linking Russia to the Baltic Sea.

A further challenge concerns how to respond to a threat or hostile actor detected near
critical maritime infrastructure. Section 47 of the Defense Forces Organization Act spec-
ifies the rights and responsibilities for countering threats posed by civilian aircraft, but
the law does not address threats from vessels at sea. The Government Office (Saar, 2024)
has also highlighted the need to strengthen response measures for incidents like those
caused by the Newnew Polar Bear in October 2023.

The principle guiding threat mitigation must be that the destruction of state-owned or
critical service infrastructure is illegal and must be prevented under all circumstances.
Although the Navy does not yet have a clearly defined legal mandate regarding subsea
infrastructure, it is currently the only authority in Estonia with the necessary capabili-
ties in this area. The role of the Defense Forces is to ensure Estonia’s military defense,
which has broader implications for society, including responsibilities arising from the
comprehensive national defense concept. Furthermore, the responsibilities of the Navy
have expanded significantly following the integration of the Police and Border Guard
Board’s fleet into its command structure. The Navy can also provide operational support
to other state authorities using the resources at its disposal. Thus, under the principle
of subsidiarity in public administration, expectations regarding responses in areas not
explicitly defined by law should be assigned to the state authority that is both regulatively
and functionally closest to the task, with the right to request the necessary professional
assistance for national defense purposes.

Maritime surveillance has become increasingly important due to the interest that the
Russian Navy has recently shown in underwater infrastructure in the Baltic Sea, as
identified by Nordic intelligence services (Lauri, 2023). The Estonian Navy has previ-
ously raised concerns about the activities of the Russian Navy and intelligence services
(Sprenger, 2019). However, even when specific violations are detected, the legal options
for intervention remain limited. Under Article 110 of UNCLOS, a warship on the high
seas is permitted to board a foreign vessel only if there is reasonable suspicion that the
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RUSSIA'S INTEREST IN AND CAPABILITY FOR SABOTAGING UNDERSEA CONNECTIONS HAVE
RECENTLY INCREASED. PHOTOGRAPH: STOCKCAKE.COM

vessel is engaged in piracy, involved in the slave trade, conducting unauthorized broad-
casting, without nationality, or flying a foreign flag or refusing to show its flag while in
reality belonging to the same nationality as the warship. A coastal state has the right to
pursue a foreign vessel only if it is suspected of having violated the laws of the state’s
internal waters, archipelagic waters, territorial waters, or contiguous zone. This right of
pursuit ceases as soon as the pursued vessel enters the territorial waters of its own or a
third country.

According to the head of the Estonian Navy’s Maritime Operations Center (Riibon,
2024), considerable progress has been made over the past year in improving inter-agency
communication and operational protocols, as well as in planning investments to enhance
surveillance. The locations, specifications, and installation details of various connections
have been mapped in greater detail to enable faster responses to potential incidents. At
the national level, the goal is to increase the surveillance and protection of critical under-
sea infrastructure in the Baltic Sea and to support the development of a pan-European
monitoring system to ensure cross-border service continuity (Eesti Euroopa Liidu polii-
tika prioriteedid 2023-2025, p. 7).

The Estonian Navy has increased patrols and monitoring near the Estlink 1 cable and
other critical underwater infrastructure (Kilumets & Teppan, 2024). The Defense Forces
have previously carried out exercises to protect critical undersea infrastructure, for exam-
ple, during the Joint Expeditionary Force’s Nordic Warden series of protective military
activities in June 2024 (Kaitseviagi, 2024). The Estonian Parliament’s National Defense
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Committee has stated that appropriate steps must be taken to protect underwater infra-
structure, including the establishment of a permanent naval presence in the Baltic Sea,
like NATO’s Baltic Air Policing mission, with one of its tasks being the protection of
subsea infrastructure (Postimees, 2024b). Following the seizure of the Eagle S by Finnish
authorities, the Estonian government has also increased the monitoring and protection
of critical infrastructure in the Baltic Sea (Vabariigi Valitsus, 2024; ERR, 2024d), involv-
ing allied partners.
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4. CHALLENGES AND
DEVELOPMENT NEEDS

Experts consider continuous monitoring and security of all underwater energy and data
connections unfeasible. Preventing and detecting underwater attacks requires special-
ist surveillance technology along the entire length of these connections, which in turn
increases the likelihood of targeted attacks, as many states are reluctant to disclose
information about their submarines’ movements. For Estonia, it is essential to develop
clear guidelines for preventing potential threats and responding swiftly if they material-
ize. Additionally, well-structured agreements and contingency plans must be in place to
address scenarios that could disrupt the availability of the country’s critical services.

CONSTANT MONITORING OF ALL UNDERSEA CONNECTIONS IS UNFEASIBLE. PHOTOGRAPH:
STOCKCAKE.COM
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EUROPEAN UNION AND NATO COOPERATION IN PROTECTING CRITICAL
UNDERSEA INFRASTRUCTURE

Both international organizations and relevant national authorities, as well as infrastruc-
ture operators, emphasize that improving cooperation and information exchange between
stakeholders is essential for better risk management. The report “Security Threats to
Undersea Communications Cables and Infrastructure — Consequences for the EU” (Bue-
ger et al., 2022, p. 52) highlights a series of recommendations to enhance the protection
of subsea infrastructure at the EU level. One of the most critical actions identified is
raising awareness among institutions within member states and incorporating cable pro-
tection needs into the planning of new strategic initiatives. Following the acts of sabotage
in the Baltic Sea, the European Commission further expressed its desire for EU mem-
ber states to enhance cooperation in protecting cables and other underwater infrastruc-
ture (European Commission, 2024b; Pollet, 2024). Various discussions and consultations
are currently taking place at the European Union level with member states, civil society,
industry, and academia to shape the background for future proposals by the European

Commission. However, a key shortcoming of this framework is

Particular attention must be given its predominant focus on data and digital infrastructure.

to potential threat scenarios

whereby multiple cables and energy Given the war in Ukraine and NATO’s expansion, transatlantic
connections are severed within allies must work together to strengthen the protection of their
a short period. Well-developed underwater infrastructure against Russia’s hybrid tactics (Naka-
contingency plans must be in place mura, 2023; Loik, 2024). Several analyses had already highlighted
for such incidents. the vulnerability of submarine critical infrastructure and the

Ly

need for closer cooperation between NATO and EU countries

before the Ukraine conflict escalated into full-scale war. These
analyses also provided concrete recommendations for such collaboration. For example,
Wall and Morcos (2021) advised that the United States, with its European allies and part-
ners, should work closely with the private sector to develop plans for handling the con-
sequences of deliberate (or accidental) subsea infrastructure disruptions. Special focus
should be placed on scenarios where multiple cables are cut within a short period or
simultaneously.

The European Union and NATO intensified their cooperation on critical infrastructure
protection following Russia’s full-scale aggression against Ukraine on 24 February 2022.
This cooperation gained urgency after the sabotage of the Nord Stream gas pipelines on
26 September 2022 and the destruction of the Balticconnector pipeline between Finland
and Estonia on 8 October 2023. During the latter incident, Estonia—Finland and Estonia—
Sweden subsea communication cables were also damaged. In response, NATO increased
air and naval patrols and its presence in the Baltic and North Seas under the UK-led Joint
Expeditionary Force (JEF) (NATO, 2023c). However, these measures did not sufficiently
deter Russia, as subsequent attacks on Baltic Sea infrastructure using Russia’s shadow
fleet demonstrated.

At the Vilnius Summit in July 2023, NATO member states agreed to establish a Mari-
time Center for the Security of Critical Undersea Infrastructure under NATO’s Maritime
Command (MARCOM) in the United Kingdom. Additionally, a dedicated cooperation
network was created to connect NATO member governments with the private sector and
other relevant stakeholders to improve information exchange and develop best practices
(Vilnius Summit Communiqué, 2023, point 65; Monaghan et al., 2023, p. 1). It is also
worth noting NATO’s maritime security operation Sea Guardian, which, among other
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tasks, focuses on enhancing situational awareness, counterterrorism, and response capa-
bility development in the Mediterranean region.

As member states strive to integrate innovative technologies into their navies, NATO’s
Science and Technology Organization (STO), based in La Spezia, Italy, is expected to play
an increasingly significant role in providing innovative, science- and technology-based
solutions to close maritime capability gaps (Fridbertsson, 2023, pp. 8-9). For example,
NATO is accelerating the development of technologies that allow for real-time detection
of suspicious activity near critical undersea infrastructure. These include testing mari-
time drones and various sensor systems and the application of artificial intelligence. In
future developments, smart fiber-optic cables may detect activity occurring nearby (Lima
& Drozdiak, 2023). While next-generation surveillance solutions are still under develop-
ment, joint capabilities must already be implemented today.

Cooperation to strengthen critical infrastructure became even more crucial following the
sabotage of the Nord Stream pipelines and in response to Russia’s weaponization of energy
as part of its war of aggression against Ukraine. In February 2023, NATO launched a Crit-
ical Undersea Infrastructure Coordination Cell at its headquarters. Earlier the same year,
NATO and the European Union jointly established a Task Force on Resilience of Critical
Infrastructure, which focuses on energy, transport, digital infrastructure, and space sec-
tors (NATO, 2023a; 2023b). These cooperation frameworks are recent and require time
to become fully operational, but they are undoubtedly necessary steps for resource plan-
ning and consolidated capability development. This is particu-

larly crucial for smaller member states that lack the individual Close cooperation between
expertise and resources for integrated defense solutions, which the European Union and NATO
require surface, underwater, and aerial components. in protecting critical undersea

. . infrastructure is particularly
One of the most significant recent developments in the European escential for smaller member

Union regarding the protection of critical undersea infrastruc- states, which lack the expertise and
ture has been the revision of the EU’s maritime security strat- resources for integrated defense
egy and its action plan in 2023 (European Union, 2023). This solutions on their own.

update introduces a range of measures to enhance the resilience

and protection of critical maritime infrastructure, including gas

pipelines, electricity and data cables, ports, offshore energy facilities, LNG terminals,

and floating storage and regasification units. The EU strategy and action plan also outline

steps to improve cybersecurity, counter information manipulation, and strengthen resil-

ience against hybrid threats related to maritime security. Estonia, in cooperation with its

Baltic Sea allies, should adopt an active stance in NATO and EU formats on the develop-

ment of undersea infrastructure protection capabilities, given that Estonia is particularly
vulnerable in this domain, and developing independent capabilities in this field is highly
resource-intensive for any individual country.

On 21 February 2024, the European Commission introduced Estonia, in cooperation with its
the white paper “How to master Europe’s digital infrastructure Baltic Sea allies, should adopt

needs?” (European Commission, 2024c), aimed at initiating dis- an active stance in NATO and EU
cussions among stakeholders, member states, and like-minded formats on the development of

undersea infrastructure protection
capabilities, given that Estonia
is particularly vulnerable in this

partners to reach a consensus on future European policy concern-
ing submarine cable infrastructure. The document also includes
recommendations to enhance the protection and resilience of . o

) . ) ) domain, and developing independent
submarine cables by improving governance and financing coor- capabilities in this field is highly
dination across the EU. These measures include assessing and resource-intensive for any individual
mitigating security risks, developing a cable security measures country.
package and simplifying permit procedures (European Commis-
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sion, 2024). To support these recommendations, a public consultation was launched on
12 scenarios outlined in the white paper, alongside the formation of an expert group on
submarine cable infrastructure comprising member state authorities (ibid.).

However, Hendriks and Halem (2024, p. 30) argue in their report that, despite suspi-
cions of Russian involvement in cable disruptions in the Baltic Sea in October 2023, the
EU’s plan to increase investment in diversifying its cable network from 2024 remains
insufficient. The preliminary proposal still relies on non-binding recommendations to
member states rather than providing the necessary impetus to address this critical stra-
tegic challenge. The report is also critical of the fact that, while NATO and the EU have
established commissions and new bodies dedicated to undersea protection, these efforts
primarily focus on defining the situation and formulating strategic concepts rather than
coordinating capability development and conducting regular joint operations to create
an interconnected defense system against hostile activities (Hendriks & Halem, 2024,
p. 11). Additionally, the EU currently lacks sufficient resources to fund projects for laying
and protecting underwater cables (Pollet, 2024). The Commission document lists several
potential sources of additional funding, including increased national contributions from
member states and amendments to state aid rules (European Commission, 2024b).

At the Summit of Baltic Sea Allies in Helsinki on 14 January 2025, NATO Secretary-
General Mark Rutte announced the launch of Operation Baltic Sentry to strengthen the
protection of critical undersea infrastructure in the Baltic Sea. This surveillance mission
includes frigates, maritime patrol aircraft, and naval drones, while also enhancing coop-
eration with allies to integrate surveillance systems and improve the protection of critical
underwater infrastructure (NATO, 2025). The Allied Joint Force Command Brunssum
(JECBS) will oversee the operational command of Baltic Sentry, in coordination with
NATOQ’s Maritime Command (MARCOM) (SHAPE, 2025). In a joint statement (Tasaval-
lan Presidentti, 2025), Baltic Sea NATO allies emphasized their determination to prevent,
detect, and counter sabotage attempts and meet any attacks on their infrastructure with
“a robust and determined response” The main protective measures highlighted include:

» Deploying innovative solutions and innovative technologies for the surveillance
and tracking of suspicious vessels and undersea monitoring, including enhanced
partnerships with the private sector, in particular infrastructure operators and
innovative technology companies.

o Active information exchange and incident assessment to analyze trends and share
best practices for response.

» Expanding NATO-EU cooperation, including in responding to the threats caused
by the reckless activities of vessels serving Russian cargo flow.

» Under international law, acting against any suspected vessels that circumvent sanc-
tions and threaten the security, infrastructure, and environment of NATO states.

o Increasing the surveillance of vessels through close coordination among coastal
states, including more efficient inspections of vessel insurance certificates.

» Deploying additional tracking tools and expanding sanctions targeting the shadow
fleet.
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READINESS FOR FAULT RECTIFICATION AND ACCELERATING
RESPONSE PROCESSES

Practical cases have shown that one of the most serious risks to ensuring the continu-
ity of a state’s critical services is the time required to repair damaged connections. The
risk level increases further when prolonged repair periods last-

ing several months coincide with unplanned disruptions. Addi- For both Estonia and other nations, it
tional concerns arise from the fact that only a limited number of is crucial to ensure that the physical
organizations in Europe specialize in repairing subsea infrastruc- monitoring and restoration of critical
ture, making their availability highly constrained when multiple subsea infrastructure are secured
failures and unplanned outages occur simultaneously (Bueger  throughappropriate contracts and

et al., 2022, p. 28). Globally, there are approximately 60 vessels the necessary stockpile of materials.

dedicated to laying and maintaining undersea cables, many of

which are already committed to new cable-laying projects under

long-term contracts (Swinhoe, 2022). Most of these vessels are privately owned, posing
a potential security risk, as states engaged in espionage and sabotage may seek to exploit
their activities for their own interests (Kuszynski & Barns, 2022, p. 11).

For both Estonia and other nations, it is crucial to ensure that the physical monitoring and
restoration of critical subsea infrastructure are secured through appropriate contracts
and the necessary stockpile of materials. The Ministry of Climate has directed Elering, as
the system operator for electricity and
gas connections, to sign an emergency
repair readiness contract for electricity
cables by 2024. According to the Esto-
nian Navy (Riibon, 2024), its available
resources are sufficient to monitor
surface activity near critical underwa-
ter infrastructure and it also possesses
the capability to inspect underwater
assets if concerns arise. However,
the technical equipment currently in
use was not specifically designed for
this purpose. Using tools originally
intended for mine detection makes the
inspection process slow and resource-
intensive. Therefore, service providers
must secure agreements with reliable
partners capable of inspecting and
repairing connections within a reason-
able period. The Estonian Government
Office also emphasizes (Saar, 2024)
the critical importance of having such
contracts to enable rapid response to
failures. The primary reason for this is
the limited number of specialists and
companies in neighboring countries

capable of repairing subsea connec-
tions. In the event of major incidents FAULT RECTIFICATION OF SUBSEA INFRASTRUCTURE

or attacks, several countries would be  REQUIRES SPECIFIC EQUIPMENT AND TECHNOLOGY.
competing for the same resources. PHOTOGRAPH: STOCKCAKE.COM
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REDUCING DEPENDENCE ON TECHNOLOGY PRODUCED IN CHINA

At the European Union level, concerns have been repeatedly raised about the People’s
Republic of China’s efforts to gain control over Europe’s strategic sectors through tar-
geted investments. It has been emphasized that China has acquired critical infrastruc-
ture, particularly within the EU and its neighboring regions, including the Western
Balkans and Africa, posing an increasingly multidimensional security threat to the EU
(European Parliament, 2024). In its 2024 annual review, the Estonian Foreign Intelli-
gence Service (Vilisluureamet, 2024, p. 75) similarly warns that both the public and pri-
vate sectors should proactively prevent the excessive spread of Chinese technology. The
annual review highlights that this is a deliberate state-driven strategy by China, aimed at
reaching a point where integrated technology solutions cannot be replaced with Western
alternatives due to incompatibility and entanglement. However, it also notes that Chinese
companies offer products and services at lower prices, which, under public procurement
rules that favor the lowest bid, may require a reassessment of procurement policies in the
public sector. Member states must be able, particularly for critical products and services,
to ensure that third-country suppliers presenting security risks can be excluded (Eesti
Euroopa Liidu poliitika prioriteedid 2023-2025, p. 7).

For Estonia, one key risk area lies in the planning of large-scale future investments in the
energy sector. Cross-border network investments currently in development include the
third Estonia—Finland connection, the fourth Estonia—Latvia connection, and the Baltic
Sea Grid development project (Elering, 2023a, p. 58). Both Huawei and other Chinese
companies have already expressed interest in supplying inverters and energy storage
systems for Estonian solar and wind farms (Estonian Foreign Intelligence Service, 2024,
p. 75). However, Elering’s representative (Soone, 2024) states that current public pro-
curement regulations do not allow for a complete exclusion of such suppliers. This is
confirmed by Government Office representative Priit Saar (Saar, 2024), who adds that
although a policy decision to avoid Chinese technology in public procurement was made
in 2023, there is currently no legally watertight solution. The procurement system still
allows participation from companies with indirect ties to China, enabling the continued
distribution of Chinese-produced technology through intermediary firms.

LEGAL FRAMEWORK FOR PROTECTING UNDERSEA INFRASTRUCTURE

The biggest challenge in protecting undersea connections is establishing sufficient
national and international regulations to prevent the recurrence of deliberate attacks
against infrastructure on the high seas, as attributing responsibility for such incidents to
specific actors remains overly complex. The recent high-profile cases include the Nord
Stream pipeline explosions, which took place in the exclusive economic zones and con-
tinental shelves of Denmark and Sweden. These incidents were not legally classified as
attacks on either coastal state, as they occurred in international waters and therefore
did not trigger the right to armed self-defense (ERR, 2023c). Additionally, on 7 February
2024, the Swedish Prosecution Authority announced the closure of its investigation into
the destruction of the Nord Stream 1 and 2 pipelines, handing over the collected evi-
dence to Germany. It justified the decision by stating that Sweden lacked jurisdiction to
continue the case since the preliminary investigation found no involvement of Swedish
nationals in the alleged sabotage (Postimees, 2024a).

Amending UNCLOS would require These explosions have been described as acts of sabotage against
consensus from all ratifying states. pipelines and cables, which may constitute criminal offenses
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under certain coastal state laws but are not explicitly prohibited under the current legal
framework of the law of the sea (Azaria & Ulfstein, 2022). Both cybersecurity and mari-
time domains have increasingly become gray zones for warfare and hybrid threats (Bue-
ger et al., 2022, p. 31). The United Nations Convention on the Law of the Sea (UNCLOS),
established in 1982, and its supplementary legal acts are now outdated and inadequate
considering recent incidents, allowing for continued impunity for hostile activities against
undersea infrastructure. However, the main obstacle to updating UNCLOS is that all rat-
ifying states would need to agree to the amendments, which is an unlikely scenario given
diverging interests among stakeholders. Consequently, a fundamental principle must be
upheld: attacks on property and assets are illegal regardless of whether they are specif-
ically listed. It is highly improbable that a perpetrator who used explosives to destroy
infrastructure would later challenge their prosecution in court, and the court would rule
that such an attack was not prohibited under maritime law.

Estonia encountered comparable legal gaps following the October 2023 Balticconnec-
tor and data cable incidents. The 2024 annual report of the Estonian Internal Security
Service (Kaitsepolitseiamet, 2024, p. 54) notes that the damage occurred in Estonia’s
exclusive economic zone but outside its territorial waters, leaving the authorities without
a clear legal basis under international law to intercept the suspect vessel or investigate
on board. Despite these limitations, both Estonia and Finland requested legal assistance
from China to obtain vital information. According to maritime law expert Alexander
Lott (Lott, 2023b), Estonia and Finland should consider establishing safety zones around
undersea cables and pipelines in their exclusive economic zones, in line with UNCLOS
Article 60(4—6), to improve protection. In 2023, Lott also suggested that if a foreign ves-
sel were to damage undersea connections in Estonia’s exclusive economic zone, Estonian
authorities should set an international precedent by boarding and potentially detaining
the vessel in the Baltic Sea, citing the need to protect the marine environment. Finland
took a similar approach in December 2024 after a separate incident.

The Estonian Navy, responsible for overseeing Estonia’s undersea infrastructure, empha-
sizes that coastal states must update their legislation to address emerging threats and
risks. It notes that violations are often detected, yet the existing legal framework provides
insufficient recourse. Regulatory changes are also needed to enable a shift from merely
reacting to security incidents toward actively preventing them.

In the event of a kinetic conflict or preceding hostile posturing, there are several non-
military steps that the collective defense alliance opposing Russia could take, particularly
concerning Kaliningrad, to strengthen its position and protect undersea connections.
The most formal step would be for Finland and Estonia to revoke their 1995 bilateral
agreement on the width of territorial waters, which currently leaves a three-nautical-mile
international shipping corridor on either side of the Gulf of Finland’s median line. Termi-
nating this agreement would make the Gulf of Finland de jure inaccessible to Russian ves-
sels. Additionally, Denmark and Germany could impose restrictions on Russian maritime
traffic through the Danish Straits and the Kiel Canal, limiting Russia’s ability to trans-
port LNG from its Western Siberian or Far Eastern production facilities into the Baltic
Sea. The downside of this solution is that while ships are currently required to remain
in international waters, in certain cases, when passing through the exclusive economic
zone, Russian vessels could use its entire width, bringing them significantly closer to the
coastline. If such a restriction were imposed, states enforcing the ban would also need to
be prepared to physically block vessels and conduct boardings.

4. CHALLENGES AND DEVELOPMENT NEEDS
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CONCLUSIONS AND
RECOMMENDATIONS

The continuity of Estonia’s critical services and economic security relies heavily on the
uninterrupted operation of undersea infrastructure. Sabotage of this infrastructure can
serve various strategic objectives, from disrupting government communications and
military command systems in the initial stages of conflict to restricting internet access,
damaging economic competitors, or causing economic disruption for geopolitical gain.
Often, multiple objectives are pursued simultaneously through different tactics. Deliber-
ate destruction of infrastructure can also be used to heighten societal anxiety and force
attention onto a specific issue, thereby diverting focus from other strategic goals.

THE INADEQUATE PROTECTION OF UNDERWATER INFRASTRUCTURE CAN HAVE SEVERE CON-
SEQUENCES. PHOTOGRAPH: PIXABAY.COM
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Due to the undersea energy connections running through the Baltic Sea, the Baltic states
face a higher risk of critical service disruptions than countries on the sea’s western shore.
This vulnerability stems primarily from the NordBalt electricity link between Lithua-
nia and Sweden, and the Estlink 1 and 2 interconnectors between Estonia and Finland,
which connect the Baltic states to the European electricity market. Since the likelihood
of deliberate attacks on undersea infrastructure has risen in recent years and is expected
to remain high, planning for accelerated protective measures—along with the necessary
regulatory adjustments and additional protection mechanisms—is essential. Effective
protection of Estonia’s and other Baltic states’ subsea infrastructure requires coordinated
efforts among various agencies, close collaboration with the private sector, and strong
partnerships with allies—not only for prevention but also for apprehending perpetrators
and ensuring rapid recovery.

Various sources indicate that Russia’s hybrid tactics pose a serious threat to critical
undersea infrastructure in Northern Europe, the Black Sea, the Atlantic Ocean, and other
regions. In the Baltic Sea, additional risk arises from Kaliningrad, which offers Russia
increased operational capability in the area. The trade routes and undersea connections
linking Kaliningrad with the rest of Russia provide opportunities for covert operations
against NATO countries’ undersea infrastructure. Targeting critical infrastructure—
including undersea assets—is a core element of Russia’s military doctrine. With Russia’s
conventional forces engaged in Ukraine, it seeks asymmetric advantages in other sectors,
particularly in the strategically vital realm of undersea infrastructure. To this end, Russia
has developed and deployed, and continues to refine, its undersea
reconnaissance and sabotage capabilities, operating both within

. . - ) Effective protection of Estonia’s
its navy and under the guise of civilian oceanographic research

o and other Baltic states' subsea
missions. infrastructure requires coordinated
efforts among various agencies,
close collaboration with the private
sector, and strong partnerships with
allies.

Complete protection of undersea infrastructure is impossible,
especially without stronger public—private cooperation and bet-
ter data-sharing mechanisms. Aerial surveillance and satellite
imagery are key components of an undersea infrastructure pro-
tection system, as accurate threat detection requires cross-refer-
encing acoustic signals with satellite data. Because Estonia lacks these capabilities on its
own, it must develop critical undersea infrastructure protection solutions through inter-
national cooperation, including within the EU and NATO frameworks.

The European Union and NATO have intensified cooperation on protecting critical infra-

structure—particularly undersea assets—following Russia’s full-scale invasion of Ukraine

on 24 February 2022. The sabotage of the Nord Stream gas pipelines and the destruction

of the Balticconnector gas pipelines between Finland and Estonia have further height-

ened the urgency of this issue. In response, NATO established the Maritime Center for

the Security of Critical Undersea Infrastructure under its Maritime Command (MAR-

COM) in the United Kingdom and created the NATO-EU Task

Force on the Resilience of Critical Infrastructure, among other Targeting critical infrastructure—

initiatives. As undersea infrastructure protection is still a rela- particularly undersea assets—is a

tively new area of collaboration, it will require continued devel- core ?lement c,’f Russia's n?'l'tary
. . . . . doctrine. To this end, Russia has

opment in the coming years, including the establishment of con-

[ ) . . . . . developed and deployed, and
crete capabilities. Estonia, which is particularly vulnerable in this continues to refine, its undersea

domain and for whom independent capability-building would be reconnaissance and sabotage
prohibitively resource-intensive, should therefore take an active capabilities, operating both within its
role in shaping and advancing these efforts within NATO and navy and under the guise of civilian
EU frameworks. Protecting critical undersea infrastructure is oceanographic research missions.
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challenging because most of it is privately owned or jointly managed, crosses multiple
national jurisdictions or international waters, and has officially known locations. These
factors make continuous surveillance difficult, drive up protection costs, and leave the
infrastructure vulnerable—particularly considering hostile actors’ hybrid strategies. The
central task is therefore to establish robust national and international regulations to deter
deliberate attacks.

A major challenge in protecting critical undersea infrastructure is that most of it is pri-
vately owned or shared between multiple stakeholders, crosses

Estonia and the other Baltic states different national jurisdictions or extends beyond state jurisdic-
must develop critical undersea tion into international waters, while its exact locations are pub-
infrastructure protection solutions licly known. These factors make continuous surveillance difficult,
through international cooperation, protective measures costly and the infrastructure itself a poten-

including within the EU and NATO

frameworks.

Legislation must effectively
protect undersea connections so
that perpetrators cannot act with

impunity.
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tially vulnerable target, particularly given the hybrid strategies
of hostile actors. The greatest challenge is therefore to establish
sufficient national and international regulations to prevent the
recurrence of deliberate attacks.

Applicable legislation must effectively protect undersea connections so that perpetrators
cannot act with impunity. This includes creating and expanding security zones around
infrastructure and improving coastal states’ ability to respond to threats or attacks. The
responsibility to safeguard subsea infrastructure should extend beyond a country’s exclu-
sive economic zone to reduce opportunities for sabotage. This is especially important
for Estonia in the Gulf of Finland, where a narrow stretch of sea connects two NATO
countries. In cases of suspected damage, states should invoke the right of visit under
Article 110(2) of the United Nations Convention on the Law of the Sea (UNCLOS). Any
deliberate damage to infrastructure must be recognized as unlawful and met with strong,
decisive responses.

Should a kinetic conflict or hostile posturing arise—particularly involving Kaliningrad—
several non-military actions could be taken by the collective defense alliance opposing
Russia to protect undersea connections. For example, Finland and Estonia could con-
sider amending their bilateral agreement on territorial waters, which currently grants a
three-nautical-mile international shipping corridor on either side of the Gulf of Finland’s
median line. Removing this corridor would restrict Russian vessels’ access to the Gulf of
Finland but would require significant changes to international maritime law. Alterna-
tively, Denmark and Germany could limit Russian shipping through the Danish Straits
and the Kiel Canal, curbing the flow of LNG tankers from Western Siberia or the Russian
Far East into the Baltic Sea.

Estonia’s greatest vulnerability is the simultaneous disruption of multiple connections
essential for critical services. The October 2023 incidents revealed that deliberate attacks
can coincide with routine maintenance or unexpected outages, posing a serious risk to
electricity, gas, and data connections. Such disruptions jeopardize government opera-
tions, private businesses, and households. For this reason, risk and threat scenario analy-
ses must focus not only on mitigating individual risks but also on examining and mitigat-
ing the potential for simultaneous failures across multiple connections and the cascading
effects that could exacerbate their impact.

Given Estonia’s limited capacity for dispatchable and compen-
satory electricity generation, power supply shortages would also
lead to communication network disruptions within approxi-
mately four hours. Therefore, it remains critical to continue rais-
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ing public awareness and preparedness, ensuring that local gov-
ernments, essential buildings (such as schools and kindergartens),
social centers, apartment buildings and residents can remain as
self-sufficient as possible for up to seven days in crisis situations.
Even in cases where disruptions extend beyond a week, an ini-
tial preparedness phase covering a seven-day period helps build
adaptive capacity for managing prolonged crises. Additionally,

For Estonia, the greatest risk related
to undersea infrastructure is the
simultaneous disruption of multiple
connections essential for critical
services.

risk assessments must consider not only single incidents but also the cascading effects of

multiple failures.

A major risk to service continuity is the time needed to repair damaged undersea con-
nections—especially if planned repairs coincide with unexpected outages—potentially
leading to months-long disruptions. It is therefore critical for Estonia and other coun-
tries to secure monitoring and restoration capabilities through contracts and stockpiles

of essential materials, ensuring that qualified partners can carry
out inspections and repairs promptly.

When investing in critical infrastructure, minimizing depend-
ence on non-EU countries—especially China—is key to reduc-
ing espionage and sabotage risks. This involves avoiding Chi-
nese technology in the defense and security sectors, reassessing
procurement rules so that the lowest bid does not automatically
win, and restricting companies linked to China, even if registered
elsewhere.

It is critical for Estonia and
neighboring countries to secure
monitoring and restoration
capabilities through contracts and
stockpiles of essential materials,
ensuring that qualified partners can
carry out inspections and repairs
promptly.

Regulatory frameworks should incorporate lessons learned from past incidents and
address how to inform the public during investigations. Such cases are not merely crim-
inal matters; they can represent national security challenges that warrant timely and
accurate communication, rather than limited disclosures typical of criminal inquiries.

During recent incidents—such as the Balticconnector episode
and cable disruptions with Sweden—initial information reached
Estonia through Finnish and Swedish authorities and media out-
lets, which highlights the need for effective, direct communica-
tion channels.

Estonia and its allies must take a firm stance that destroying
undersea infrastructure is unequivocally unlawful. Responses

When investing in critical
infrastructure, minimizing
dependence on non-EU countries—
especially China—is key to reducing
espionage and sabotage risks.

should not be constrained by “gray zone” considerations. Quick, decisive action by NATO
members around the Baltic Sea will establish a strong deterrent, helping prevent future

sabotage of critical undersea infrastructure.
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IN AN ERA OF ESCALATING GEOPOLITICAL
TENSIONS, CRITICAL UNDERSEA
CONNECTIONS BETWEEN COUNTRIES HAVE
BECOME PRIME TARGETS IN
HYBRID HOSTILITIES.

Given that the likelihood of deliberate attacks on undersea infrastructure has increased
in recent years and is expected to remain high in the future, it is essential to plan for
accelerated protective measures and implement necessary regulatory adjustments and
additional security mechanisms. Assessing potential security threats to Estonia’s energy
and data infrastructure connecting it to neighboring countries, as well as understanding
the risks associated with service disruptions, is therefore critical.

This report examines the growing vulnerabilities of undersea energy and communication
links in recent years and outlines necessary risk mitigation measures to ensure better
preparedness for probable future threats.
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